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Abstract

Secure communication is largely dependent on effective application of cryptogra-
phy. While cryptographic methods have been investigated to ensure confidence in the
security of the encryption a gorithm, many cryptographic schemes are vul nerable to attack
because the protocols used to implement communication in a cryptographic environment
do not meet their intended goals. Cryptographic protocols, like software, are very difficult
to verify. Recent research is amed at finding methods of verifying cryptographic proto-
cols. Though no method has achieved widespread acceptance and use, the most preva ent
class of cryptographic protocol evd uation techniquesis based on application of epistemic
logicd systems to reason about the protocols. In this dissertation we present a methodol -
ogy for verifying cryptographic protocols based on the classicd program verification tech-
nique of Weakest Precondition reasoning [DIJK76] and a set of tools to automate
application of the method. The methodology solves many problems of existing methods
by formdizing the meaning of the messages in a protocol sesson and by including mes-
sage sequencing in the protocol definition. The proposed method can aso be combined
with logica methods to construct a more thorough cry ptographic protocol evaluation tech-

nique.
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CHAPTER 1

I ntroduction

In this dissertation we give aforma methodology for verifying cryptographic pro-
tocols. To this end, we borrow atechnique from the fidd of classcal program verification
caled Weakest Precondition reasoning [DIJK76]. We first give a specification language
to provide aforma syntax for protocols, and then utilize weakest preconditions to estab-
lish aformd semanticsto thelanguage, for thefirst time giving adefinitive meaning to the
actions of all principal sin aprotocol run, incuding intruders. The foundation on proposi -
tional calculus with uninterpreted function symbols dlows this methodology to comple-
ment, rather than compete with, logica systems used to evd uate cryptographic protocols.
The methodology is fully implemented in the DOS and UNIX environment in the C pro-
gramming language. The result of this work is a methodology for eva uating the seman-
tics of cryptographic protocols, complete with an implementation. The dissertation
contains numerous examples of protocols evduated using the methodology to illustrate

the system's concepts and uses.

1.1 Network Security

From the ancient days, the need for effective communication across long distances
was evident. Some of the most famous examples involve palitical |eaders communicating
with their subordinates, often regarding battle information in time of war. The Marathon
gainsits name and di stance from the messenger that ran twenty six and two tenths milesto
deliver the news of the arrivad of aforeign force on friendly shores some three thousand

years ago.

Julius Caesar recognized the importance and difficulty of controlling access to
information passed across significant di stances and went to great lengths to protect the pri-

vacy of theinformation he was communicating. He deve oped amethod of encoding data
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so that if the message were intercepted by an enemy, the enemy could not determine what

the message said, but if delivered correctly, the intended recipient could easly read the
message.

Nearly two thousand years after Caesar's venture with message encoding, security
remains a concern of communicators of sensitive information. Though messengers are
still an important form of communication, digitd communication across sophisticated net-
works now dominates the volume of communication that occurs. Communications secu-
rity and network security have begun to blend together and it is difficult to tell where one
ends and the other begins. For this dissertation, we will cond der communications security
and network security to be synonymous. Our focus is on systems where messages are
transmitted across some communications medium making transmissons vulnerable to

interception and manipulation in route.

Privacy in communications has evolved to mean that only the intended reci pient of
messages can gai N the message contents and their meaning, and that intruders can gain no
meaningful information from the tranamissons. Intruders are persons or computer pro-
cesses whose intention is to interfere with the goa of communication. Routindy, intrud-
ers are outdders to the communication system that break in to listen or otherwise
compromise messages. Occasiond ly, intruders may be | egitimate communication partici-

pants that exploit their legal status to compromise data.

Intruders take two forms: active and passive. Pasdve intruders are listening sta-
tions on the communications medium. For generality, pasdveintruders are assumed to be
able to “hear” every message that is sent or received and are able to determine who origi-
nated each message and who each message is intended for. They do not manipul ate data

on the network and do not introduce their own transmiss ons.

Passive intruders compromise the security of the communication by andyzing
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information gathered from the intercepted transmissions. If the data is readable by the
intruder, the privacy of the dataisdirectly compromised by the interception. Becauseitis
very difficult to detect pasdveintrusion, techniquesfor protecting against it focus on pre-
vention of listening. Traditionally, there are two approaches that are taken for this. The
first approach is to physicaly protect data from interception. Whispering, armored car
messengers, tempest computer and communications equipment, and sound-proof rooms

areafew of the phys cal means used to guard against divulging sensitive data.

Encoding was devised to protect agai nst compromise of data even though the data
could not be physically protected from interception during transmission. Transmissons
that are properly encoded cannot be read by an intruder even if the entire tranamission is

intercepted.

Passive intruders may also use sophisticated methods to analyze message traffic
for volume, peak load, routing patterns, etc. using this information to infer facts and
detalsthat they are not supposed to know. For example, particularly heavy traffic volume
on a military network may indicate to an intruder that some maneuver or attack is immi-
nent. A routing shift from one location to another may signal a corresponding shift in

emphasis of actions.

Passive intruders may dso utilize covert channds, i. e. actions that are not rou-
tinely intended to communicate information, to send receive information in away that was
not intended by the desgner of the communications system. The classicd example of a
covert channd is that of a clever, active intruder causing the disk accesses of a computer
to create ameaningful pattern (such as a Morris Code message) that can be received by a

passive intruder.

While passive intruders rece ve transmiss ons from the system but do not enter any

messages onto the network, activeintruders may receive and also transmit on the network
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to accomplish acompromise. For generality, activeintruders are assumed to be able to see
and read dl messages, intercept messages, modify messages and reenter them without

inherent detection, and generate messages for entry into the network.

Active intruders offer a much more complex and chdlenging threat than passive
intruders. Active intruders may make subtle changes to messages that may have a dra-
matic impact on the meaning of the message. An example we can dl identify with deals
with a bank's debit transaction. If an intruder can make a smdl change to the transaction
by adding a zero just to the left of the decimd point of the debit amount, the meaning of
the transaction can be changed sgnificantly. If this account happens to be a corporate
account and the origind amount is in the millions, adding one zero just to the I&ft of the
decimd point can change the amount of the transaction by tens or hundreds of millions of

dollars.

As thisexampleillustrates, while privacy is the classic interest of communications
and network security, concern for message integrity is equally important. For communica-
tion to be effective it is often critical to ensure that no message has been inappropriatdy

modified and that each message i s authentic.

In contrast to the defenses used against passve intruders, methods to combat
active intruders center around detecting the attack, rather than preventing it. Our commu-
nications systems were desgned to incdude as broad an audience as possible, often
depending on broadcasting messages that are intended to be avalable to anyone that
desiresto receive the tranamissions. Even when wire or cable technology isused, itisvir-
tually impossible to prevent an intelligent intruder from gaining access to the mediain a
way that would allow them to receive tranamitted data and messages. Thus, preventing
intruders from intercepting messages, reintroducing old or modified messages, or intro-

ducing new messages is not poss ble.
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For these reasons, battling active intruders focuses on detecting attacks. In the
example above, if the bank receiving the debit can detect that an unauthori zed change was
made to the transaction, the transaction can be cancel ed and a request can be sent back to
the originator asking for retransmisson. Additiondly, once an activeintruder is detected,
additiona security measures may be taken to protect data and action can be taken to catch

and stop theintruder from further mischief.

Authentication, the ability to guarantee the identity of principalsin a communica
tion, iscritica to ensuring message integrity. In addition to making unauthori zed changes
to 9 gned messages, an intruder may attack the authenticity of a message by forging signa-
tures or by interrupting the sequence of a protocol. We say a message is authentic if we
can verify that it originatesfrom the person or process that the message claims or that the
recelver expects. Signing messages and us ng passwords or pass-phrases are exampl es of
techniques used to identify forged messages. The process of verifying the identification of
the parties in acommunication sesson is cal led authentication. We address authentication

methodsin alater chapter.

The find category of network security concerns is denid of service, i.e., prevent-
ing or substantialy del aying incoming or outgoing message traffic from a principal. Asan
active attack, denid of service is very difficult to prevent. Among other things, service
can be denied by sabotage of physicd components, flooding, or manipulation of the con-
trolling elements of the network. Thefocus of counter measures isto detect denid of ser-
vice. Oncedenid of serviceis detected, action can be taken to restore service and protect

against future similar attacks.

The general god of network security is to provide principa s in a communication
gystem with a secure channel. A secure channd is a channel or conduit over which
authenticated, private communicationsmay occur. Cryptography allows the conduit to be

logicdly secure in the sense that the physica medium may be vulnerable to intrusion, but
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phys ca intrusion cannot compromise the security of the communication.

1.2 Cryptography

Cryptography is the science of making and using codes and ciphers. A god of
cryptography is to provide secrecy of data transmitted between sender and receiver for
some period of time. If perfectly implemented, only the intended recipient can read an
encrypted message. Encryption agorithms are designed so that decoding encrypted mes-
sages to divulge their meaning is expected to take sufficiently long so that any data com-
promised will be useless to the intruder. As cryptography grew into a broad fidd aimed at
finding strong encoding agorithms, a corresponding fidd of study emerged amed at
attacking those dgorithms by attempting to decode encrypted messages. This fidd is
cdled cryptanalysis.

1.2.1 Dataencryption.

Julius Caesar became the first documented user of encryption when he devised a
method to protect the privacy of his communications. The coding scheme, or cipher, he
devised is now known as a substitution cipher and involved “rotating” the letters of the
message three letters “forward”. For example, FDW isthe “cipher text” for the word CAT
when CAT is encoded using Caesar's method. This simple procedure was effective in pre-
venting unauthorized persons from reading written messages that were captured in com-

bat.

Today, the applications and techniques for encoding (now called encrypting) data
are far more complex than the famous Caesar Cipher. Ciphers were perpetually updated
and improved to combat cryptandyss. An improvement of the Caesar Cipher involves
utilization of a piece of information called a key, known only to the two communications
principas, to make the cipher harder to break. The fundamenta characteristic the key

must have is that it should be possible to decrypt an encrypted va ue using the same key
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that was used for encryption to return the original encrypted information. Symbolicaly, if
we assume € X]k to mean, “the encryption of vaue X under key k”, and d[X]k has the

correspondi ng meaning for decryption, then the fundamenta characteristic of akey is:.

d[e[X]k]k ==

The introduction of an encryption key diminated reliance on the secrecy of the
encryption agorithm for the strength of the cipher. By using a key, the encryption ago-
rithm may be made public, yet encrypted data will reman private between owners of the

shared key.

The obvious key first selected for the Caesar Cipher is the “rotation number”,
which for the origind cipher wasthree. By agreeing to a number known only to them, the
communicators made the cryptanayst job more difficult. A further advance isto use a
twenty six character key so no “rotation” is needed and the population of valid keys is

much larger.

While the addition of a key and other enhancements clearly make breaking the
cipher harder, cryptandyss research found techniques that alow easy decrypting of
encrypted data (cipher text) usng any of the key methods we described for a substitution
cipher. Hence, a second method of encryption evolved which involved partitioning the
data into fixed size blocks and shifting the letters in some predetermined pattern. Thisis
cdled atransposition cipher. The encryption key in this schemeis the order of the letters
in each block, which the recipient can use to easily decrypt any message encrypted using
this scheme. For example, if we use a five byte block transpaosition cipher with a key of

“52413", the phrase

“attack at_dawn”

woul d be encoded:
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ctaat _tka andw

Unfortunatdy (at least for cryptologists), transposition ciphers are also vulnerable

to attack by a knowl edgeable, systematic intruder.

Another paradigm for encrypting data is using a technique caled codes. Codes
rely on assigning a number or random pattern of characters to represent every word and
phrase used in communication. Using a code book, the tranamitter encodes the message
into a stream of characters that is meaningless to anyone without the code book. The

receiver utilizes the code book to trand ate the message back into its origind form.

Substitution ci phers, transposition ¢i phers and codes each have varying advantages
and disadvantages. Most importantly, each is vulnerable to cryptandysis. However,
research amed at combining pairs of these techniques resulted in encryption systems that
arevery difficult to break. These techniquesinvolve re-encrypting dready encrypted data.
One of the most famous instances of combining c phers utilized the substitution cipher
and codes. It was this scheme, called Super Encrypting, that the Japanese used in World
War Il. Ther beief that Super Encryption was unbreakable resulted in great damage to
their war effort when the Allies effectively cryptanayzed the Japanese Super Encryption
and were able to gain very vduable information about Japanese plans which the Japanese
bedieved were private. While Super Encryption provided strong protection, it was not per-

fect.

With the major advances in automatic computing in the past fifty years, cryptogra-
phy aso evolved dramatically. By coding encryption routines into a computer, combina-
tions of encoding techniques are easily implemented and many “rounds” of encryption can
occur, that is, data can be encrypted and re-encrypted many times over very quickly in
order to strengthen the code against cryptanalysis. Of course, cryptanayds d so benefited

greatly from the computer expl os on, | eaving the battle between the cryptographer and the
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cryptandyst asintense as ever.

Research guided by the Nationad Security Agency (NSA) resulted in establishment
of the Data Encryption Standard (DES) [DES77]. DESis a published an encryption al go-
rithm that communicating parties can use to encrypt and decrypt data. DES uses repeated
rounds of substitution and transposition ¢ phers which lend themse ves easly to comput-
erization and can be used to encrypt large anounts of data quickly on genera purpose
computers. While there were early concerns about the strength of the DES a gorithm,
experts now agree that the DES design results in a cipher that is very difficult to break.
Other variants of DES are still emerging which address DES's one weakness, the smdll
dze of the key-space (56 bits), making data encrypted using DES vul nerable to computer-
ized “brute force” attacks which effectively conducting an exhaustive search of the key

spaceto find the key.

An obvious characteristic of private key encryption systemsisthat each partici pant
must know the same key that the other partici pant knows and that the shared key must be
private to the two of them. Because of the “symmetrical” nature of these keys, private key
gystems are a so known as symmetric key systems. In their seminad work [DH76], Diffie
and Hellman offered an alternative to symmetric key systems. Their “asymmetric’ key
paradigm dlows a principal to derive a pair of keys which are inverses of one another.
The keys are inverses in the sense that data encrypted under one key of the pair can only

be decrypted using the other key (itsinverse).

The primary implementation of asymmetric key systemsisin what is known as
Public Key systems. In such asystem, each principa publishes one member of itsasym-
metric key pair. This becomes the member's public key. The public key inverseis man-
taned and kept private by the principal. When one principal desires to communicate
privatey with another, the originator looks up the public key of the intended recipient,

applies the encryption agorithm to the data to be passed, and sends the cipher text to the
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recipient. The recipient utilizes the public key inverse, (sometimes called the “private
key”) to trandorm the cipher text into its origind form. Because only the owner of the
public key knows the public key inverse and if the encryption a gorithm is strong, no one

€l se can decrypt the message.

There has been sgnificant research regarding devel opment of encryption dgo-
rithms since cryptography was born. However, to date only one perfect encryption system
has been found. To be perfect, the cipher text must not give an intruder any information
they can use to divulge the contents of the message or the message key. The one perfect
encryption system, a symmetric key system called One-Time Key, has the drawback that
the length of the key isidenticd to the length of the data to be transmitted. As we noted
above, the DES encryption a gorithm is bdieved by to be a strong encryption system. We
say that an encryption algorithmis strong if the difficulty of decrypting the cipher text via
cryptandyss can be accurately computed in terms of the amount of computer resources

that would be required to divulge the origina plan text or key and that those resources are

very high.

Many attempts have been made to devise strong asymmetric key systems. Some
were based on mathematical problems that are known to be computationdly intractable,
such as the Knapsack Problem. Others have focused on hard problems in number theory
such as discrete logarithms [ELGAMS88]. For most of these mechanisms, weaknesses
known as buckaroos, exist that alow intruders to compromise the data or the key with

much less effort than base problem demands.

In [RSA78], Rivest, Shamir, and Adleman proposed an asymmetric key algorithm
cdled RSA, based on the difficulty of factoring large numbers. No back-door has been
found in ther RSA public key encryption a gorithm and whileit cannot be proven secure,
most experts agree that the RSA dgorithm does provide strong encryption. The RSA

a gorithm now dominates the cryptography world as the public key algorithm of choice.
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Research continues to seek strong, efficient encryption agorithms and to find
flaws and back-doorsin existing a gorithms that are believed to be strong. However, even
if a“perfect” encryption dgorithm is found, encryption alone is not sufficient to protect
communication. Encrypted messages must be combined with a handshaking interaction
between the communicating parties ca led a Cryptographic Protocol. We examine crypto-

graphic protocolsin the following sections.

1.2.2 Cryptographic Protocols

Protocols are rules that govern interactions between communicating parties and
are fundamentd to the implementation of communications systems. Protocols are used to
dlow parties in a communication session to remotdy reach agreement in some area.
Cryptographic protocols are security rel ated interactions that support the same objective:
gaining agreement regarding some important topic. In security related protocols, two

common agreements to be reached are for authentication and key distribution.

Authentication, the act of determining the identity of aprincipa, isfundamental to
any security system. Because of this, and because of its complexity and potentid for
error, authentication methods have been the topic of intense research. Most authentication
schemes rely on some interaction, or chalenge and response, between the authenticator

and the one to beidentified. These exchanges are called authentication protocoals.

Authentication protocols may be as simple as the authenticator offering a chal-
lenge to someone seeking physica access, such as the verbal command “Halt”, to which
the one to be identified would respond with some predefined password. If thispasswordis
sufficiently hard to guess and is well managed so that only the two principals in the
exchange know it, success of this protocol offers reasonably sound evidence that the
respondent is actua ly who the authenticator believes they are. If, however, an intruder is

able to overhear the interaction and if the password is reused or is used to identify more
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than oneindividud, the intruder may use the overheard password to defeat the protocol.

Research in authentication protocolsisamed at identifying the potentid threats to
authentication and devidng interactions that cannot be broken, i.e., successful execution
of the authentication protocol doesindeed provide strong evidence as to the identity of the
subject(s). Cryptography is very useful for this purpose, which we will see in greater

detal later.

There is no doubt that the introduction of keys into cryptographic systems was a
revolutionary change that gave cryptographers a decided advantage over intruders, at least
for awhile. It dso introduced the problem of key distribution into cryptographic systems.
A characteristic of key-dependent systems is that the longer akey is used, the less secure
are the communications using that key. Keys must be changed regularly and often. Pri-
vatdy distributing keys between remote principalsis a very difficult, now classicd, prob-
lem termed the Key Distribution problem [MEAD92]. Like authentication, key

distributionis routiney accomplished by a cryptographic protocol.

As noted earlier, in order to address the network security problems of privacy,
integrity, authentication, key distribution, etc., a strong cryptographic agorithm must be
combined with avaid cryptographic protocol that establishes the rules governing interac-
tions between partici pants (principal s) in the communication. Only when combined with

avalid protocol can cryptography provide the principal s with a secure channd .

Cryptographic protocols are routindy represented as action lists describing the
dternate tranamission and recei pt of messages between principas. The steps of the action
list specify the contents of each message and the encryption and decry ption operations uti-
lized to protect and divul ge the message meaning. The content and sequence of messages
in the protocol agree to some pre-defined format and sequence. A successul run of the

protocol may be seen as a serid trace of the steps of the protocol in the specified sequence.
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It isthe requirement for serid sequencing that is of interest here. The de facto seri-
dization method that provides the sequencing in protocol runs is the blocking nature of
the send and receive statements. This means that in a protocol run, a principal may not
recelve amessage of acertain format until after amessage of that format has been gener-
ated and transmitted. Whileitisdear that arecel ve cannot be legal ly accomplished unless
a message of the specified format has been sent, it is not clear that the appearance of a

message of the correct format means the protocol has executed in the correct sequence.

Figure 1.1 is an example of a cryptographic protocol; in fact, one of the earliest
published ones. The Needham and Schroeder Private Key Protocol played alarge part in
the fidd of cryptographic protocol verification. The meaning of the notation is intuitive;
the arrows indicate transmission and receipt of messages. The items after the colon for
each step reflect the data to be transmitted and the braces sgnify encryption of the data
within the braces. The identifier immediately after each right brace is the key used for
encryption. The protocol is expressed in an hoc standard cryptographic protocol
pseudocode language with the messages presented in the order they are expected to be

executed.

Needham and Schroeder Private Key Protocol

A->S A,B,na
S>A: {na,B kab,{kab,A}Kbs} ke
A->B: {kab,A}"bs
B->A: { N} ke
A->B: {nb-1} k&
Figure1.1

In order to illustrate the meaning of the pseudocode notation, consider the given
protocol. Inthefirst step, principal A indicates to the central authentication server that A
desires to initiate a secure communication with principal B. A includes with this message

a random number caled a nonce [NS78] to be used to guarantee the freshness of a later
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message. Nonces are, as Webster defines in the new world dictionary, “... created only
oncefor aspecid occason”. They are sd ected randomly so that they are unpredi ctable so
any message received conta ning a specific nonce is assumed to be a response to the origi-

nal message conta ning the nonce.

In the second step, S provides A a key to be used in a communication session
between A and B, appropriatdy named kab. Also included in the second message is an
encrypted component that A cannot read containing the key kab and the identity of A
encrypted under the key shared between B and S (kbs). This encrypted catenation will be
forwarded by A to B in the next step. The entire second message is encrypted under the
private key kasthat A shareswith S. A uses kas to decrypt the message and obtain the ses-
son key kab, nonce na, and the encrypted message to berelayed to B. Before executing
the third step, A verifies the currency of nonce na by comparing the representation of na

that was received from the second step with the vaue na that A tranamitted in the first

message.

In the third step of this protocol, A forwards the message generated by Sto B. B
uses the key kbs that B shares with S to decrypt the message and obtan the key kab and
the identity of the originator, A. In step four, B forwards a new nonce to A encrypted
under the sesson key kab. When A recelves the message sent in step 4 and uses kab to
decrypt the nonce from B, A then beieves B has the key and is ready to communicate

because A beieves that only B could know key kab.

In the last step, A modifies the nonce from B dightly, re-encrypts the new vaue
and sendsit to B. Because A modifiesthe nonce from B in a predetermined way and since
B bdieves that only A could have the key kab, when B decrypts the modified nonce and
compares it to the expected response, B bdieves that A has the key and is ready to com-

municate.
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1.3 Cryptographic Protocol Verification

The Needham and Schroeder [NS78] protocol given above appears to be quite
ample. As shown, it contains only five messages, involves atota of seven data items,
and requires only five encryption and five decryption operations. Routindy, crypto-
graphic protocols are short, contain few data items, and require less than twenty encrypt
and decrypt operations. While this may |ead one to believe these protocols are easily and
effectively verified manually, research proved that this is not the case. In fact, the
Needham and Schroeder Private Key protocol itsdf has a flaw that we will investigate in

some detail |ater.

There are many cryptographic protocols in the literature, [NEED78], [OTWY 87],
[DS81], and [DOL 83] for exampl e, which were designed to provide the coordination nec-
essary for effective, secure communication. These protocols, like the encoding schemes
they support, may contain subtle flaws that could compromise the privacy of messages
even if the cryptographic techniqueitsef is sound. Because of the complexity and poten-
tia subtlety of the flaws, manua verification of these protocols is not sufficiently rigor-

ous, formdized mechanisms are required.

1.3.1 The Need for Cryptographic Protocol Verification

In order to illustrate the need for cryptographic protocol verification, consder a
ample, one-step protocol example of a stock brokerage firm using cryptography to com-
municate from its man office. In this example, each broker shares their own private key
with the man office. On agiven day, the man office (say M) may desire that a broker (B)
buy or sdl a particular stock (S). The first thing in the morning, the man office sends a

message encrypted under B's private key (kmb) instructing B to buy:

M: =>B(e[* Buy $10,000 of S']kmb);

The notation is taken from our Cryptographic Protocol Andysis Language (CPAL)
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which we describe in detail in Chapter 3. "M' isthe party taking the action, '=>' represents
the send operation, 'B' is the destination of the message, and the literal message 'Buy
$10,000 of S'isencrypted under key “kmb' bef ore transmiss on.

The execution of this protocol is dso ample. When B receives the message, the
common key "kmb' is used to decrypt the message and the action described in the message
is taken. But what if an astute adversary is listening on the net and recording the
encrypted messages as they occur? By watching the subsequent actions of the broker on
the floor, the adversary could reasonably predict what the message said, though &fter the
fact. If this adversary could subsequently intercept messages from the main office and
substitute recorded messages either at random or with some selectivity based on his own
ind ght, he could potentidly do damage to the brokerage firm without ever compromising

an encryption key or penetrating the encryption a gorithm.

A second problem with the exampl e protocol is that once the intruder knows what
the message means, the d pher text can be matched to the pla n text message that generated
it. Thisis cdled “known plaintext” which is shown to give an intruder a decided advan-

tage in being able to cryptanalyze the encryption a gorithm.

This example clearly illustrates that authenticating users across a network is not as
straight forward as one might think. Current research describes the difficulty with the
exampl e protocol as that of freshness. There is no mechanism in the protocol to prevent
an intruder from reusing old messages. For even simple protocals, there are many factors
that effect the ability of the protocol to meet its gods. The chdlenge to the intruder is to
envison actions that the protocol deveoper did not see in order to compromise a key,

divulge private data, interfere with message integrity, or deny serviceto avaid principal.

The difficulty with message freshness illustrates another problem with protocol

verification. There may be many different ways to accomplish the same objective within a
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protocol. Take the issue of message freshness for example. Over the years, three different
mechanisms evolved to S gnify freshness of messagesin aprotocol: time stamps, sequence
numbers, and nonces (random numbers). Each has different characteristics, different
strengths and weaknesses. For example, combining the message with a nonce eliminates
the known plantext problem while the other two do not. Each technique is also imple-
mented in different ways, yet they can each be used to accomplish the same freshness

gods.

The problem quickly becomes even more complicated as the varied gods and
environments of cryptographic protocols are consdered. For example, cryptographic pro-
tocols are frequently used for authentication such as in the broker exampl ejust presented.
This example illustrated one-way authentication. Only the broker needed to be sure that
the main office sent the message. In another environment, it may be important for two-
way authentication to occur, that is, for each party in the communication to know who is
on the other end. It may al so beimportant to be able to prove at alater date that a particu-
lar communication came from its Sgned originator. This can be accomplished by utilizing

athird variety of authentication protocol caled digitd signatures.

We di scussed three types of authentication that can be accomplished using crypto-
graphic protocols. What is more, cryptographic protocols are not only used for authenti-
cation. They are also utilized for key distribution, to ensure integrity of messages, to

detect denid of service and for variations on and combinations of al the above objectives.

Gods of cryptographic protocols are further complicated by the varied security
environments existing in distributed systems. The simpleillustration we used aboveis an
example of a two party protocol, where the only valid participants are the principas
requiring the data transfer. Much of the work described in the literature focused on athree
party security environment that includes an authentication server [DS81], [NEED78],
[OTWY87]. An authentication server is a principal that ass sts other principals in estab-
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lishing secure communication channds. The traditiond function of an authentication
server is to asg st principals in authentication by providing such simple tasks as directory

services for public keys and in creation and distribution of vaid cryptographic keys.

Use of an authentication server creates several security problemsitsdf. In order to
accomplish itsfunctions, the authentication server must have avalid shared key with each
distributed principal. Distribution and protection of these keys is a security problem of
essentid ly the same kind they areintended to solve. Additionally, having a centra author-
ity through which princpals must communicate is contrary to the philosophy of distrib-
uted systems. In this scenario, the authentication server is asingle point of failure of the
gystem and is dso a potentid system bottleneck, which are two criticd flaws that distrib-

uted systems are supposed to avoid.

There are cryptographic environments that use an “x-party” authentication server
model. These systems are supported by protocols that distribute the security functions of
authentication and key creation to severd distributed authentication servers [GONG93].
Cryptographic protocols in an x-party authentication server environment differ signifi-

cantly from those in two and three party environments.

A further complicating factor in evd uating whether or not cryptographic protocols
meet their gods is the cryptographic technique utilized. Protocols for symmetric and
asymmetric key systems differ in both the assumptions that can be made, and in the steps
required to accomplish gods. Private, or shared key systems, require that any two princi-
pals desiring to have secure communication must share a Sngle private key agreed to
before the protocol begins. The key is used by the sender for encryption and by the
receiver for decryption. Public key systems, on the other hand, have separate keys for
encryption and decryption. Each station's public key isgenerdly distributed universdly to
dl princpas and is retrieved via some trusted library-type function. Stations wishing to

communicate secretly with another principa encrypt the intended message using that prin-
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cipal's public key and send it across the network. Anyone listening to the network can
recel ve the message, but since only the holder of theinverse key can decrypt the message,
the communication is private. The origind message may contain a shared key to be used
for the sesson, or the recipient may respond usng the public key of the originator.
Authentication and other cryptographic protocols in public and private key environments

may differ significantly.

1.3.2 The Origin of Cryptographic Protocol Verification

While the simpl e broker example we gave in the last section illustrates the need for
cryptographic protocol verification, the foundation for the research presented here liesin
the 1978 paper by Needham and Schroeder [NEED78]. In that paper, the authors present
a group of protocols for systems with authentication servers for shared and public key
authentication and sgnatures. These protocols effectively highlight many of the impor-
tant cryptographic protocol issues and are frequently used in current literature for pur-
poses of illustration. Needham and Schroeder propose three protocols. one for
authentication using private key systems, another for authentication using public key sys-
tems, and a signature protocol. Each of these protocols are written for systems which uti-

lize authentication servers. Their private key protocol was givenin Figure 1.1.

In 1981, Denning and Sacco [DS81] utilized the Needham and Schroeder private
key protocal toillustrate the problem of replay attacks. They showed that if an intruder is
recording messages and can compromise a sesson key over a period of time, then the
intruder can begin an erroneous communication sesson by replaying the third message
from the previous secure protocol run which used the compromised key. The difficulty
with the protocol is centered around the third message. Not coincidentdly, the third mes-
sage does not contain a nonce (i.e. arandom number used to guarantee freshness of a
response). Needham and Schroeder acknowl edge this weaknessin the protocol and intro-

duce a minor modification inserting a timing mechanism into the protocol to prevent
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replay attacksin [NEED87].

In [OTWRS87] Otway and Rees address the timing problem by dightly changing
the sequence of messages and by induding a session identifier in each message. Their
protocol isgivenin Figure1.2. Otway and Rees protect against replay attack by induding
asesson identification vd ue (C) in each message. The message sequenceissimilar to the
Needham and Schroeder, except the only principa that communicates with the authentica-
tion server is the target principal of the communication, B. In step 2, B forwards a mes-
sage from the protocol originator to the authentication server, and in step 4, from the

authentication server back to the protocol originator.
Otway and Rees Private Key Protocol

A->B: (C,A,B{NaCA B}"®);

B->S: (C,src,dst{Na,C,A,B}*® {Nb,C A, B}
S->B (C, { Nakab} k> { [Nb,kab} ks)

B->:A (C.{ Nakab} “®)

Figure 1.2

In [NEED78], Needham and Schroeder conclude, “... [cryptographic] protocols
such as those deve oped here are prone to extremely subtle errors that are unlikely to be
detected in normd operation. The need for techniques to verify the correctness of such
protocolsis great...”. Itisironic that this point isillustrated by the flaw detected in ther
own protocol. For years, computer programmers relied on layers of testing to address the
gmilar problem of finding errorsin programs. Unfortunatdy, testing of protocols cannot
provide acompl ete answer because of the cleverness of intruders. Testing looksfor errors,
yet falure to find errors does not mean that errors do not exist [DIJK76]. Accordingly,
extengve effort has been focused upon finding methods to verify cryptographic protocols

formaly.
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1.4 Problemswith Protocol Specification

Fundamentd to determining if a protocol meetsits godsis having aclear accurate
description of the steps of the protocol. Without a suitable specification language and
evd uation methodology in place, establishing such a clear specification of the protocol is
unlikely. Thereis apreponderance of research regarding specification languages from the
traditional programming languagesfidd. In [GUMB82] Gumbidentified ten characteris-
tics which are required for any specification language for a formd verification mecha-
nism. This section addresses some of the shortcomings of the specification step of

cryptographic protocol verification.

1.4.1 Languagesfor Cryptographic Protocol Specification

A difficulty in evd uating cryptographic protocols results from the pseudocode lan-
guages routindy used for specification. These pseudocode languages are frequently seen
in the literature, but have no agreed formal definition. Hence, the intent of a principa’s
actions in the protocol can only be truly known by the protocol specifier. An illustration
of thisideais that these languages coupl e important actions, emphasi zing expressiveness
and ease of coding at the expense of rigor. For example, the following statement may

appear in a pseudocode protocol expression:

A ->B: {X, Y}k (1.0)

This indicates that principa A is sending to principal B the messages X and Y
encrypted under some common encryption agorithm and under the common private key
kab. Because these pseudocodes evolved for the purpose of specification, they represent
the protocols in a high leve of abstraction. Asillustrated above, a single send operation
represents numerous actions that the principal s must take. One exampleisthat the receive
actionisimplicitin the send operation. Whileitisintuitively dear that when aprincipal A
sends a message M to principal B, that B is expected to receive M, omitting the receive

operation prevents us from expressng actions that may occur between the originator's
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send and the destination's receive actions.

Smilarly, the encryption and decryption actions are part of the send operator.
Consequently, itisdifficult to determineif the sending principa encrypted the message or
if the principa is forwarding a message that was previoudy encrypted by another princi-
pa . Incurrent practice, context is required to make this determination. Ass gning respon-
ghility for dl actionsto principa sis greatly complicated by the broad spectrum of actions

represented by the pseudocode send operation.

While the coupling of operations in the pseudocode languages can be deared up
largely with additiond syntax, the omissions of the pseudocode languages cannot. The
data items in the messages must have meaning to the principals. The pseudocode lan-
guages provide no mechanisms for specifying what the data items themse ves mean, or
even who originated the message. Moreover, many of the protocols rely on comparing
data items sent in one step and received in a later step, yet the languages do not provide
mechanisms for depicting rel ationships between dataitems. Conditions for continuation
from step to step and conditions for the success (or falure) of the protocol are ether left to
intuition or specified in a narrative accompanying the protocol. Worse yet, many protocol
specifiers introduce loca conventions or utilize special naming practices to add informa-
tion to the protocol specification that not all readers may understand and thereby may miss

information that isimportant to the protocol operation.

Another shortcoming of the pseudocode languages used to specify cryptographic
protocols is that they do not provide mechanisms to assist in the determination of vaid
assumptions, such as preexisting private keys between participants. Thereis aso a need
for mechanisms for specifying protocol goals, like “A believesk isagood key”. In order
to mechanicaly evaluate the success of the protocols, both the assumptions and gods
must be expressed in aform suitable for this eva uation. We propose alanguage in which

assumptions may be formaized in terms of actions of particpants. We bdieve this
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explict declaration of actions formaizes and simplifies the designation of assumptions.
In our language god s are expressed as predi cates that a partici pant desires to be true at the

specified point in the protocol.

1.4.2 Protocals, Logica Systems, and Step Sequencing

Protocols are routinely specified as a serid list of send and receive statements, or
steps. Recently, it became clear that while the specification of the protocol may be serid,
any method of protocol verification must consder pardld tranamission of messages. We

will investigate this situation more fully later in the di ssertation.

Many efforts recently have focused on formdizing cryptographic protocol verifi-
cation by deveoping logica systems that capture the essence of protocol meanings and
vulnerabilities. The centra theme of theselogical systemsis to examine the bdiefs of the
participants given a set of assumptions, a set of rules of inference, and a protocol

expressed in terms of the impact of a protocol step on a participant's beliefs.

Whilelogicd systems add agreat ded to the fidd of cryptographic protocol verifi-
cation, they continue to lack the formaity they areintended to provide. To usethelogica
gystems, the protocols must be stated in the language of the logic, while protocols are
specified and accomplished by actions of participants. Thisleads to the problem of ideal-
ization we discuss in the next section. Other fundamental difficul ties have d so been iden-

tified.

Snekkenes [SNEK 91] identifies the sequencing of the protocol statements in the
specification as one aspect of protocol verification that is particul arly difficult for logical
gystemsto represent. Since non-temporal logica systems cannot enforce stri ct sequencing
on the protocol steps, the logical evduation condders actions as timeess. In truth, the
sequence in which the actions occur are essentid to the security of the protocal. If there

exists an ordering of the protocol steps that does produce a secure protocol, then the proto-
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col will passthelogica evduation regardless of whether the steps are correctly ordered in

the evaluated protocol [SNEK91].

In his critique of the logic by Burrows, Abadi, and Needham [BAN90], Nessett
[NESS90] argues that the inability to detect all faultsisacriticd flaw, since the positive
evd uation may give auser afd se confidence in the flawed protocol. While the soundness
(accuracy when flaws are detected) of BAN is important, compl eteness (ability to detect
al flaws) is dso necessary for an effective verification tool. We discuss logica protocol

verification in greater detail in the next chapter.

1.5 A Solution From Formal Semantics of Programming Lan-
guages

While Dijkstra discredited testing as a means to ensure proper program execution
[DIJK76], others continued investigation into methods of proving “program correctness’
[HOARGE9], [HOART8], [WULF81]. These methods were formal in that the semantics of
the programs took their meaning directly from the syntax (or form) of specification. Spe-
cficaly, formd languages were deve oped that were expressve enough to describe the
needed functiondity, then a formad semantics was given to the language. By formaly
defining the syntax of the language to be used for specifying programs and then attaching
aformda semantics to the language, aformd definition of the meaning of any program in
the language can be derived. One can then use theformd definition to determine whether

or not the program means what we want it to mean.

In order to give meaning to programs, Hoare [HOARG9] gave each program struc-
ture a precondition/postcondition definition. Using these definitions, Hoare could gener-
ate the definition of the segment S in terms of precondition P and postcondition Q. The
program proof began with the cdlam: “If condition Pistrue before segment Sruns, and if S
runs to compl etion, then condition Q will hold afterwards.” Condition P would then be a

verification condition, a condition whose truth guarantees the truth of the origind clam
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(Q). Oncethe verification condition was generated, all that would be |eft was to show that

the assumptionsimply the verification condition.

This is precisely the approach we take with cryptographic protocol verification.
Cryptographic protocols are programs; aspecia case of programs that are short and do not
require constructs even as sophisticated as a procedure call. We began by defining a for-
ma language that dosely mirrors severd of the pseudocodes routinely used in the litera-
ture. Thelanguage we call the Cryptographic Protocol AnayssLanguage (CPAL) isvery
smple. Besides having no procedure or function call constructs, it provides no looping
structure, and none of the powerful definitive features of modern programming languages.
CPAL'ssimplicity and Smilarity to pseudocodes dready in use combine to make the lan-
guage easy to use for writing and carefully defining cryptographic protocols. Value is
added to CPAL by induding operators to dlow protocol authorsto explicitly list local and
globd god s (ASSERT/GASSERT), assumptions (ASSUME), and random number gener-
ation (NEW). A smple if-then-dse construct is aso provided. More detal of CPAL is

given in [YW93] and in the next chapter.

The tool we chose for devel oping the forma semantics for CPAL is the weakest
precondition reasoning of Dijkstra [DIJK76]. Two characteristics of this tool are attrac-
tive as the basis of our forma semantic mechanism. First, we are able to automate the
process of generating the verification condition and second, using weakest precondition
definitions we are able to enforce strict sequencing on the steps in a protocol. We estab-
lished CPAL's formal semantics by deved oping the weakest precondition for each CPAL
statement. To verify aprotocol, we begin by encoding the protocol in CPAL. Then, using
the weakest precondition definition for each statement, we mechanicdly derive a “verifi-
cation condition” for the protocol. A verification condition is a condition whose success-
ful proof will guarantee the success of the god's expressed in the protocol. The final step

in our verification processis to prove the verification condition.
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Fortunatdy, proof of the verification condition israrely complex, mostly involving
substitution of simple identities such as “A and A reducesto A”. Assumptions are aso
applied to the verification condition in this step. Greater detail of the forma semantics for
CPAL isgiven in Chapter 5 and examples of the application of this process are provided in
Chapter 6.



CHAPTER 2
Previous Resear ch Regarding Cryptographic Protocol Verification

Extensive research regarding the Cryptographic Protocol Verification (CPV) prob-
lem followed the Needham and Schroeder paper. In this chapter we will show the breadth
and depth of this research, and illustrate why we bdieve no suitable solution has been

found.

In [BANS88] and an updated version of the paper [BAN90] Burrows, Abadi, and
Needham made a giant step forward in resolving the CPV problem. The Logic of Authen-
tication (hereafter caled BAN Logic) they proposed achieved widespread acceptance as
the de facto standard system for CPV, and is the target of enhancements and suppl ements
by various authors [GNY 90], [AT91], [SYV93a], [SYVOOR94]. BAN Logic and two
other logica systems based on BAN Logic are described later in this chapter.

While BAN Logic is widdy accepted, Nessett's paper [NESS90] demonstrated a
weakness in the use of BAN Logic for protocol verification. This triggered broad and
often spirited discuss ons regarding cryptographic protocol god's, environments, and other
categorizations [BAN9Ob], [SYV91], [SNEK91]. Moreover, in much the same way as
Denning and Sacco [DS81] began the surge for examining cryptographic protocols,
[NESS90] chdlenged the very mechanisms used to evduate protocols and triggered
intense research in suitable CPV mechanisms [BAN9Ob], [SYV91], [SNEK91]. As a
result, CPV mechanisms are now subjected to the same leve of scrutiny as the protocols

they evaluate. Severa fundamentally different mechanisms evolved in the research.

In[MEA92], Meadows identifies the four mg or categories of protocol verification

methodologies as:

1 - Use of specification and verification tools deve oped for software eva uation.

2 - Testing tools based on expert systems which eva uate different scenarios.
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3 - Mode the protocol requirements formally in alogic of knowledge or belief.
4 - Modd the protocol formdly based on the a gebrai c term-rewriting properties of
cryptographic systems.

Examples of the first, second and fourth of these are compared in [KMM93] and
described in detall dsawhere in the literature. BAN Logic is an example of the third of
these categories. Kemmerer proposes a method which spans the first and second catego-
riesin [KEM89]. The method we propose later in this paper spans the first, second, and
third categories.

2.1 Logical Systems for Evaluating Cryptographic Protocols

As we described earlier, alogic is a set of constructs, or logical language, com-
bined with a set of axioms and a set of rules of inference that utilize those constructs. We
discuss the specifics of several logical systems later in this chapter. We now briefly dis-
cuss the methodology for usng these logical systems. Generaly, logica systems

designed to verify cryptographic protocols operate in the same three steps:

1- Theprotocol istrand ated from its procedural notation into aformulanotation, i.e.,
the language of thelogic to beused. This processis called idealization.

2 - Assumptions are made about the state and environment of the system.

3 - Facts about the protocol sess on are derived from the assumptions us ng the axioms

and rul es of inference

The benefit of eva uation by systems of logic liesin thelast step. Logicd andyss
based on an axiomatized language dlows a logician to mechanicaly prove theses speci-
fied within the language. Unfortunatdy, the fina step is critically dependent upon thefirst

two steps, which are much less effective in accomplishing their purpose.

Idedization involves trand ating the meaning of the protocol specification from its
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description of the principd's actions expressed in a procedura notation, to a correspond-
ing description of the principal's beiefs and intentions given in aformula, or logical lan-
guage. Accomplishing thistranslation is more complex than one might expect. We do not
know of any mechanism yet deve oped that alows trand ation from the specified actions
of the principa s to the beliefs that those actions reflect in aformd, mechanica way. This
is largely because globd knowledge of the intent of the protocol is required to make this
transformation. According to Burrows, etd. "... theidedized form of each message can-
not be determined by looking at a Sngle protocol step by itsdf. Only knowledge of the
entire protocol can determine the essentiad logica contents of the message” [BANS89].
The authors then provide three non-mechanica guideines for making the idedization
transformation:

1- "... area message m can beinterpreted as aformula X if whenever the recipi-

ent gets m he may deduct that the sender must have bdieved X when he sent
m."

2 - " Real nonces are transformed into arbitrary new formul as; throughout, we
assume that the sender bdieves these formulas.”

3- "... for the sake of soundness, we always want to guarantee that each principal
beieves the formul as that he generates as messages.”

Idedization is further complicated by the informdity of pseudocode languages
used for cryptographic specification. If the interpreter of the protocol accuratey judges
the meaning of the protocol action, this still does not guarantee that the idedlization will
accuratdy reflect what the specifier intended. In fact, itislikely that two different idedli-
zations of the same protocol may exist even though thereis no ambiguity in the actions of
the principals. We discuss the difficulties of protocol specification in greater detall in the

next chapter.

BAN Logic was among the first of many logica systems designed for protocol

verification. With its snal number of constructs and Smple, concise rules of inference,
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BAN Logic became the foundation for expansion by authors attempting to extend and
improve the BAN Logic results. Among others that followed were [AT91], [BEIB90],
[GLAS88], [GS91], [GNY90], [KG91], [MB93], [MOS89], [RANGS8], [SNEK91],
[SYVOQ], [SYV93q], and [vO93]. Several of these are described | ater in this section.

The logical systems that evolved differ in important ways. For instance, some of
these logica systems are founded upon knowl edge (epistemic modality: A knows P) while
others are founded on belief (doxastic moddity: A beieves P). The primary difference
between logica systems of knowledge and logica systems of beief is that knowledge
based logica systems have an axiom of the following form: "If you know P, then Pistrue"
(Syverson cdls this Axiom T in [SYV9]1]). Belief systems do not have Axiom T. In
bdief based systems, beief in P says nothing about the truth or fdsity of P

In [SYV91], Syverson differentiated between evaduation mechanisms based on
trust and those based on security. He suggests that systems concerned with trust cons der
the meaning of a protocol in an environment of exclusvey trusted participants. Hence,
the evd uator trusts that each partici pant will follow the rules of the protocol. On the other
hand, mechanisms concerned with security condder the effects that dishonest principa s
(or mdicious intruders) may have on the outcome of the protocol by not following the
protocol rules. Syverson further argues that logical systems of belief are not suited for
reasoning about security, but can be used to evd uate trust in a protocol, while security as
well as trust of cryptographic protocols can be evd uated with logical systems of knowl-
edge. Later research [SYV92] suggests that knowledge and bdief based logical systems
have equivaent reasoning power. We discuss logicd systems of belief and logica sys-

tems of knowledge in more detall | ater.

Many of the enhancements to BAN Logic [AT91], [GS91], [GNY90], [KG9]1],
[MB93], [SNEK91], [SYVIQ], [SYV93a], [vO93] were designed to ded with the step
sequencing problem identified by Snekkenes [SNEK91]. Temporal modalities are given
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ggnificant attention, largely for the purpose of evaduating the freshness of messages.
Abadi and Tuttle [AT91] introduce a "forwarded X" construct for distinguishing newly
generated messages from forwarded messages. The second message in the Otway and
Rees protocol given in Figure 1.2 is an example of a component of a message that is not
generated by the originating party to the destination, but is forwarded from some third
party. Abadi and Tuttle adso introduce a"P says X" construct to amplify the BAN Logic
construct P said X. P says X indicates that principa P said message X in some protocol

run.

Gong, Needham, and Yahdom [GNY90] dso provide similar constructs for for-
warding messages and provide a"P once said X" to indicate the freshness of X is not yet
known. They further provide a construct which dlow them to distinguish between mes-

sages that one recognizes and those that one believes.

Kalor and Gligor [KG91] present a methodology based on ordered knowledge
sets, allowing principas to accumulate knowledge as the protocol progresses. A key
mechanism in their syntax is the requirement to include the message round of each mes-
sage in the protocol specification. Syverson [SYV93A] adds pure [past] temporal logic
operators to the Abadi and Tuttlelogic. He demonstrates that by using the Abadi and Tut-
tle logic with these operators, causd congstency attack flaws in cryptographic protocols

may be demonstrated.

While the efforts we described and others not described (or even noted) have con-
tributed ggnificantly to the understanding of cryptographic protocol complexity, no
method has yet achieved widespread acceptance and usein verifying cryptographic proto-

cols.

In the now dassic paper [SYV91] Syverson brilliantly lays out many of the impor-

tant arguments surrounding logical systems used for evd uation of cryptographic protocols
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and gives a compeling argument for associating an independently motivated formd
semantics with the logica syntax. He points out that while BAN Logic adds formality to
the cryptographic protocol verification process, it is not fully forma. He reminds us that
the difference between rigor and formality is structure and that no amount of rigor can
make amethod forma. Formdity comes only if the method is based exclusively on form,

in our case, the syntax of the specification.

In order to attach semantics to the logica systems, different modaities (e.g. tem-
porality, possibility, necessty) of propostions are condgdered. The possble worlds sce-
nario [RANGS88], used extensvey for logical systems geared to evd uating cryptographic
protocols, dlows the logician to reason more effectively about the real world by empha
9zing possbility, imposshbility, and necessty [BAN9OQ], [SYV91]. Briefly, a possible
world is aset of propositions that represent the way the world may be. For example, there
may be apossble world in which thereis gravity and another in which thereisno gravity.
We can determine which possble world(s) a principad may be in by comparing ther
knowl edge set with the facts about the possible world, i.e. a principal that knows that
there is gravity cannot be in apossble world in which there isno gravity. Each bdief that
is added to the principal's knowl edge set reduces the number of possble worlds that the

principa could bein.

Syverson [SYV9]] illustrates the application of possble worlds using the obvi-
oudy insecure protocol that Nessett [NESS90] gives to demonstrate the flaw in BAN
Logic. Nessett's protocal isgivenin Figure 2.1. Nessett’s protocol is able to pass BAN
L ogic eva uation because the first message is encrypted under a key (pkal) that is known
only by principal A. The problem is that the decryption key (pka) is well known. These
conventions are unique to public key cryptgraphy which we will discuss in greater detall

| ater.

Syverson defines decryption semantically to mean that aprincipal A can decrypt a
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message if and only if both the encrypted message and its decryption key reside in every
world possble for A. He explans that because in Nessett's protocol, both the message
containing the potentid session key (Kab) and its decryption key (pka) are common
knowledge in dl worlds, the message conta ning Kab may be decrypted by any principal .

Asaresult, key Kab isnot a secure key and, thus, not a good key.

Nessett's | nsecur e Protocol

A->B: {Na,K ab} Pkerl
B->A: {Nb} Kab
Figure 2.1

2.1.1 TheLogic of Authentication

Aswe mentioned earlier, Burrows, Abadi, and Needham introduced BAN Logicin
[BANSS8], [BAN90]. BAN Logic is a straghtforward mechanism that dlows reasoning
about beliefs that principa s may have during a protocol run. BAN Logic achieved wide-
spread acceptance as the standard logic for protocol verification, though it has not

achieved widespread i mpl ementation.

Burrows et.a. form BAN Logic around constructors for beieving, seeing, con-
trolling, and saying messages. The authors choose not to utilize functional notation, e.g.
beieves(P X)) but opted for amore natura structure: Pbedieves X. They do offer apredi-
cate for freshness and other notation to represent the concepts of having agood public and

private key and for characterizing secrets and formul as.

2.1.1.1. BAN Logic Constructs

While BAN Logic substitutes natural structure for predicate format, they introduce
non-standard notation to represent key concepts, e.g. <K represents the fact that k is a
good key. We present the BAN Logic constructs using predicate cal culus notation in lieu

of the actual BAN notation. Our representation of the BAN Logic constructs is given
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bdow. Thefirst three constructs represent actions on messages taken by principal s during
the protocol run. The remaining constructs reflect possble bdiefs that the principal may

have based on the contents of messages seen in a protocol run.

{X}k: Message X is encrypted under key k. The only way someone that possesses
this value can expose X is by decrypting the va ue using key k.

[X]y: Message X iscombined with password y. The presence of y provesthe identity
of the principa that generated the message [X]y

A->B:(X): Principal A sends message X to principal B.
bdieves (A, X): When this construct appearsin a proof, principal A has sufficient evi-
dence to believe that statement X is true and will be true throughout this run of

the protocol.

sees(A,X): This construct i ndicates that some principal (maybe A) sent message X
and A received X.

sad(A,X): Principal A sent message X.

controls(A,X): A hasjurisdiction over X or A isan authority with respect to X. Effec-
tively, if A hasjurisdiction X and B believes that A beieves X, then B can
bdieve X.

fresh(X): X was generated in thisrun of the protocol.

goodkey (A ,kab,B): kab has all the characteristics of asymmetric cryptographic key,
suitable for securing communications between parties that share kab.

pubkey (A ka): kahasall the characteristics of an asymmetric cryptographic key, suit-
able for securing communications between parties that share ka.

secret(PX,Q): X isasecret between Pand Q

<X>y: X combined with formulaY. Y isasecret that proves the identity of the originator of
<X>
y.

2.1.1.2. BAN Logic Rules of Inference.
The constructs above give us a logical language to use to describe principa's
bediefs during a protocol run. The BAN Logic rules of inference provide the reasoning

power to deduce new beiefsfrom existing beliefs.
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The Message Meaning Rules. These three rul es provide the authenticity-detecting
power of BAN. Thefirst two rules define how symmetric and asymmetric key
cryptography prove the identity of amessage originator. Smply, if | seeames-
sage that was encrypted under a certain key, then only the principal that pos-
sesses that key (or it'sinverse for asymmetric key cryptography) could have
sent themessage. The third rul e provides the same definition for shared secrets
that are not keys, but that can be securely combined with some message.

For private keys:
believes(Pgoodkey (Pk,Q)) and sees(P{ X} k) => believes(Psa d(Q,X))

For public keys:
believes(Ppubkey(Q,k)) and sees(P{ X} k'l) => bdieves(Psa d(Q,X))

For shared secrets
be ieves(secret(Q,y,P)) and se&s(P,<X>y) => believes(Psai d(Q,X))

Nonce-verification rule. While the message meaning rules dlow principa s to reason
about what other principa s said, the nonce verification rule dlows principalsto
reason about what other principals bdieve. Loosely, if another principa said it,
and if itisfresh, then the principd that said it, believesit.

believes(Pfresh(X)) and beieves(Psaid(Q,X)) => believes(Pbdieves(Q,X))

Jurisdiction rule. Thejurisdiction rul e extends the principa 's reasoning ability even
further. Thisruledlowsaprincipa to gain abeief based on what another prin-
cipal believes.

bdieves(P ,controls(Q,X))and be ieves(Pbe ieves(Q,X)) => beieves(P,X)

Seesrules. The Sees rules define how princi pa s gather information during a protocol
run. Thefirst rule indicates that catenated messages are easily decoupled and
the second reflects the ability of any principa to extract amessage fromitssig-
nature. The last three sees rul es define the encryption and, by default, the
decryption operations. Asymmetric key encryption requires two rulesto define
the reciproca nature of the two keys.

sees(P<X,Y>) => sees(P.X)

sees(R[X]y) => sees(RX)

believes(P,pubkey (Rkp)) and sees(P{ X} kp) => sees(P.X)
believes(Pgoodkey (Pk,Q)) and sees(R{ X} k) => sees(PX)
believes(Ppubkey (Q,k)) and sees(R{ X} k-1) => sees(P.X)

Freshnessrule.

believes(Pfresh(X)) => bdieves(Pfresh(<X,Y>);
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The BAN Logic rules of inference establish many, sometimes subtle, assumptions.
The Message Meaning Rule, for example, assumes that the cryptosystem utilizes perfect
encryption and the nonce verification rule assumes that a principa beieved a message
when they "said" it. Yet, itisin these deven rules separated into five categories that BAN
Logic gainsits verification power. These rules describe the rel ationships between seeing,
saying, controlling, and beieving messages, formaly define the impact of a message

be ng fresh, and define the meanings of the encryption and decryption operations.

2.1.1.3 BAN Logic Andysis of the Needham and Schroeder Private Key Protocol

In order to illustrate BAN Logic andyss, we now andyze the Needham and
Schroeder Private Key Protocol [NS78] in Figure 2.2. The andysisislargely taken from
[BAN9O].

The first nine statements of the proof are assumptions given in BAN Logic nota
tion. All are intuitive and non-contentious, with the exception of statement 9, which we
will address more directly in amoment. Statements (10), (17), (22), and (27) are annota
tions. These are derived by the protocol evduator based on the protocol statements. The
protocol steps themseves are idealized using the guidance: "Roughly, a real message m
can beinterpreted as aformula X if whenever the recipient getsm he may deduce that the
sender must have bdieved X when he sent m" [BAN88,p330]. Thisidedization isnot as

strai ghtforward as deriving the assumptions and annotations were.

Because the guidance for idedlization is so vague, and because different eva uators
may have different perceptions regarding protocols and their environment, it is easy to
envigon different eva uators constructing different idealizations of the same protocol. In
the Needhan and Schroeder example, the second statement is idealized with the
"fresh(kab)" predicate. The protocol eva uator was able to recognize that the authentica-
tion server was trying to convey this notion because of the convention the protocol speci-

fier utilized in naming the nonce. Passng fundamentd information such as this through
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naming conventions can easily result in misunderstanding or contradiction. For example,
some protocols utilize timestamps, named "tx" or certificates named "cx" as conventions
to establish the freshness of messages. Evduators unfamiliar with al such conventions

would not be able to generate accurate idealizations for such protocols.

BAN L ogic Analysis of the Needham and Schroeder Protocol

1- A and Sbdieve goodkey(A kas,S)
2 - B and S beieve goodkey (A ,kbs,S)
3 - Shdieves goodkey (A kab,B)

4 - A and B believe S controls kab

5- A bdieves S controls fresh(kab)

6 - A beieves fresh(na)

7 - B believes fresh(nb)

8 - Shdievesfresh(kab)

9 - B beieves fresh(kab)

A->S: A,B,na
S>A: {naB,goodkey (A kab,B),fresh(kab),{ goodkey (A kab,B)kbs} kas
10 - A sees{na,B,goodkey (A kab,B),fresh(kab),{ goodkey (A kab,B)} kbs} kas (A)
11 - A bdieves Ssaid
(na,B,goodkey (A kab,B),fresh(kab) { goodkey (A kab,B)} kbs) (MM,1,10)
12 - A believesfresh (B,goodkey(A kab,B),fresh(kab),{ goodkey(A kab,B)}kbs) (F6,11)
13- A bdieves S bdieves fresh(kab) (NV,11,12)
14 - A bdieves S believes goodkey (A kab,B) (NV,11,12)
15 - A bdievesfresh(kab) (J,513)
16 - A believes goodkey(A kab,B) (J4,14)
A->B: { goodkey (A kab,B),A}kbs
17 - B sees{ goodkey (A kab,B),A} kbs (A)
18 - B bdieves S sad (goodkey (A kab,B),A) (MM,2,17)
19 - B bdievesfresh(goodkey (A kab,B)) (F9,18)
20 - B beieves Sbdieves (goodkey (A kab,B)) (NV,18,19)
21 - B beieves goodkey (A kab,B) (3,4,20)
B->A: {nb,goodkey (A ,kab,B)} kab
22 - A sees{nb,goodkey (A ,kab,B)} kab (A)
23 - A sees (nb,goodkey (A kab,B)) (516,22)
24 - A beieves B said (nb,goodkey (A kab,B)) (MM,16,22)
25 - A believes fresh(nb,boodkey (A kab,B)) (R 15,24)
26 - A bdieves B believes goodkey (A ,kab,B) (NV,24,25)
A->B: {nb,goodkey (A kab,B)} kab
27 - B sees{nb,goodkey (A kab,B)} kab (A)
28 - B sees (nb,goodkey (A ,kab,B)) (5,18,27)
29 - B bdieves A sad (nb,goodkey (A ,kab,B)) (MM, 18,27)
30 - B beieves fresh(goodkey(A ,kab,B)) (R,7,28)
31- B beieves A believes goodkey (A ,kab,B) (NV,29,30)
A - Annotation MM - Message Meaning rule
NV - Nonce Verification rule J-Jurisdiction rule
F - Freshnessrule S- Seesrules

Figure 2.2
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Said another way, idedization requires the protocol evduator to have globd
understanding of the messages and message components in the proof in order to accu-
rately idealize the protocol. For example, the evduator must understand exactly the
meaning a nonce will have for the recipient and how it will be used in order to correctly
idealize that nonce. We bdievethis globa intent must be included in the protocol specifi-
cation by the protocol originator to reduce ambiguity and to free the evduator to focus
more on determining if the protocol meets its god's, and | ess on determining how the pro-

tocol is supposed to meet them.

In our example, we do not list the actual protocol steps as statements in the proof,
but rather show where they occur sequentidly to give form to the proof. While this may
give the impresson that the order has some effect on the proof, it in fact does not. The
only sequencing involved in this proof is deductive sequencing. For example, justification
of statement 20 relies on statement 19. While statement twenty must have been derived
after statement 19, this has nothing to do with the order of execution of the steps. None-

the ess, we show the steps sequentidly in order to facilitate understanding of the proof.

The remander of the statements are derivations generated using the BAN Logic
rules of inference given above. The derivations are justified in parenthes s following the
statements. The desired results of the proof are found in statements 26 and 31. As Bur-
rows, etd. point out, these results are obtaned by making the "unusual" assumption
found in statement 9 that B assumes the new key passed from the authentication server is
fresh. As was pointed out in [DS81], this unusua assumption is flawed, but necessary
because there is no evidence of freshness sufficient to derive this as a theorem after the

third protocol step, between statements 17 and 21.

2.1.1.4 Summary of BAN Logic Andysis.

BAN's strengths lie in the amplicity of itslogical language and the smal number
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of constructs and rules of inferencethat it requires. The primary weakness of BAN Logic
is the fact that it is not complete; that is, while evauation with BAN Logic can detect

some errors, protocols with flaws can avoid detection by BAN Logic [NESSO0].

BAN Logic, like many of the other proposed logical systems, has no mechanism
for enforcing strict ordering on the stepsin the protocol. The BAN Logic meaning of each
statement depends only upon the annotation rule which dlows a principal to "see" a mes-
sage when itis sent to them, so the BAN L ogic meaning of any statement in a protocol is
the same regardless of the statements before (or after) it. We see this as aweaknessin the
BAN Logic idedization process, which fails to retain the semantics added to the protocol
by the sequence of the steps in the procedura definition. Snekkenes [SNEK91] shows
that the loss of this meaning creates a dilemmafor BAN Logic, in that "step permutable’

protocols with obvious flaws may pass BAN Logic eva uation.

This weaknessin BAN Logic is aresult of the nature of the BAN Logic method.
BAN Logicisused to prove properties about a specific set of protocol steps executedin a
specific sequence. The proof reflects the bdiefs of valid principal s in the protocol run.
The weakness surfaces because BAN Logic cannot predict how a powerful, active intruder
may reorder the sequence of the steps in a protocol run. We discuss static and dynamic

evad uation of protocolsin more detall in section 2.5.

In [BAN9ODb], Burrows et. d. acknowledge the fact that BAN Logic is not an dl
encompass ng method for ensuring protocol security and state that the problem of provid-
ing a mechaniam that can detect dl errorsin a protocol is"quite difficult”. This suggests
that in protocol verification, like program testing, we should not seek a perfect solution,

but should attempt to find ways to gain confidence in the security of protocols.

2.1.2 Non-monotonic Logical Systems

Another shared characteristic of many existing protocol verification logica sys-
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tems is that they are monotonic; that is, knowledge and bdiefs cannot be changed or
refuted during analysis. In [MOS89] Moser suggests that anays's of cryptographic proto-
cols requires us to be able to continue reasoning in the presence of new evidence that
effectively refutes previoudy held beief sknowledge. She contends that compl ete knowl-
edgeisrarely avalable and dways expensive and that it is important to be able to distin-
guish between information that is known with certainty and information that is based on
trust in the behavior of participants. In practice, we depend on belief and trust rather than
knowl edge and enforcement. Since beiefs may be refuted, it is necessary to be able to

continue reasoning if an assumption is refuted.

In support of her argument, Moser proposes a hon-monotonic logic, i.e. alogic
that alows reasoning to continue in the face of refutation of existing bdiefs. Moser's
nonmonotonicity is accomplished by combining a logic of bdief with a non-monitonic
"unless" operator. The unless operator establishes arel ationship between two beiefsfor a
given principal. Annotated "Bj(p) unless B;j(q)", the operator means that principal i
beieves propostion p unlessi beieves propostion g. Clearly, this notion adds compl ex-
ity to thelogic. For example, it may be possible to have more than one solution to agiven
formula. Moser gives the example that "B;(p) unless B;(q) and Bj(q) unless Bj(p)" has
two possble solutions, "B;(p) and ~B;(q)" or "~Bj(p) and Bj(q)". As Moser states, "...
rational agents may interpret the same evidence but reach different conclusions that are

equally valid."

Introduction of the concept of refutation of beliefs requires some method of decid-
ing which vaue of arefuted bdief isto be utilized. If principd i believes propostion p to
befalse, but then discovers evidence that pis true, how would i decide whether to believe
that pistrue or fdse. Intuition suggests that we should accept the most recently acquired
beief, under the assumption that some action subsequent to acquiring our origina belief

changed the state of the environment. Without tempora operators, we cannot resolve the
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conflictin thisway. Rather, Moser dectsto resolvedl potentid paradoxes and contradic-
tions in the direction of the absence of bdief. Usng this methodology, the formula

"~B;(p) and Bj(p)" smplifies to ~Bj(p).

In order to fully understand her handling of contradictory beiefs, condder the
underlying logic. While some logicd systems assume non-bdief in the absence of evi-
dencefor beief, Moser's logi c assumes b ief in the absence of refutation. Effectivey, if a
principa i sees propodition p, then Bj(p). Thus, beief in any propostion p may be more
accurately represented as "B;j(p) unless Bj(~p)". Additional information confirming the
truth of p has no impact upon theformula. However, once evidenceis provided indicting
the falsity of p, p becomesfdsein the formulaand cannot be "reconfirmed” astrue. Prop-
ogtions are considered to be universally true or fase. If pisfase, it will never become

true and vice versa.

In [SYV91] Syverson argues that the non-monotonic features of reasoning about
cryptographic protocols shoul d be accomplished outside the logical system because of the
"tremendous increase in difficulty of reasoning..." that are required to incorporate these
features into thelogic. He suggests that providing the unless operator greatly complicates
reasoning, while it provides little or no additional flexibility. The utility of changing
assumptions may be accomplished as easily by returning to the origind argument list and

restarting the reasoning process.

2.1.3 Temporally enhanced logica systems.

The discusd on of non-monitonic logical systems touched on theissue of temporal
cond derations of protocols. These issues arose because of the recognition of two types of
attacks active intruders may use against protocols. The first attack, known as a replay
attack [DENN81], involves having an intruder record messages from a protocol session

and use the copied messages to trick a participant in a current session. The discusd on of
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whether or not a message originated in the current protocol session is considered to be a
matter of freshness. A message is conddered to be fresh if it is not older than some time

threshold, usually corresponding to the start of the protocol session.

The second temporal issue is of the order of messages (or possibly components of
messages) in the current session. It was shown that unless protocol messages are sel ected
very carefully, active intruders may be able to extract parts of previous messages in the

current run that will trick a participant into an invalid beief [BIRD92].

Neither of theseissuesisdirectly concerned with time, but rather they are a matter
of sequencing. One method of deding with sequencing isto use time to di stinguish which
message did, or should have, occurred first. These issues lead to deved opment of tempo-
rally enhanced logical systems contaning operators to dea with freshness and with the
sequencing problems of BAN Logic identified by Snekkenes [SNEK91]. The methods

described bel ow are exampl es of these logical systems.

2.1.3.1 A Logic of Knowledge and Time

In [BIEB9Q], Bieber describes his Logic of Knowledge, Time and Communica-
tion, CKT5. The foundation for CKT5 is a 9 mple language based on the AND, OR, and
NOT connectors and a set of propositional variables. While there are no specific temporal
operators, the knowl edge operators are indexed by the responsible agent and the time of

the action, e.g. principa A knows predicate F at time't.

Bieber adds to the logic of knowledge and time the communications moda opera-
tors SEND and RECEIVE. He definesthe SEND operator to mean that once aprincipa A
sends a message, then A knows that some other principal receives it. Conversay, the
RECEIVE operator means that if B recel ves message m, then mis a usable message and B
knows that some principal sent m. To be usable, amessage must be either avaid d eartext

message, or avadid d eartext message encry pted under some valid key one or more times.
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With the connections in place between knowl edge, time, and communication, Bie-
ber introduces the encrypt and decrypt functions to allow interpretation of messages. Cat-
egories of messages incude clear, dean, computable, catenated, dementary, partidly
clear, and univoque. By combining the constructs and thelong set of accompanying defi-

nitions, the logic allows one to deduce security re ated information about the protocol.

Bieber's contribution isin defining the send, rece ve, encrypt and decry pt operators
in such away that successful reasoning about cryptographic protocols executed in a hos-
tile environment may be accomplished. The send and receive operators provide the link
between communication and knowledge. The encrypt and decrypt operators (termed
functions by Bieber) quantify the logic and provide the means to protect the interpretation
of messages against anyone that does not possess the appropriate key, for if two agents
share a private key, the inability to decrypt messages guarantees secrecy and the ability to

encry pt messages guarantees authentication.

Bieber's reasoning builds from the definition of send and receive, which mean that
if principal A sends or receives a message m, then A and one other principal knows m.
The interpretation of m is derived from the concepts of a deartext message, message
encryption [or decryption], and message catenation. If a message received by A is con-
structed using only cleartext messages, catenation, and encryption/decryption with a key

known by A, the message is "computable" and thus can be known by A.

In his condusion the author notes, "The mgor difference between their approach
[Burrows, Abadi, and Needham] and ours lays on the difference between belief and
knowledge." Bieber cals his a "redlistic" view of communication because the "usable"

definition of knowl edge does not infer any trust into other agent's behavior.

2.1.3.2. GNY.

In their logic (called GNY) [GNY 90], Gong, Needham and Yaha om extended and
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enhanced BAN Logic. The temporal extenson of GNY, termed "P is told a formula that
he did not convey previoudy in the current run” reflects the author's attempt to provide a
measure of sequencing of protocol steps. If a"not originated here" message isreceived by
aprincipa A, andif A can determine that the message isfresh, then A did not convey the
message in this run of the protocol. While this operator narrowsin on the problem, it does
not provide amechaniam to detect if an intruder isreplaying a message that was sent by a

different principa (perhaps one that knows the shared key) in this or a previous run.

Two other BAN Logic extensgons of GNY deal with di stingui shing between a prin-
cipa recognizing or possessng and believing a message. Rather than utilizing a genera
beief operator, GNY requires context for the belief operator. A principa can beieve that
statements are true, public keys are vaid, messages are fresh, another principal conveyed
amessage, or that secrets are well-kept. In asense, these operators provide type checking

for the belief operator.

It is dso instructive to recognize the difference between the bdief about public
keys and private keys with GNY. The private key constructor indicates only that a pro-
posed key k is a suitable secret between two principas. Thisisamore narrow representa-
tion of the characteristics of k than required in BAN Logic where the key is understood to
have dl the necessary characteristics of a good key. While these characteristics are not
listed in the BAN papers (or dsawhere that we know of) secrecy is certainly one of the
important characteristics. Others include unpredictability, no duplication, and, of course,
the necessary encryption and decryption results. The public key belief of GNY reflects
the same understanding of the public key aswith BAN Logic.

2.1.3.3. Kalar and Gligor

Another example of alogic that attempts to deal with the step sequencing problem

of logicd evaduation of cryptographic protocols is given by Kailar and Gligor [KG91].
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The system they call Ordered Knowledge Sets is an extension to BAN Logic. They pro-
vide a syntactic addition to BAN Logic that forces specification of the originator, recipi-
ent, and message round indi cator with the message contents to formally order the protocol
steps. In the evduation, thisinformation is used to construct ordered |ists depicting when

each prina pal beieves princi pal s gained knowledge of each dataitem they see.

Interestingly, it is the syntactic addition of Kailar and Gligor's verification mecha-
nism that forces the specification of additional information used to do the verification. In
[AN94] Abadi and Needham give princ ples for improving security of cryptographic pro-
tocols. In that paper, they recommend induding information within each message that

identifies theintended message round and protocol session.

2.2 - Use of specification and verification tools developed for soft-
war e evaluation.

In [KEM89] Kemmerer describes a mechanisam for cryptographic verification
based on specification and verification tools deve oped for software evaluation. The idea
of Kemmerer's approach is to formdly specify the components of the cryptographic net-
work and the associ ated cryptographic protocol actions. The Forma Deve opment Meth-
odology (FDM) state machine approach to forma specification is used. States are
differentiated from one another by the values of state variables, which are changed only by
well defined state trangtions. Thus, the components are represented as state constants and
variables, the protocol rules are represented as state trand tions, and assumptions about the
cryptographic d gorithms are specified as axioms. Because of the latter, one can verify the
system assuming the use of a different encryption scheme by replacing the current axioms
with axioms that express the properties of the different encryption scheme. The desrable
properties that the protocoal is to preserve are expressed as state invariants. The theorems
that must be proved to guarantee that the system satisfies the invariants are automatically

generated by the verification system.
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The forma specification language that is used, Ina Jo, is a non-procedural asser-
tion language that is an extens on of first-order predicate cal culus. Assertions are used to
specify the critica requirements for a secure state. The system be ng specified can change
state only as described by one of the state tranforms. After the formd specification is
compl eted, one can verify the theorems that are generated to check if the critical require-
ments are satisfied. If the theorems are verified and the encryption dgorithms satisy the

assumed axioms, then the system will satisfy its critical requirements.

To begin the test, the user submits the forma specification to the Ina Jo testing tool
Inatest, which dlows the user to interactively monitor and control the test. A sample of

the Inatest commands taken from [KMM93] isgiven in Figure 2.3.

FDM employs an inductive approach to generate the necessary proof obligations
to assure that the critical requirements are preserved. One must show that the criteria hold
intheinitial state and for every trangorm, show that if the trangform fires in a state where
the criteria hold, then the resultant state al so satisfies the criteria and that the previous and
new states satisfy the rel ationships expressed by the constraints. That is, theinitid stateis

the basis case and the induction is on the transforms.

Kemmerer utilizes his system to anayze a protocol given by Tatebayeshi, Mat-
suzaki, and Newman [TMN91] in [KMM93]. The critica requirement that the system is
to satidy in all states (called the criterion) for the TMN protocoal is:

"... the only key that isknown to theintruder... and that i s al so a key that was used by

the system isthe Server’s public key."

Figure 2.4, taken from [KMM 93], gives the Ina Jo trangormsfor the Tatebayashi,
Matsuzaki, and Newman (TMN) Protocol. The statementsin the second column of Figure

2.4 are Ina Jo representations of the SN notation of the protocol stepsin the first column.
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Sample | natest Commands

Add - add a predicate

Exec [trang] - execute transform "trans
Flle[fileid] - read commands from the named file
Help - display available commands

LS - list specification

LT - list trandforms

Path - display current path

Quit - return to UNIX

Restore [N] - restore state number ' N’

Save [comment] - save astate

SEQ [filed] - execute a sequence of transforms
STATES - display saved states

Vars[id] - display [one] variable vd ue(s)

Check [current or Result]
Display [current or Start or Result]
Init [start or Result]

Figure 2.3

An advantage of expressing the system using forma notation and attempting to
prove properties about the specification isthat if the generated theorems cannot be proved,
the faled proofs often point to weaknesses in the system or to an incompl eteness in the
specification. These may take the form of additiona assumptions required about the
encryption al gori thm, weaknesses in the protocols, or missng constrai ntsin the specifica-

tion.

One important characteristic of Kemmerer's system is that by incduding the
intruder as part of the forma specification, it can be used to detect attacks by active intrud-
ersaswe | as evd uating static protocols against pass ve attacks. Kemmerer suggests that

there are three approaches to ana yzing encryption protocals:

1) Formd verification of the protocol specification
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2) Exhaustively test the protocol
3) Intdligently s ect particul ar scenario'sfor testing

Tatebayashi, Matsuzaki, and Newman Protocol in SN and Ina Jo

SN Ina Jo Transform Declaration
A->S: (A,B,g{ ka} pks) Request_Key(A,B:User, ka:Key)
S>B: (A) Process Request(A,S:User, A:Text)
B->S: (e[ kab} pks) Respond_To_Server(A,B:Userkab:Key)
S>A: (e{kab}ka) Return_Key(A,S:User, C:Text)

A->B: (¢{important_data} kab); Get_Key(A,B:User,important_data: Text)

Figure 2.4

Kemmerer's system uses both 1 and 3. The system does not search through scenar-
ios to find vul nerabilities, but rather | eaves sd ection of a scenario up to the protocol spec-
ifier. Kemmerer's system then tests the formal specification of the scenario against attack.
If the analyst does not test the appropriate scenario, no flaws will be revealed. In
[KEM89], Kemmerer showed how his method was used to reved a previoudy known
flaw in a protocol, though the method has not success ully detected a previously unknown

flaw in aprotocaol.

2.3 Testing tools based on expert systems which evaluate different
scenarios.

The dominant technique for determining whether or not computer programs meet
their god sistesting. Program testing has rece ved broad and deep research in its ability to
accuratdy determine if programs meet ther goals. While testing is recognized as an
incompl ete verification mechanism, many testing methodologies exist that improve the
testing process for computer programs. Millen et. a. use thisapproach for application to

the CPV problem.
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In [MCF87] Millen, Clark and Freedman offer a testing tool designed to be used
for verification of the subset of cryptographic protocols called Key Distribution Protocols.
Ther tool is caled Interrogator. Interrogator is a series of Prolog programs which take a

black box view of the Key Distribution System.

Theinput to Interrogator isaprotocol specification and adataitem. The Interroga
tor utilizes the specification to build a state trangtion machine based on the transmit and
receive operations. Once the machine with itstransitions are built, Interrogator systemati-
caly exercises the paths of the state machine using its model of protocols and network
communication. The god is to determine if theintruder can learn privateinformation. If
a path is found that divulges private information to an intruder, the message history that

alows the compromiseisdisplayed.

The Interrogator utilizes exhaustive search for cryptographic protocol verification.
On the positive Sde, if an attack exists, Interrogator will find it. However, for complex
protocols, the 9ze of the problem can become quickly intractable and the success of the
process becomes dependent on the wiles of the andyzer for providing hdpful hints for
reducing the 5 ze of the search. The system isdso limited by its selection of only key dis-

tribution protocolsfor evd uation.

2.4 Termrewriting systems

The NRL Protocol Andyzer [MEAD91] is an interactive Prolog program which
was successully used to identify flaws in existing protocols [MEAD92]. The tool is
based on the dgebraic term-rewriting method proposed by Dolev and Yao [DY83]. The
NRL Protocol Analyzer makes use of protocol specifications as communicating state
machines. Anayssis performed by showing that undesrable states are unreachable. The
state of the machine is represented by the bdiefs of the participants. Transitions are

eventsin which words are generated and beliefs are modified. Trandtion rules have three
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parts. pre-conditions, post-conditions, and event statements. Event statements are used to
record the firing of a rule and indicate what the rule does. Specificaly, it identifies the

principa, the protocol round, the event, and the value of the principal's counter.

The NRL Protocol Andyzer utilizes a narrowing agorithm to find the substitu-
tions necessary to determine if a state can be reached. To prevent an explosion of states
from application of the dgorithm, the search space must be limited. This can be done by

the user with the help of several tools provided with the Analyzer.

2.5 Static Versus Dynamic Protocol Evaluation

There are two perspectives that must be considered when evaluating the effective-
ness of a protocol. The characteristics of the eva uation methods differ ggnificantly and
have been the subject of much debate in the literature. Thefirst view we should cons der
iswhat the protocol accomplishes with regards to the trusted principals. This perspective
corresponds to static eva uation of a protocol, i.e. evaluation of the meaning of the proto-
col given that its steps are executed in the exact sequence and with the exact content that

was intended by the designer.

In cond dering the results of proper actions of trusted principals, it is reasonable for
usto view and evd uate the actions and accumul ated bdiefs (belief sets) of both principa s
during the protocol run, snce we are assuming that each principa is doing what they are
supposed to be doing. Accordingly, we may desire to check the beief set of principas
against each other to determine if they correspond. In order to be able to eva uate proto-
cols from this view, any useful evduation mechanism should provide a mechanisn to
explicitly bind each action in the protocol to the principa that is responsble for that
action. The question of which party created a nonce, for example, can have a mgor
impact on whether or not the nonce accomplishesits objective of ensuring message fresh-

ness. Without this feature, it could a so be difficult to determine who has juri sdiction over
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dataitems or who accomplished the encryption of a dataitemin a protocol.

The second perspective we must consder is how an active intruder might be able
to compromise the protocol. We may categorize this as dynamic eva uation of a protocol,
or more generally, the security of the protocol. In this category we consider how a power-
ful intruder may cause protocol stepsto be executed out of sequence, or may convolute the
content of messages from what the protocol designer intended. The intruder may accom-
plish this, for example, by recording messages from a previous sess on and repl aying them
into a current session (replay attack) or by initiating more than one sess on simul taneously
and ingenioudy tricking the trusted partici pants into erroneousy mixing messages from

different sessions (pard lel sesson attack).

Toillustrate the problem of active attacks, consder the following benign protocol.
We assume that principals A and B share acommon key k before the start of the protocol
run.
A->B: (A);
B->A: ({N}Y);
A->B: ({N+1}5);
If the protocol is executed as written, A can believe that the sesson is begun with
B because N can be successtully decrypted with key k. Since only B knows k, B must
have sent N. B can bdieve that a session is started with A because N+1 is successfully
decrypted with key k. If an active intruder X records the above sesson, then waits for A
to originate another session, X may be able to defeat the protocol by intercepting A's mes-

sage intended for B and replying as follows:

A->B: (A); -- Intercepted by X
X->A: ({N}X); -- Message repl ayed from the previous session
A->B: ({N+1}%); -- Intercepted by X

Based on the above interaction, A would erroneoudy beieve that a secure session

is established with B.
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Dynamic evd uation of protocolsis more complicated than static evd uation. From
this view, it is only reasonable to cond der the bdiefs of one principa at atime, snce the
principa cannot assume that they are communicating with atrusted principal. Thisevau-
ation must be made based exclusively upon what the principal sends and receives on the
net. To accomplish this, each user must be able to remember things that have happened by
storing and later retrieving messages, nonces, and keys as if they were operating in a pri-
vate address space. Otherwise, it will be impossible to effectivdy reason about what a
user knows or bdieves based on the information gathered via a protocol. In this scenario,
it is not reasonable to assume what the contents of another principal’s address space are,

which further weakens our reasoning ability.

The ggnificance of the problem of dynamic eva uation of cryptographic protocols
is emphasized in research into the nature of attacks on cryptographic protocols such asin
[AN94], [BIRD92], [BIRD93], [MOORESS], [SYV934d], [SYV93b]. By detaling the
ample attack given above and other various attacks, these works highlight the vari ety and
subtle nature of active attacks. Bird, Gopal, et d. and Abadi and Needham extend this
research to offer guiddines for creating protocols which are not vulnerable to several of
the known attacks. While there is no guarantee that the guidelines they offer are effective
against as yet unknown attacks, this line of research appears to be hdpful in finding a

mechanism suitable for effecting CPV.



Chapter 3
The Cryptographic Protocol Analysis L anguage (CPAL)

As we described previously, the first step in our protocol evd uation processis the devel-
opment of alanguage suitable for describing the actions of principal sin acryptographic protocol.
CPAL conta nsthe constructs necessary to express the protocolsin aform amilar to severa of the
ad hoc pseudocodes that are seen in the literature. Earlier, we discussed some features of these
pseudocodes and utilized them to give the Needham and Schroeder and the Otway and Reese pro-
tocolsin Figures 1.1 and 1.2. Carlson considered these pseudocode notations in [CARL 94] nam-
ing one version Standard Notation (SN), and suggested that the syntax for SN iswel | defined, but
that no semantics is associated with it. Figures 1.1 and 1.2 utilize the pseudocode form of SN.
Throughout this dissertation we congder SN as the representative version of al pseudocodes
invented for describing cryptographic protocols. We now |ook at these pseudocodesin some

greater detall.

3.1 Pseudocodes for Cryptographic Protocol Specification

Because the pseudocodes prevd ent in the literature evolved to describe the actions a prin-
cipal may takein aprotocol run, we are concerned with exactly what operations the protocol
describes. Clearly the predominant actions princi pa s take are to send and receive messages. As
we pointed out earlier, the symbol ->in SN represents the send operation. Thereis no corre-
sponding symbol for receiving amessage. Message recel pt is assumed wi thin the send operation.
Though rigor suffersfor this omisson, in most i nstances the notation is sufficient to portray the

intent of the specifier.

Thelack of areceive operation also complicates the meaning of names. Messages and
message components are named asif they reside in some globd address space. Names are
retained throughout the protocol sess on as the messages are passed back and forth, principal to

principd. Itisimpossble to tel where amessage originated or if a new message is generated
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with the same name as a previous message.

The second important action principa s take in a protocol run isto encrypt and decrypt
messages. In SN, only encryptionisrepresented. The assumption is made that if aprincipal pos-
sesses an encry pted message and the appropri ate key, they will attain the message contents.
Occasiondly, an encrypted message is forwarded to a principal that does not possess the key nec-
essary for decryption with the intent that the message will be forwarded to aprincipa with the
appropriate key in alater protocol step. Thismay |ead to confus on regarding exactly where a

message originated and who actual ly possesses the content of the encrypted message.
S>A: {na,B,kab,{ kab,A} kbs} kas (3.1)

In statement 3.1 notice that the message contai ns the encry pted va ue { kab,A}*PS, Without
consi dering the entire protocol, it may not be clear whether { kab,A}*PSisencrypted by S, or sent
to Shy some other principa earlier in the protocol. In thiscase, anaming convention resolves the
ambiguity. Because the convention of using the letter k suffixed by the lower case letter for the
princi pa s that share the private key, a message encry pted under kbs could only have been origi-
nated by principal B or principa S. Since the message containing { kab,A} k°S that B received
originated from S, then B assumes that only S coul d have done the encryption. We know now that
this entire line of reasoning ignores the fact that the encrypted message may have been forwarded

any number of times, and may have originated from B itsdf.

Other conventions evolved with theintent of reducing confusion of pseudocodes. Alice
and Bob, the "first coupl e of cryptography"” [DIFF88], [GORD84], dso known as A and B respec-
tively, represent the canonical communicating principas. Aliceisroutindy the sess on originator
and Bob the responder to the prompt. When a centralized authentication server isutilizedin a
protocoal, itisroutindy named AS or S, though occasionally KDC (for key distri bution center).

When an intruder i s present, heis often given theidentity 1.

While SN accuratdy represents a good summari zation of the pseudocodes found in the lit-
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erature, many variations appear. Some prefer a picture portrayd of the principa's as remote enti-
ties, such as in statement 3.2. Some go asfar as showing each principal asanodewith al
messages emanating between the circl es which represent the nodes in the graph. Some
pseudocode languages make the round number (sequence number of a message within a protocol)
apart of the protocol specification, while others add mechanisms to specify a sesson identifier.
Other less noticeabl e variations incl ude subscripting or superscripting dl or parts of the encryp-
tion and decryption key and using function notation for encryption, decryption, send and receive
operations

{na,B kab,{kab,A}kbs} kas
S e >A (3.2

Pseudocodes wereintroduced to add formality to the process of describing cryptographic
protocols, or the rules principal s were to use to establish secure communication usi ng cryptogra-

phy. Theseinteractions areintuitively seen as algorithmic, i.e. a step-by-step process.

Pseudocode | anguages are best known for their extend ve use by computer programmers.
The languages were needed because the programmers were not able to eas ly plan the necessary
computations and data mani pul ations in the machine languages of the day. Pseudocode languages
represent alanguage understandable by an abstract machine that operatesin an environment more
amilar to the application setup than the actua implementation machine. Assembler languages
and then compiled languages were stepsin the process of allowing programmers to "think" in the

gyntax of the programming | anguage.

The process is similar with cryptographic protocols, with the focus on moving data rather
than performing computations. Sending a message may be thought of as copying data from one
address to another. Because cryptographic protocols routindy involve only two communicating
principa s and the steps are executed sequentidly, advanced control structures required in com-

puter programs are not necessary.
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In cryptographic protocols, there are three fundamenta sets of actions:

1 - Send and receive messages
2 - Catenate messages and extract messages components from catenation
3 - Encrypt and decry pt messages

In SN, these actions are coupl ed into a single operator.

3.2 ProtocolsasAction Lists

Itis common practicein theliterature to specify protocols as execution traces of actions
by two or more principals. The actions are normd ly intermixed, with the princi pal's taking turns,
dternatdy sending messages to one another. The protocols are expressed as though the actions
are executed serially when in fact they are intended for execution by separate, cooperating pro-

cesses, usually on different processors in remote | ocations.

A more accurate view of a protocol is as separate lists representing the actions of each
principa, interleaved together to form an execution trace. The action lists contain al the actions
each principal takes in arun of the protocol in the same order given in the protocol specification.
The origind protocol can be reconstructed from its action lists by interleaving the action lists to
form what we term an execution trace. In reconstructing the execution trace, the origina order of
the action listsis maintaned, and the separate actions are re-synchronized in the execution trace

by the blocking nature of the send and recei ve operations.

Aswe describein greater detail in the next section, send and receive may be thought of as
atomic operations on a message queue. Principal s use the send statement to pl ace amessage on
the input queue of an intended recipient. The send is a blocking operation becauseif the queue of
the intended recipient is full, the send operation cannot be completed. The recave statement, is
used by aprincipal to retrieve avdue from its own input queue. The receive statement is a block-
ing operation in that a principal cannot compl ete a recel ve operation until some principal (maybe

the same one) executes a send operation with a message of the expected form and addressed to
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that principad, i.e., until there isamessage on the princi pa'sinput queue. Said another way, lega
interleavings of action lists are formed by maintaining the order of action lists and synchronizing

the send and recei ve operations of the principal sinvolved.

We el ected to represent the input queue of each principa as only one message deep. We
do this because of the nature of most cryptographic protocols, where principa s routindy send a
message conta ning information and poss bly a chalenge and then wait [block] until a message
reply isreceived. Steps are sequenced so that when amessage is sent to a princpal, that principa
executes the next protocol action. We made these characteri stics inherent in our system, rgj ecting

protocols that violate the norma send and block protocol step sequence.

Needham and Schroeder Private Key Protocol Action Lists
A S B

A->S: AB,na S>A: {na,B kab { kab,A} ks kas B->A: {nb}k¥®
A->B: {kab,A}Kbs
A->B: {nb-1} k&

Fgure3.1

SN isnot suited for representing protocols as independent action lists. Figure 3.1 shows
the Needham and Schroeder Private Key Protocol [NS78] action listsgiven in SN. One difficulty
isthe lack of areceve statement. In Figure 3.1, each action list begins with a send statement, so
itisnot clear which principal begins the sequence. Because the operations are indivisible, there
can be no sequencing mechanismsin SN, such as blocking operations, available to seridize the

steps.

3.3. The Meaning of CPAL Actions.

In discuss ng the meaning of actionsin aprotocol, wefound it hd pful to consider an infor-
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ma modd of the environment. For this purpose, we selected the moded described in [AT91],
where every message sent by avdid principal isintercepted by a powerful intruder. Upon inter-
cepting a message, the intruder may se ect any of several courses of action, of which the interest-

ing ones ind ude:

- Forward the message to its intended destination as recei ved,

- Save the message for | ater trangmission,

- Modify the message and forward it as addressed,

- Combine parts of the message with other previous messages,

- Readdress al or parts of the message,

- Repl ace the message with its own or a previoudy recorded message.

For our purposes, there are three critical characteristicsto the mode. First, each principa
operatesin an independent address space, not visible or directly accesd ble to any other principa
(induding intruders). In this address space, the principa records the contents of the messages
they have sent and received in this session. By recording the traffic from the network and andyz-
ing the contents, the principa can decide what they bdieve. We represent the dataitems storedin
the user's address space by using dot notation, with thefidd identifier prefixed by the owning
prinicpa'sidentifier. Hence we can represent key "kab" in A's address space as A .kab. This
information can easily be gathered by a syntax checker and later utilized by a verification condi-

tion generator.

Second, the only way for data to flow from one address space to another is through mes-
sages sent and received during the protocol sesson. Whileintruders can passvey listen to dl
network traffic, or can intercept, modify and rei nsert messages, or remove messages from the net-
work without detection, the principal's address space is considered to be private and secure from
inspection or modification by anyone other than the owner. Furthermore, the only mechanisms
avalable to the owner for adding data to the address space are via messages received from the

network, generation of random va ues, and reasoning about data a ready in the address space.
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Finally, each principa has an input queue through which they receive dl messages. Send-
ing of messages ismodelled asthe assignment of a message to the queue of the recipient. Receipt
of amessage is modelled as assignment from the principal’s input queue into the same principa’s

address space.

The send operator can be thought of as areliable send, i.e. the message that is sent will
aways end up on the input queue of the desired recipient. Possible intruder actions are modelled
by sending messagesto theintruder. In order to represent an al-seeing intruder, al messages may
be sent to the intruder. In order to represent the benign or passive intruder, the intruder will
merely forward messages as they were received to the desired recipient. In thisway, the actions

of theintruder are formalized, clearly specified, and are fully controlled by the protocol evd uator.

A more detailed description of our informa model is contained in Appendix A.

3.4. The Syntax of CPAL.

We now turn to the desi gn features of the language we deve oped to resolve the difficulties
with pseudocode notations. CPAL isaprocedura language with acomplete formal syntax. A
Backus/Naur Form description of CPAL is provided as Appendix B. Aswe suggested above, we
were guided in our design of CPAL by severd god's, most based on resolving the pseudocode dif-
ficulties described there. Our first concern was that the language must be expressive enough to
represent all Sgnificant actions of aprincipa in aprotocol. Thisiswhy we model CPAL on exist-
ing pseudocodes used in theliterature for specification of cryptographic protocols. Our second
concern was that protocols written in a pseudocode, such as SN, could be easily trand ated into
CPAL. We accomplish this by basng our CPAL statements on the principa s posd ble actionsin

cryptographic protocols.

A CPAL protocol specification cond sts of a sequence of actions by principals. A CPAL
action contains one or more CPAL statements. An action cons sts of the statements prefixed by

theidentifier of the principal performing the action. Each statement isfollowed by the statement
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separator, the semicolon. If more that one statement isincluded in an action, the statements must

be end osed within curly braces ({}).

CPAL statements c osdy resemble the operations provided in pseudocodes like SN. Asin
SN, principals may send messages, generate random val ues, catenate values, and encrypt and
decrypt vaues. In CPAL, principas may dso recelve messages, compare va ues, make decisions
which change the flow of the protocol, and make assumptions and assertions regarding the envi-
ronment and affects of the protocol. While severd of these operations are not explicit in SN, they
are present, either coupled in other operators or required to beincluded in a prose description of

the protocol. Thevaid statement typesin CPAL arelisted in Table 1 within Chapter 4 of this

paper.

For our purposes, amessage is considered to be avdue or binary bit pattern which can be
represented on acomputer. Vduesin CPAL are integers, strings, booleans, and compound va ues.
Catenated values are designated by their inclusion in angle brackets (<>). Vaues may be changed

by applying afunction to them in the norma way.

While encryption and decryption operations c osdly mirror function cals, because of their
essentid part in cryptographic protocols, we give them special operatorsin the language. The
most important characteristic of these operatorsisthat the origina encrypted message can only be

recovered by decryption under the same key.

In CPAL, an encrypted vd ueis enclosed in square brackets, prefixed by the operator "e"
and suffixed with the key, whichisaso avaue. A decrypted vdueis of the same format with the
encryption operator replaced by the decryption operator, "d". The catenated va ue conta ning the

encryption of the va ue x and the decryption of the vduey under the key k is represented as:

<efx]k,d[y]k>.

3.4.1. The Assgnment Statement
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Messages are non-destructively assgned in CPAL in the usual way, e.g., the source value
is copied into the memory location of the destination identifier. As syntactic sugar, we dlow
omisson of the principa name in assignment statementsin the protocol since the only address

space effected is that of the principal taking the action. The statement:

A: X =Y,
means the value of the address referenced by name X in A's address is repl aced by the vd ue

stored in the addressed by the name Y in A's address space, or A. X :=A.Y.

Aswe have mentioned, it is common practice in protocolsto utilize newly generated val-
ues ca led nonces to ensure the freshness of messages. A principa may generate anoncein CPAL

by ass gnment of the vdue "new" to avariable, e.g.,

A: Na:=new;
In cryptographic protocol runs, va ues are frequently catenated to form anew vaue. We

represent a catenated vaue in CPAL using a structure we call a compound value, represented by

X in the following ass gnment statement:
A: X :=<W,Y,Z>;
For catenated messages to be useful, we must be able to "break out” the multipl e identifi-
ers contaned in acompound vaue. In order to represent the components within compound val-

ues, we designed a"DOT" vdue. The numericd suffix to adot va ue ded gnation ded gnates a

member of the catenated list of va ues within the compound value. The expression

<W,Y,Z>.2

may be reduced to Y, while

X.3

representsthe third va ue in the compound vaue X, in thisexample, Z. We may perform the same
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operations on compound and dot values that are appropri ate on any other va ue, such as transmis-
son, encryption, decryption, and variable replacement. In fact, the va ue X.2 gains meaning
when theidentifier X isreplaced with a catenated list, dlowing reduction to the va ue indexed by
the dot va ue suffix (in this case the second element in thelist). For exampleif theidentifier X
were replaced by the catenated va ue <W,Y,Z>, the entire vd ue structure <W,Y,Z>.2 could be
replaced by thevalueY.

As aconvenience for working with catenated and compound va ues, the ass gnment

A: (DE) :=X;
means the same as

A: D =X.1;
A:E:=X.2;

3.4.2. ThelF Statement.
While deci s on operators are conspi cuous'y missing from the pseudocode languages,

CPAL provides operators based on the d ass ¢ notion of achange in the flow of control of the pro-
tocol steps. If the given condition istrue, adifferent statement is executed than if the condition is
false. Thisisimplemented using the IF structure where the condition is a boolean condition and
the "then" and "d se" subjects are dternative statements to be "executed”. In the following exam-
ple, if the condition Na==Na’ is true at the execution of the action, A will encrypt the vd ue msg
under key kab and send the resulting valueto principal B. If Na==Na' isfalse, A will encrypt the

nonce Naand send the resulting vaue to AS.

A:if (Na==Na') then {=>B(e[msg]kab);}
dse{=>AS (gNaJkab);}

3.4.3. The SEND and RECEIVE Statements.

The dominant operation in pseudocode languages for cryptographic protocolsis the send
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statement. Again, the syntax we chose for send closdy mirrors that of the pseudocodes. State-
ment 3.3 isthe CPAL representation of statement 1.0 shown in Chapter 1 in pseudocode and

repeated here for convenience:

A ->B:{X, Y}k (1.0)
A: => B(g[<X, Y>]kab); (3.3)

The CPAL syntax for the send statement c osely mirrors that of the SN syntax for send.
Since the action identifier precedes each statement in CPAL, the originator’s identifier isnot
repeated in the send statement itsdf. Thus, the send operator (=>) isaways the first symbol in a
send statement, followed by theidentifier of theintended recipient of the transmisson. The mes-
sage body is enclosed in parenthesis and may contain any vaid CPAL vd ue as described in sec-
tion 3.4.1. In statement 3.3 above, principal A is executing three operations: the catenate
operation on messages X and Y, the encrypt operation on the catenated vd ue, and the send opera-
tion on the encrypted catenation. Because this send operator resul ts in the message going directly

to the queue of the intended reci pient, we also cdl this the secure send operator.

Thereceive statement in CPAL is structured similarly to the send statement. The princ pa
that is to receive the messageis identified as the acting identifier of the action, so the recipient’s
identifier is not repeated in the receive statement. By design, the recei ve statement may only
receive one va ue, greatly smplifying the format of the rece ve statement, which has only two
components:. the receive operator (<-) and the name of the vaue to bereceived isenclosed in

parenthess.

As described in a previous section, we modd an al-powerful intruder by sending mes-
sages from vadid princ pa's to the intruder for further transmission (or mischief). We introduce a
second form of the send operator (->) which we cal theinsecure send operator, to facilitate this
feature. Thus, if the andyst desiresto reflect the reliable transmiss on of a message from the orig-

inator to the reci pient, the secure send operationisin order. To reflect transmiss on through the
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intruder, the insecure send operator is used. This enhances the ability of the andyst to model and
formaly define the meaning of the activity of an intruder, similarly to Kemmerer’sintruder trans-

formations di scussed in section 2.2.

In the following statements, principa A composes the message "M SG", encryptsit under
the key "kab", and sendsthe encrypted va ueto principa B. The intruder intercepts the message,
then forwardsit to principal B unchanged, representing the passive intruder in this instance. Prin-
cipal B receivesthe encrypted va ue, decryptsit, assigns an identifier, and provides space in mem-

ory.

A: ->B(elMSG]kab);
I: <-(X);

I: =>B(X);

B: <-(X);

B: MSG := d[X]kab;

3.4.4. Expressng Assumptions and God's

In order to dlow expression of gods and assumptions in aprotocol, we i nclude operators
for "asserting" and "assuming" the truth of apredicate. Expression of beliefs reflectsthe ability of
aprincipa to accumul ate and state knowl edge or belief of rece ved or derived facts, inc uding the

beief that the integrity of the protocol has been compromised.

Principal s express beliefsin CPAL using the ASSERT statement to specify protocol gods
to be proven and the ASSUME statement to specify assumptions to use in establishing the truth of
thegods. Both goals and assumptions are stated as predi cates, either as primitive predi cate cal cu-
lussymbolse.g. (X=Y and Q=R), or asaspecid predicate represented as afunction of alist of

parameters which is considered to yie d a boolean va ue when eva uated, e.g. beieves(A,X).

In the following example, principal A expresses the assumption of the equality of A'sand
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B'sversion of the sesson key between A and B. The system may use this assumption to prove or
disprove the god s of the protocol. Later in the protocol, B expresses the goal that we desire to

prove of bdieving that A sent MSG.

A: assume(A .kab == B.kab);

B: assert(bel ieves(sent(A,MSG)):

CPAL and SN Specification of a Trivial Protocol

globd : assume (A.k==B k);
. ->B(A);
:<-(A);
:-> A(e[n]k);
. <- (msy);

A->B: (A) A
B
B
A
A:n:=dmsglk;
A
B
B
B

B->A: {N}k

A->B: {N+13K > B(e[f(n)]K);

: <- (msg);
n' = d[msg]k;

s assert (n' == f(n));
Figure 3.2

3.4.5. CPAL and SN

The simple protocol given in section 2.5is shown Figure3.2in SN and in CPAL. Because
we chose the CPAL constructs based on principal’s actions, we can translate any protocol
described in SN into a CPAL specification that encapsul ates the SN meaning and a lows enhanced
ability to represent the actual meaning of the protocol. The following guidelinesfor translation

aregiven:
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1. For any SN send statement, generate a CPAL send statement with the same originator,

reci pient, and message contents. Also generate one rece ve statement with the action prin-

cipal being the recipient of the message as ded gnated i n the send statement.

2. Receive statements receive only onevdue. If thevdue that isreceived isacompound
va ue, encrypted value, etc., the va ue may be manipul ated usi ng ass gnment statements

and the encryption and decryption operators as necessary to acqui re needed message com-
ponents.

3. Principa smay originate messages by creating a new vaue, performing avaid operation

on new or existing va ues, or through assignment of the "new" operator.

God s and assumptions accompanying protocols specified in SN in prose may be entered

into the CPAL protocol specification using assert and assume statements.

The comparative lengths of CPAL and pseudo-code representations of protocols are
approximately fiveto one. Whenit isconddered that CPAL alows encoding of assumptions and

god sinto the protocol while the pseudocodes usually do not, and that most protocolsinvolve less
than ten messages, thisis an acceptable ratio.



Chapter 4
A Formal Semanticsfor CPAL

4.1. A Foundation for Semantics

One of the difficulties with methodologies smilar to that of BAN Logic for con-
ducting cryptographic protocol verification involves a difficulty in trandating the proce-
dural description (or definition) of the protocol into a logical definition of the protocol.
The BAN Logic approach uses an informa process caled idealization in order to accom-
plish this translation. We recognized the need to repl ace idealization with another, more
forma method to effect this trand ation, and have adopted a notion taken from program-

ming language verification to resolve thisdifficulty.
4.1.1 Precondition/Postcondition Reasoning

While the operationd model, or informa semantics, for CPAL is hd pful in assist-
ing us in understanding what the operations do, it is not well suited to the formaity we
require to eva uate cryptographic protocols. To achieve the necessary level of formadlity,
we selected a classic approach to program verification based on work by C.A.R. Hoare
[HOARG9]. In this paper Hoare describes precondition/postcondition reasoning about
programs and/or program segments. Hoare observes that we can define the meaning of a
program statement or segment by defining what [pre] conditions must hold such that if
that statement or segment is executed (and terminates), a certain [post] condition will hold
after the execution. The notation used to describe that P is a precondition for segment S

and postcondition R is:

P{S} R
For example, in order for execution of the specific program statement “y :=
sgrt(x)” to cause the postconditiony == 2" to be true, the precondition "x == 4" must hold

bef ore the statement is executed. Thus,

67
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x==4{y = sort(x)} y ==

Once each operation in the language is given a precondition/postcondition defini-
tion, a segment may be evd uated for its semantics by establishing the desired postcondi-
tion and reasoning from the last statement to the first to determine the necessary segment
precondition. In order to condder a simple exampl e, we define the ass gnment statement
as:

QX) {x =€} Q(e) Def 4.0

where Q is a predicateinitialy dependent upon x and eis any vdid expresson in thelan-
guage. Thissaysthat for Q to be true after the assignment statement x := eis executed, the

predicate Q with each instance of x replaced by e, must be true just before the ass gnment

statement i s executed.
In Table 1, we define statement catenation to be:

Q{SL1;S2} P ==Q{S1} Rand R {S2} Q. Def 4.4
This says that in order for the segment S1,S2; to be correct with respect to precondition Q
and postcondition P, the postcondition of S1 must be the precondition for S2. Consider the
program segment:
1. x:=y/z
2. z:=sqrt(x);
We sd ect the god of this segment to bez == 2. We now know to | ook for the nec-

essary precondition Q such that:

Q{x:=ylz; z:=sort(x);} P
where Pis (z == 2). By Definition 4.2, we must first find the condition R such that:
R{z:=sort(x);} P
By definition 4.1, we know that R is equa to P with dl instances of z substituted by
sgrt(x). Thus, Ris:
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sart(x) == 2.

We can now look for Q such that:

Q{x :=ylz;} sgrt(x) ==
Once again we use definition 4.1 to find Q. For each instance of x, we substitute y/z to

obtan:

sart(y/z) == 2 {x :=ylz; z .= sOrt(x);} z ==
Since the sgrt operation is not a program statement, we do not need a precondefinition of
sgrt in order to compl ete the proof. Rather, we need only apply we I-known mathematical

identitiesto Q to determine that our find definitionis:

ylz == 4{x :=ylz; z:= sqrt(x);} z==
Noticethat y/z == 4 isjust one precondition that satisfies the definition. The pred-

icate:

((y==16) and (z==4))
aso satifies the equations. The difference is that the derived precondition (y/z==4) is
more generd, and in fact satisfies the precondition ((y==16) and (z==4)). Generdity of

preconditions was the focus of Dijkstrain [DIJK76] aswe will seein the next section.

4.2 Weakest Preconditions

In [DIJK76] Dijkstra describes an extens on of Hoare's precondi tion/postcondition
mechanism called the weakest precondition for a program statement or segment. Dijkstra
introduces the concept of a "predicate transformer’ - "arule tdling us how to derive for
any [arbitrary] post-condition R the corresponding weakest precondition for the initid
state such that activation will |ead to a properly terminating activity that leaves the system
inafina state satifying R." Theweakest precondition Q for segment S and postcondition

R iswritten:
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Q=wp(S,R)

The precondition is cond dered to be weakest if its predi cate transformer describes
all states that enable the program segment to result with the desired outcome. By describ-
ing preconditionsin the r weakest form, the most general caseis represented, meaning that
the weakest precondition of asegment isactualy a Verification Condition for the segment.
That is, there are no additiond preconditionsfor the segment. If the weakest precondition
for that segment can be proven from the assumptions, the segment's god's are guaranteed

to be accomplished upon execution.

To verify that a segment meets its god's using weakest preconditions, we work in
reverse as we described above. The initial verification condition is the value TRUE and
the segment goal is routindy the last statement in the protocol specification. When we
apply the definition of the last statement, the verification condition becomes the weakest
PREcondition for the last statement. That resulting verification condition is now the
POSTcondition for the next to the last statement and so on. When the first statement is
reached and its weakest precondition is eva uated, we have compl eted generating the veri-
fication condition/weakest precondition for the segment. To compl ete the verification, the
verifier must show that the derived verification conditionisimplied by the assumptions of

the start state.

4.3 Weakest Preconditionsfor CPAL Statements

The meaning of CPAL statements and segments are represented in terms of a pred-
icate using the weakest precondition paradigm. CPAL statement and operator definitions
are expressed as operations on the predicate, either modifying variables within the predi-
cate or adding conjunctions and disjunctions to the predicate. We devd oped the defini-
tions for CPAL statements similarly to those of programming constructs described in

[DIJK76] and [WUL F81].
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In this section, we give the weakest precondition definition of CPAL statements.
There are only twelve statement types in the CPAL language. Each statement type has a
weakest precondition definition. Because assgnment is the most common operation in
cryptographic protocols and because the “substituting” nature of weakest precondition
definitions is best illustrated by assgnment, the weakest definition for the ass gnment

statement is an important definition for CPAL.
4.3.1 Statement Catenation

The definition of the catenation of statements is critical to our seection of this
model for formal semantics. It isthis definition that dlows us to force sequencing upon
the steps in a cryptographic protocol during andysis. The definition we use is similar to
that described in [DIJK76] and [WULF81]. For statements S1 and S2 and postcondition
P, in order for predicate P to be true after “S1;S2;” is executed, the weakest precondition
of S2 for P must be true after execution of [i.e., be apost condition for] S1 for P Thisis

formally stated in definition 4.4 and given herefor convenience.

wp(S1; S2, P) = wp(S1, wp(S2, P))

Weillustrate this concept with an examplein Section 4.5.
4.3.2 The ASSIGNMENT Statement

In our operational model, we think of assignment in the ordinary way: a value is
copied from location referenced by the source identifier to the location referenced by the
destination identifier. Our forma definition is more abstract, capturing the “copying”
nature of the assgnment statement. As we mentioned in the earlier example, Definition
4.1 means that for Q to be true after the assignment statement x := e is executed, the pred-
icate Q with each instance of x replaced by e, must be true just before the assgnment

statement i s executed

In our operationd model we condder each principa to have ther own address
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space. To effectivey represent this concept, fully qualified variable names cons st of the
variable name prefixed with the name of the principal in whose address space the identi-
fier exists. For example, the fully qualified name for vaue x existing in principal A's
address spaceis A.x. Whenitisclear by the context which address space the va ue exists

in, the prefix may be omitted.

X and e are values residing in the address space of principal A. “€’ represents an
expression while x isanamed value. Q is a predicate potentidly dependent on A.x (i.e.
A.x isanamed vaue in some formula in predicate Q). If Q isin fact not dependent on
A X, then the assignment statement has no affect on Q. However, if Pisdependent on A X,
then in order for Q to be true after the ass gnment statement is made, Q would have aso
had to been true before the ass gnment statement with every instance of A.x replaced by
A.e

4.3.3 The SEND Statement.

Again referring to our operational model, we can think of the send operator as a
reliable assignment to the message queue of the intended recipient. During eva uation, we
use the convention of appending 'q' to the receiving principal's identifier to indicate we are
addressing the queue of that principal. Intuitively this definition meansthat wereplacedl
references to the reci pientss queue in predicate P with the vadue “msg” from the origina-

tor's address space.

4.3.4 The RECEIVE Statement.

The recei ve statement represents assignment of the va uein the receiver's message

gueue into the recel ver's private memory. Thus, the send/receive cycleinvolves two steps:

1. Assignment of the message from the originator’s address space to therecipient’s
queue
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2. Assignment of the message from the recipient’s queue to the recipient’s address
Space.

Our mode reflects the power of the intruder to intercept messages at will. In order
to fadlitate the representation of intruder actions, CPAL includes an insecure send that
does not assign the message to the queue of the intended reci pient, rather ass gns the mes-
sage to the queue of the intruder. For an insecure send through an intruder, there are at
least four steps necessary in order for aprincipa to transfer a value to another principal’s
address space. First, the originating principa executes a send operation, placing the
intended message on the intruder's input que. The intruder receives the message, placing
the message into its address space. At itsdiscretion, the intruder may then execute a send
operation, copying the message onto the input queue of therecipient. Findly, the recipient
recel ves the message into its address space.

Table 1: CPAL WEAKEST PRECONDITION DEFINITIONS

Operation Weakest Precondition Definition #
Assign wp("A: x:=¢e", P(A X)) = P(A.e) 4.0
Comp Asgn wp("A:(X,Y,Z2):=W;" P(A.X,A.Y,A.Z))= P(W.1,W.2W.3) 4.1
Send wp("A: ->B(msg);", P(1g.msg)) = P(A.msg) 4.2a
Secure Send wp("A:=>B(msg);",Q(Bg.msg)) = Q(A.msg) 4.2b
Receive wp("B: <-(msg);", Q(B.msg)) = Q(Bg.msg) 4.2c
Ifthendse  wp('if C{S1} dse{S2;}",P) = C->wp("S1;",P)) & (~C->wp("S2;",P)) 4.3a
Ifnoelse  wp("if CSL", P) = C->wp(SLP)) & (~C->wp(skip,P))  4.30
Stmt Cat wp("S1; S2', P) = wp(S1, wp("S2;", P)) 44
Assert wp("assert(R):",P) = (Pand R) 4.5a
Gassert wp(" gassert(R):",P) = (Pand R) 4.5b
Symenc  wp("dle[X]k1]k2",P(d[e[X]k1]k2) = (k1==k2) -> P(X) and (k1!=k2)->P(new) 4.6a

Asymenc  wp("dp[ep[X]k1]k2",P(dp[ep[X]k1]k2)= (-k1==k2)->P(X) and (-k1!=k2)->P(new)  4.6b

Assume wp("assume(R):",P) = (not Por R) 47

Here we encounter a difficulty in passng the names of principas in a protocol.

Occasiondly, it may be necessary to assign a variable name to a rece ved va ue represent-
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ing the name of aprincipal that will be a destination of a message. This situation results
in having multiple names for a principa in a protocol run and complicates the send/

recel ve weakest preconditions. Weillustrate the issue in the following code:

A: =>Y(<A B>);

S: <-(src,dst);

S: =>src(g] <dst,newkey]kas);
A: <-(msg);

In the second and third statements of the segment above, principal S uses an dias
for principa A (i.e. src). Receipt of the vaue into the variable name srcisroutine. It is
when principal S attempts to send a message to principa whose nameisrepresented by src
that the difficulty arises. Recdl that the SEND definition isimplemented by repl acing the
appropriate va ue in the weakest precondition predi cate which represents the placement of
the transmitted value on a queue. When SEND is executed in this instance, the verifica-
tion condition generator must be able to determine which queue should receive the va ue,

dncesrcisavariable.

We handle this condition in the same way that Dijkstra [DIJK76] defines assgn-
ment to an dement of an array, i.e. to mean that S will send the message to the princi pa

whose nameis aliased at the time of the send. Formdly,

wp("A:=>X(msg);",A(Bg.msg)) =
((X==A)->P(A.msg)) and
(X!=A)->P(msg)) and
((X==B)->P(B.msg)) and
(X1=B)->P(msg)) ... for dl principalsin the protocal.

The problem may be avoided by thoughtful sdection of names and by exercising

care in determining who the recipient of each message really should be. For this reason,
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and because of the additiond space and computation required in this definition, we do not

implement this definition in the current version of our system.

4.3.5 TheIF THEN EL SE Statement

As we saw with the definition for statement catenation, Snce weakest precondi-
tions are themsal ves predi cates, weakest preconditions may be recursively defined; that is,
the weakest precondition for one segment may be dependent upon, or defined in terms of
weakest preconditions of other segments. The weakest precondition definition of the IF
statement (Table 1, definition 4.3a) is dso defined in this way. For a predicate P to be

guaranteed to be true after the IF statement

if Cthen{SL;}dse{S2;}
is executed, truth of the condition C must imply the truth of the weakest precondition of
statement S1 with respect to P. Thisis because when theif statement is executed, the truth
of C guarantees execution of S1. The and ogous Stuation with S2 holdsif Cisfalse. That
is, the falsity of C must imply the truth of the weakest precondition of statement S2 with
respect to P The meaning of the IF statement without the else (Table 1, definition 4.3b) is

amilarly defined if we accept the meaning of the statement "skip;" to be: "take no action”.

4.3.6 The ASSERT statement.

The ASSERT statement differs from the previously given statementsin that it does
not represent any action by a principal in a protocol run. Rather, the ASSERT statement
provides the protocol specifier a mechanism to insert intended gods in the appropriate

place in the protocol steps. By issuing the ASSERT statement

A: assert("kab isagood key");
the protocol specifier is stating that principal A can logicaly bdieve that "kab is a good

key" istrue at this point in the protocol. This predicate represents agod to be proven by
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the verification technique. Since no action is taken by this statement, in order for an arbi-
trary predicate P to be true after this assert statement is executed, it must have aso been
true before the statement was executed. Hence, definition 4.5a applies. Without going
into the details of the underlying logic, the result of the application of the ASSERT state-

ment definition is to add a conjunctive condition to the predi cate defined thus far.

The GASSERT statement isidenticd to the assert statement except that the acting
ID suffix must be included with each identifier. This dlows the comparison of vaues

across address spaces.

4.3.7 The Assume Statement

Like the ASSERT statement, the ASSUME statement does not involve an action
on any address space. The ASSUME statement enables us to modify the predicate that is
be ng defined based on logicd andyss. We know that assumptions may be used to prove
theorems. If Q is the theorem we are attempting to prove and P is an assumption, we can

state:

PI-Q,

or equiva ently,

PIMPLIESQ,

which islogicaly equivaent to:

QORNOTP

Thisis the Weakest Precondition definition for ASSUME aswe seein definition 4.7.

While the ASSERT statement only adds conditions to be proved to the predicate,
the ASSUME statement al so gives us “ truths’ that may be removed from the predi cate by



Chapter 4: A Forma Semanticsfor CPAL 77

replacing them with the boolean truth value TRUE. In implementation, because changes
to the predicate caused by one assumed value may create an opportunity for additiona
“reductions’ from other assumptions, the assumed vd ues are applied repetitivdy until no
further changes to the predicate occur. The assumed predi cates are al so output to afile to

dlow easy interface with other systems that may treat assumptions differently.

4.4 Encrypt and Decrypt operators

The definitions of the CPAL statements do not capture the entire essence of the
CPAL language. Encryption and decryption, for example, are not statements at dl, but are
represented as operators on messages and message components. These operators are
retained as part of avaue in the predicate when the weakest precondition definition of the

statement conta ning the encrypt or decrypt operator is applied.

The meaning of encryption and decryption are gained by surveying the predicate
to find a suitable mixture of message components. In particul ar, when an encryption oper-
ation isfound immediately within a decryption operation and if the keys of the operations

are the same, the semantics of the encrypt and decrypt operators may be applied.

Intuitively, when symmetric key encryption is performed on a vaue X, it should
mean that X cannot be retrieved unless the decrypt operator is applied to the encryption of
X using the same key that was used to encrypt X. We implement this semantic concept
with the rule given in definition 4.6a which says that in predicate P, if we find a decrypt/
encrypt pair in which the keys k1 and k2 are equal, we can replace the entire decrypt/
encrypt expression with the value X. If k1 and k2 are not equa, the vadue X cannot be
derived from the express on, so we can reasonably repl ace the decrypt/encrypt expression

with auniquevdue, ak.a. a“new” vaue.
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4.5 The“NEW” operator

The meaning of the “new” operator is dso implemented as an operation on the
predicate. Many cryptographic protocols rely on generation of nonces to guarantee the
freshness of messages or to bind aresponse to another principa. The fundamentd charac-
teristic of these nonces is that every appearance of the nonce in the execution trace must
be directly traceable to the point where the nonce was created. The semantic concept for
the “new” operator is implemented as a replacement operation. Vaues of type “new” in
the predicate are replaced with unique va ues generated by suffixing a base name with an
integer counter. By doing this, each “new” value is guaranteed to have aunique name, and

any duplicates must be cong dered to be copies of the origind.

4.6 A Simple CPAL Verification Example

Figure 4.1 contains a simple protocol exchange between the principals A and S
constructed to illustrate application of several CPAL weakest precondition definitions. In
thefirst column, we give the protocol steps. In the second column, we show the step-by-

step transformations on the weakest precondition as the definition for each statement is

applied.

Because the weakest precondition definitions are applied in reverse order, the ini-
tid predicate state of TRUE isin the second column of line 8. When the definition of the
last protocol statement is applied in line 7, the additiond predicate to be proven provided
inthe ASSERT statement is added to the weakest precondition to be proved by the system.
When the RECEIVE definition is applied in line 6, the notion of the value moving from
the recipient’s queue into their address space is reflected in the changing of the vaue
A.Na to Ag.Na in the weakest precondition predicate. The remaning transformations

are similar predi cate substitutions.

Thefind predicate shown in line 1 isthe verification condition for the protocol. If
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that predi cate can be proven from the assumptions, then the protocol is guaranteed to meet
thegod it presented in line 7. In thiscase, the only assumption we need is that of theiden-
tity princi plefor va ues, which we may use to reduce the equiva ence equation on the right
dde to TRUE. Thus, our ample protocol meets its specified god. Often, proof of the

find verification condition is much more difficult, aswe shal seein the next chapter.

4.7 The CPAL Verification Condition

What we accomplished in the previous example was to establish alogica defini-
tion for the protocol based on, and directly corresponding to, the procedural definition of
the protocol. The primary function of CPAL-ES is to trand ate the procedural protocol
description givenin CPAL into a predi cate whose ultimate value is ether true or fa se, just
asin BAN Logic-type approaches. However, the meaning of the vaue of this predicateis

different, and more formd thanin BAN Logic.

CPAL-ES Evaluation Example

Protocol Statement in CPAL Wesakest Precondition Predicate Transformations
1. A: Na:=new; TRUE and ((A.unique.001-1)==(A.unique.001-1))
2. A:=>(Na); TRUE and ((A.Na-1) == A.Na-1)

3. S <-(Na); TRUE and ((A.Na-1) == Sg.Na-1)

4. S Na = Nal; TRUE and ((A.Na-1) == S.Na-1)

5. S =>A(Na); TRUE and ((A.Na-1) == S.Na)

6. A: <-(Na); TRUE and ((A.Na-1) == Aq.N&)

7. A: assert((Na-1)==Na'); TRUE and ((A.Na-1) == A.Na)
TRUE

Fgure4.l
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By allowing the declaration of the protocol gods within the CPAL description as
we saw in statement 7 of Figure 4.1, the meaning of the procedura definition of the proto-
col description is fundamentdly different from the SN representations that BAN Logic-
type approaches were designed to evaluate. Protocol specifications without gods
included are merey a series of actions by principals. The intent of the actions must be
inferred by the content of the messages or superimposed later based on a prose description
by the protocol specifier. CPAL specifications, on the other hand, provide not only the
capability for the protocol designer (or andyst) to include the god's of the protocol in the
procedural specification, but give a forma meaning to those god's that can be automati-
caly assessed by CPAL. In fact, formd specification of the protocol godsis essentid to

the CPAL eva uation process, as we will seein the next chapter.

CPAL evduation is further distinguished from BAN Logic and other smilar
approaches, because it is formal. Once the specification is completed, derivation of its
meaning is based only on the form of the specification. The essential € ements of “form”
described in this chapter are the CPAL statements, the CPAL operators, and statement cat-
enation. It is the latter of these three mechaniams that dlows our logica definition to
reflect the information inherent in the sequencing of the protocol steps. Because of this
sequencing power, any meaningful reordering of protocol steps will result in a different

protocol meaning (i.e. adifferent verification condition).

The predicate that results from CPAL-ES evduation reflects whether or not the
protocol accomplishes the god s specified within the protocol steps. The compl ete predi-
cate will dways be a representation of the variables expressed in the goal of the protocol.
Thus, if the god is ample and the protocol is not complex, the fina predicate may be as
easily evaluated, as isthe example in Figure 4.1. For more complex protocols and gods,

we need automated asd stance to assess the resulting predi cate.



Chapter 5
The CPAL Protocol Evaluation System

5.1 CPAL Asa System

The ultimate god of our effortsisto establish asystem that dlows efficient assgn-
ment of ameaningful definition to abroad variety of cryptographic protocols, including
sophisticated attack sequences on protocols. Toward that end, we deve oped the formal
language CPAL, described in Chapter 3, and aforma semanticsto accompany CPAL,
given in Chapter 4. In this chapter we give the method we use to i ntegrate these compo-
nents, a ong with other less novel mechanismsinto a practica tool to use for evd uating

cryptographic protocols. We cal this method the CPAL Evauation System, or CPAL-ES.
5.1.1 Specifying Protocolsin CPAL

Thefirst step in the CPAL-ES process isto encode the target protocol in CPAL. If
a Standard Notation (SN) representation of the protocol is available, the guiddines given
in Chapter 3 for trand ating SN specifications into CPAL may be used. However, no SN
representation is required and the protocol may be encoded directly into CPAL using the

CPAL syntax description given in Chapter 3.

It isimportant to consider the nature of protocol god s and how god sfor a protocol
should be sdected. BAN L ogi c-type evd uations seek to achieve god s based on the
beiefsof principdas, such as“A believes B believeskab isagood key”. These bdiefsare
established by combining the contents of the messages the princi pals see along with some
understanding of the form of the protocol, and the characteristics of cryptography. As
principa s “see” more messages, they believe more things. These new bdiefs may com-

bine with other existing beiefs to form yet other new beiefs.

When the axioms of thelogic are applied to the new bdief set, it may lead to
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another new beief, e.g. that asecure channd is established between A and B. Thus, with
BAN Logic, we take the belief set of aprincipa aswe assumeit is, evd uate the protocol
steps, then acquire new beliefs based on the rules of inference. If when no further beliefs
can be acquired and BAN Logicis unable to acquire a“god belief” specified externd to
the protocal steps such as the onesjust stated, we assume the protocol is not secure and

begin looking for problems with the protocal.

The god s that are the focus of the native CPAL-ES system may be consdered to
be message-based gods. CPAL-ES gives usaformd definition of message composition,
message transmiss on, encryption, and decryption, and message possession. The goad s
that we evd uate are thus, based exclusivedy on the messages that are passed. Consider the
god givenintheexamplein Figure4.1, “Na-1 == Na". Thisgod isbased only on va ues
passed in messages with no interpretation whatsoever. The vad ue Nawas created by A and
thevdue Na wasreceved in amessage. The stated equiva ence can be irrefutably deter-
mined by aprincipal, requiring no interpretation. By including this relationship in an
assert statement, we add this predicate to the list of facts CPAL-ES must prove about the
protocol. Specificdly, CPAL-ES must prove that after statement 6 of the protocol exe-
cutes, thevdue Nain A’s address space is one greater than thevdue Na dsoin A’'s
address space. The focus of CPAL isthe specification of the actions of principalsin a pro-
tocol. The success or failure of these actions are most often measured by the accomplish-
ment of god s such as comparing versions of nonces to ensure the freshness of messages or

checking encrypted va ues to ensure that keys match.

Aswe mentioned in Chapter 2, BAN Logic eva uation is based on what principa s
see, say, control, and believe. Beliefs are only changed by princ pa s seeing and saying
things. The content of what principal s see and say iscritica to thisevduation. Unfortu-
nately, the gods of aprotocol that BAN Logic and other |ogics depend upon for their

meaning, are often met in subtle ways not i ntended by the protocol specifier. Oncethe
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message based god s of the protocol are compromised, any reasoning based on the logics
isnot vaid. Inthisway, CPAL-ES provides aclearer view of what a protocol means than

Ban Logi c-type approaches.

CPAL-ESdlowsthe protocol verifier to try variations of the protocol to determine
what other protocol action sequences meet the message-based goals. In alater section, we
will discuss how message-based god s of aprotocol may be met in ways other than that
intended by the protocol creator. Wewill aso see how CPAL-ES complements BAN

Logic by dlowing specification of desired beliefs as protocol goals.

Aswe see, sdection of the proper protocol godsis essentid to attaining a he pful
definition of the protocol through CPAL-ES. Several rules of thumb apply to the sd ection
of gods.

1. Thelast statement in a protocol should be a god expressed in an ASSERT state-
ment. Since CPAL-ES bases its evd uation on the valuesin the predi cate, any
statement other than ASSERT has no affect on the initid predicate. Thus, any
CPAL statements after the last ASSERT statement are extraneousto CPAL-ES

evduation.

2. Usethe GASSERT statement to evd uate matters of security. The ASSERT state-
ment can only be used to cond der comparison of data el ements within the
address space of one principa. Many important characteristics of cryptographic
protocols rely on comparison of data d ementswithin asingle principa’s address
space. For example, principa A may send a message to B accompanied by a
nonce. When A receives areply assumed to be from B, A will compare the orig-
inal nonce that was sent to the nonce that was received in the message from B to
ensure the message is current. Other important goa s may involve the compari-

son of vauesin different principal’s address spaces or comparison of avadueina
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vaid princ pa’s address space to onein the intruder’s address space.

3. Specid predicates may be used in ASSERT statements to dlow evad uation of logi-
ca constructs other than the AND and OR constructs provided in CPAL-ES.
Specid predicates use function notation and a low evd uation of the specid pred-
icate parameters though the definition process. For example, we may express
the desireto provethat A bdieveskab isagood key for principals A and B in the

following statement:

GASSERT (A .bdieves(A.goodkey(A.A A kab,A B)));

CPAL dso dlowsthe protocol designer to explicitly list intruder actionsin the pro-
tocol specification. The principa name “1” isreserved in CPAL-ES for the intruder, and
any message sent using the insecure send operator (->) goesto principa 1. Theintruder
performsd| other actions similarly to vaid principa sin the protocol. Theintruder hasits
own address space and cannot access va ues in the private address spaces of other princi-
pals. Wefound that an intruder with these characteristics can effectively model awide

variety of passve and active attacks, many of which are given in Chapters 6 and 7.
5.1.2 Attaining the Verification Condition for a Protocol

Once the specification is compl ete, syntax errors must beremoved. CPAL isa
parsed language with asyntax checker that may be used interactively in either the UNIX
or the DOS/'WINDOWS environment to quickly scan a protocol specification for syntax
errors. Asagamall language with few constructs and because of the short length of crypto-
graphic protocols, correction of the syntax is accomplished easily and in a short period of

time for most protocols.

Once the specification isfree of syntax errors, the forma semantics of the proto-
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col isautomatically derived by CPAL-ES. Thisderivation isaccomplished in two steps:

1. Thedefinition of each statement is applied to an initid predicate with vadue TRUE,
beginning with the last protocol statement and progressng in reverse to the first
statement.

2. Theresulting predicate is scanned for conditions alowing repl acement reflecting
the meaning of the encryption and decry ption operators and vd ue catenation and
extraction. When such a condition is encountered, the definition for these opera-
tionsisapplied. Any designer-provided assumptions are also applied to the pred-
icate where applicable.

5.1.3 Proving the Verification Condition

Thefina step inthe CPAL-ES processis to attempt to prove that the verification is
true given the assumptions with respect to the environment. The predicate resulting from
the steps described in the last section may contain arepetition of logica conditions that
may be easily reduced through routine simplification. Thus, CPAL-ES scans the predicate
for conditions which may allow ssmplelogicd reductions. When these conditions are
encountered, the appropriate va ueis reduced to itssmplified form. A detailed descrip-
tion of thelogicd simplificationsis provided in the next section. Because routine simpli-
fication may produce va ues that meet the conditions for other s mplifications or for CPAL
definitions that could not be successtully applied previoudy, this step is repeated and com-
bined with the search for the encryption and catenation operation searches until all

matches are found and the predicateisin its most smple form.

With the routine simplifications out of the way, the job of proving the verification
returns to the protocol anayst. Occasiondly, the dmple reductionsjust described resultin
afind vaue of TRUE as was the case with the example in Figure 4.1. Frequently, the ana-

lyst will be left with amore chalenging predicate to prove. Often, anays's of these com-
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plex predicates by the anayst reveal s the assumptions that are necessary in order to

compl ete the proof. Consder, for example, the following verification condition:

(A.Na== d[e[A.NaJA k]B.K)

We observe in this predi cate that the right 5 de of the equivalence statement fits the
form of the decryption of the encryption of avdue. If the keys of these operations were
the same, the entire encryption/decryption va ue could be replaced by the value A.Na.

Thus, if weinsert the statement:

A: assume(A .k==B.k);

into the protocol, the final predicate will automatically reduceto TRUE. Thisassumption
reflects the ideathat principals A and B share acommon key without giving any reference
to how this key was distributed. We can a so describe the preexistence of the shared key
by giving akey exchange sequence, repl aci ng the given assume statement at the beginning
of the protocol. Because weakest precondition evd uation detects va ues that have the

same origin, the statements:

A: =>B(Kk);
B: <-(k);

will alow proper decryption of va ues encrypted with A .k and B.k interchangeably. For

the two equivd ent versions of a private key, decryption inverts the previous encryption.

An analogous, situation occurs when public key encryptionisused. Recall that
with public (or asymmetric) key encryption, decryption using the encryption key will not
invert the encryption. Rather, to invert public key encryption, the decryption function
must use akey that is theinverse of the encryption key, or that “ decrypts’ the encryption

key. To represent this situation, weintroduce the special predicate:
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ol obd .decrypt(k1,k2)
This predi cate proposes that the rel ationship between keys k1 and k2 isthat public
key decryption under k2 inverts encryption under k1. The predicateis postiond so the
predicate:

(dp[ep[A X]k1]k2 == A X)

reduces to TRUE given the assumption:

assume(gl obal .decrypt(k1,k2))
The same isnot the case if the podition of the keys are exchanged as in the globd .decrypt

predicate:

assume(gl obal .decrypt(k2,k1))
Whether or not such assumptions are vaid for a particular protocol is amatter for
the analyst to decide. Nonethdess, CPAL-ESwill point the andyst to the misang or
incorrectly stated assumption by giving the definition of the protocol exactly asit was

stated.

5.2 Simplification of the Verification Condition

A shortcoming of weakest precondition for general program proofsisthat verifi-
cation conditions may be very long and complex. Fortunately, cryptographic protocols are
substantially s mpler than computer programs for two reasons. Thefirst is that they are
typica ly shorter, with most protocols being less than twenty CPAL statementsliong. The
need to minimize the number of messages due to communications considerations ensures
that protocols do not expand greatly in length. The second reason is that cryptographic
protocols have no need for iteration or other complex flow control structures. Sequence
and decison are the only flow control needed to satisfactorily express the actions of prin-

cipalsin acryptographic protocol.
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Even given the simplicity of protocols, the verification condition with several con-
ditions, assertions, and encry pt/decrypt operations in some cases are up to apagein
length. Fortunately, we have found that this lengthis greatly reduced by reduction of log-

ica identities and elimination of message based assumed predi cates.
5.2.1 Logicd ldentities

Thelogica identities we automatically reduce are tautologiesin any logicd sys-
tem based on propostiona calculus. These simple reductions alow us to reduce the veri-
fication condition for even intricate protocols to asimpl e predi cate or even to a boolean
vaue. Theidentities we implemented in the simplification portion of this system are

giveninFigure5.1.
LOGICAL IDENTITIESSIMPLIFIED IN CPAL

PandP=P
PorP=P
Pand ~P = FALSE
Por~P=TRUE
Pand TRUE=P
Por TRUE = TRUE
P->Q=QOR~P
~~P)=P
P==P=TRUE

FIGURES.1

5.2.2 Elimination of assumed predi cates

Recall that assumptions are represented as predi cates that are given to be true dur-
ing the protocol run. These predi cates are detected and € iminated from the verification
condition in thesmplification step. After the standard simplification is performed on the
verification condition, the remai ning predicate is searched for matches to any of the predi-

cates specified in an ASSUME statement. Matches found to assumed predi cates are
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replaced with the value TRUE in the predi cate and the ssmplification is repeated. For

example, if the assume statement

A: assume (A .k == B k);

exists in the protocol being evd uated and the verification condition simplifies to

(A k==B k) and (N1==N1),

then simplification of the ASSUME statement will reduce the predi cate to:

TRUE and (N1==N1).

The next iteration of the standard s mplification will further reduce the predi cate to:

(N1==N1).

5.2.3 Semantic reductions

Aswe discussed in Section 4.4, encryption and decryption semantics are applied to
the predi cate when an appropri ate combination of decrypted and encrypted va ues occur
together. We wait until the verification condition is compl etely constructed and all state-
ment definitions are compl ete before scanning for such conditions. When a suitable com-

bination isfound, the substitution described in Section 4.4 is made to the predicate.

In Chapter 3, we describe how catenated values may be “ extracted” from their cat-
enated list. In implementation, we scan the predi cate |ooking for an appropriate combina-
tion of dot vad ues and catenated v ues. When the subject of a dot vd ue in the predi cated
isidentified as be ng a catenated va ue, the dot v ue is repl aced by the member of the cat-

enated list given by the dot integer.

5.2.4 Handling of More Complex Predicates
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While our experience shows that many protocols produce verifications that can be
easily smplified using the routine methods described above, it is conceivable that some
protocols may not reduce so easily. We offer two methods to deal with these more com-

plex verification conditions.

First, all final verification conditions are trangormed into canonica norma form
using the a gorithm described in [CM81]. Standard proof techniques can be applied to

prove the verification condition in thisform.

Secondly, because of its ability to reflect assumptions and god s as arbitrary predi-
cates, CPAL-ES may be used with automated theorem proving systems. The Boyer-
Moore Theorem Prover [BM79], [BM88] and the Prototype Verification System
[OSR934], [OSR93b}, [SOR934], [SOR93b] are two operating theorem proving systems.
We address automatic theorem proving systemsin detail in Chapter 7.



Chapter 6

Verifying Protocols Using The CPAL Evaluation System

The CPAL Evduation System (CPAL-ES) is a three step process: the protocol is
specified in CPAL, the verification condition is generated, and the attempt is made to
prove the verification condition from assumptions about the environment. \We now con-
g der some specific examples of protocols verified using CPAL-ES. First, wewill look at
asample, one-way authentication protocol and walk through the weakest precondition def-
inition of that protocol. We then consider other protocolsthat illustrate the characteristics
and features of CPAL-ES, progressively moving to more complex protocols with broader
god s and different cryptographic environments. Findly, weillustrate how CPAL-ES

reved s active attacks on protocols.

6.1 A Simple Cryptographic Protocol Verified.

In [BIRD92] the authors illustrate several attacks on protocols. Thetrivial one-
way protocol they use, given in Figure 6.1, part (a), is convenient for illustrating output
from CPAL-ES. In thissmple protocol, the two princi pa s use the knowl edge of a com-
mon key to authenticate the communication sesson. The originating principa generates a
random number, or nonce, to ensure the freshness of the i nteraction, encrypts the nonce
under the common key, and forwards the ci phertext to the target principal, B. B receives

the nonce, decryptsit, then sends the nonce back to the originator in the clear.

Sincethe originator believes that only the reci pient could have decrypted the
nonce and since the number was random and no intruder could have guessed it, the origi-
nator believes that the intended reci pi ent decrypted the nonce and that the sessonis
started with the desired principal. The authentication is one way because only the origina-

tor has assurances about the identity of the other participant. Since anyone can generate a
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random number, the reci pient has no information regarding the identity of the originator

and no way to determine even whether the number is actually encrypted or not.

Figure 6.1, part ais constructed to show how the weakest precondition definition
of aprotocal is attained. The predicate listed to the right of each protocol step represents
the weakest precondition after the weakest precondition transform for that statement has
been applied. The process begins by applying the weakest precondition definition to the
predicate TRUE.

We begin our manua evauation in Figure 6.1, part aby applying the weakest pre-
condition of the ASSERT statement given in statement 11. For smplicity, and becauseit
has no impact on the final verification condition, we omit the TRUE branch of the predi-

cate throughout this example.

For this protocol, the rest of the statements are substitutions of values on the predi-
cate. Statement 10 showsprincipa A receivingN'1. Thisresultsinthevaduestoredin A's
address space (A.N'1) being replaced by the representation of that value on A's queue
(AQg.N'1). The queue vdueisthen replaced by the v ue in theintruder's address space in
the secure send operation of the intruder in step 9 and so on. Note that we utilize theinse-
cure send operator in thisexampleonly for illustration. In this case, theintruder actsas a

passive listener, forwardi ng messages on without modification.

Steps 2 and 6 offer slight vari ations on the replacementsin the other statements. In
these two steps, avd ue represented by asingleidentifier is replaced by an encrypted or
decrypted vaue. Recdl that in our mode, va ues may be compl ex structures including
catenated va ues, “dot” va ues, functions and nested va ues. Regardl ess of the structure of

the val ue, substitution in the predi cate occurs in the same way.
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A Trivial One-way Authentication Protocol

a
Protocol action Verification Condition at each step
1 A: A.N1:=new, (unique.vO==d[e[unique.vO]A .k] B.k)
2  A:->B(egA.N1]JA K); (A.N1==d[e[A.N1]A Kk]B.k)
3 I: <-(msg); (A.N1==d[lg.msg]B.k)
4 I: =>B(msY); (A.N1 ==d[l.msg]B.k)
5 B: <-(B.msy); (A.N1==d[Bg.msg]B.k)
6 B: B.N1:=d[B.msg]B.k; (A.N1==d[B.msg]B.k)
7 B: ->A(B.N1); (A.N1==B.N1)
8 I: <-(msgl); (A.N1==1g.msgl)
9 I: =>A(msgl); (A.N1==1.msgl)
10 A:<-(AN1); (A.N1==Aq.N'1)
11 A:assert(A.N1==A.N1); TRUE and (A.N1==A.N'1)
b
Ak==B.k
Figure 6.1

Also notice that the vd ue A.N1 in the predicate does not change until the last defi-
nition application for protocol step 1. A.N1 was created in A's address space in the first
protocol step, and not manipul ated in A's address space at any other point in the protocol.
The manipul ations of va ues occur as va ues are changed in the protocol by assignment or
by sending and receiving. The*unique” identifier in part aof Figure 6.1 isaresult of the
NEW operation performed by principal A. Because the two identifiers be ng compared
are both instances of the same unique i dentifier, one must be a copy of the other. The ver-
ification condition suggests that if the decryption under key A.k of the encryption under

B.k of unique.vO returns unique.vO, then the protocol functions as desired.



Chapter 6: Verifying Protocols Using the CPAL Evaluation System 9

The simplified predicatein part b of Figure 6.1 illustrates our definition of the
encryption and decryption functions. If keys A.k and B.k are the same, the decryption
operation reverses the encryption operation leaving the equivalence of the unique va ues
asan identity that smplifiesto TRUE. The outcome of TRUE indicates that execution of
the protocol stepsin the specified order and content resultsin the success of the message
based god givenin step 11. Nonethe ess, while the protocol meets the given message
based god, Bird et. al. show that this protocol isvulnerable to active attack by a sophisti-
cated intruder. The attack they give on the protocol issimilar to the attack we show later

in this chapter on the two-way protocol of Bird et d.

6.2 Common Cryptographic Protocols Verified.

6.2.1 The Proposed 1SO Protocol

While the examplein Section 6.1 illustrates several conceptsimportant to CPAL-
ES, we will show the power of the systemin this section by evad uating more realistic pro-
tocols. We begin with the proposed 1 SO protocol given in [BIRD93] and shown in Figure
6.2. In the manually generated weakest precondition shown in Figure 6.1, we showed the

predicate at each step in the evd uation.

The evduation in Figure 6.2 was taken directly from the CPAL-ES eva uation. As

you see, CPAL-ES provides three components to the evd uation:

1. A listing of the protocol with the owner ID attached to each variable.
2. The verification condition is derived from the protocol statements before any sim-
plification is performed

3. Thesmplified predicate, reflecting thefina verification condition for the protocol

In many ways, the | SO protocol issimilar to the protocol of Figure 6.1. Nokey is

passed in the proposed | SO protocol and the equivalence of areceived va ue to aprevi-
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oudy transmitted origina vaueisthe message based god of the protocol.

The unamplified verification condition of the I SO protocol islarger and more
complex than that of Figure 6.1 and gives some ind ght into just how difficult these predi-
cates may be to evd uate. Nonethd ess, our routine S mplification steps quickly and easly
reduce this predicateinto agmple form. Aswith thetrivid protocol, the simplified verifi-
cation condition isthe equality of the keys. Thissaysthat the protocol does not work if
the keys are different, which is precisdy the outcome we desre. In this case, it makes

sense to assume the equiva ence and the protocol meetsits specified gods.

CPAL-ES Evaluation of the Proposed | SO Protocol

a
:A.Na:= new;
1 =>B(A.Na);
: <-(B.Na);
B.Nb := new;
: => A(<€e[B.Na]B.k,e[B.Nb]B.k>);
: <-(A.msg);
: (A.Nae,A.Nbe) := A.msg;
: A.Na = d[A.Nag]A k;
- A.Nb := d[A.Nbe]A k;
: assert(A.Na== A.Na);
: => B(A.Nb);
: <-(B.Nb";
: assert(B.Nb == B.Nb’);
** End of Protocol ***

N S S S S S e R N IS

b

((TRUE and (unique.vO==d[<e[unique.v1]B.k,e[unique.v0]B.k>.2]A.k)) and(unique.v1l
== d[<e[unique.v1]B k,e[unique.v0] B .k>.1] A k))

*xxxx% End of Verification Condition ******
C
(B.k==Ak)

Figure 6.2

While the eva uation in Figure 6.2 shows that the protocol meetsits stated god s,

the interpretation of the meaning of the accomplishment of these goals is debatable. The
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creators of this protocol may have beieved that satisfaction of the given god s dlowed
each principal to beieve they had established a secure communication session with the
other, but Bird et. d. [BIRD93] showed how an active intruder can trick a principa usng
this protocol into believing a sesson is established with another vaid principa when the
sessonisactually with the intruder. We cong der active attacks on cryptographic proto-

colsin Section 6.4.
6.2.2 Woo and Lam

In[WL92], Woo and Lam offer atwo-way authentication protocol similar to the
SO Protocol. The Woo and Lam protocol is athree party protocol that requiresfive trans-
misg ons to compl ete the authentication. No private key is assumed to be preexisting
between the principas. The protocol isfounded on two premises, one that a message
recel ved encrypted under a private key shared with another princ pa must have originated
from that principal and, two, that it isimposs blefor even the most sophisticated intruder
to guess the va ue of anonce, so any message conta ning the nonce must be a component
of acurrent protocol run. The CPAL-ES eva uation of the Woo and Lam protocol is given

in Figure 6.3.

We see that in Figure 6.3, simplification of the original verification condition
removes d| references to variables, leaving the va ue of the find verification as TRUE.
Thiswould not be the result without the two assume statements that begin the protocol.

Without these assumptions, the simplified verification condition woul d be:

(B.kbs == Skbs) and (A .kas == Skas)

which issimilar to the fina verification conditions of the first two examples we consid-
ered. Theuse of the assume statements dlows us to make thefinal verification s mpler

and to explicitly state the conditions that comprise our assumptions.
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Woo and Lam

: =>A(kas); -- Thefirst 4 statements reflect prior shared keys
:<-(kas);

: =>B(kbs);

1 <-(kbs);

:=>B(A.A);

<-(B.A);

: =>A(B.Nb);

: <-(A.Nb);

: => B(e[A.NDb]A kas);

: <-(B.msy);

: => S(e[<B.A,B.msg>]B.kbs);

: <-(S.msgd);

S: (SA,Smsgdb) := d[S.msg4] S.kbs,
S: S.Nb := d[S.msg4b]Skas,

S: => B(e[S.Nb]Skbs);

B: <-(B.msgbh);

B: B.Nb' := d[B.msg5] B.kbs;

B: assert((B.Nb == B.NDb"));

VIWSD>TWE>TW > W

*** End of Protocol ***

(TRUE and (B.Nb ==
dle[d[d[e[<A .A,&[B.Nb] Skas>] Skbs] Skbs.2] Skas] S.kbs] Skbs))

*xxx%x gmplified predicate follows.

TRUE
Figure 6.3

6.2.3 The Andrew Secure Remote Procedure Call Protocol

Another interesting protocol is the Andrew Secure Remote Procedure Call proto-
col given in [BAN90] and shown in Figure 6.4. Theintent of this protocol isfor two prin-
cipals to utilize an existing shared, secret key in order to establish a new, shared, secret,
sesson key. Thefundamenta differences between this protocol and the SO protocol are

that:

1. Nonces are not passed in the clear.



Chapter 6: Verifying Protocols Using the CPAL Evaluation System 98

2. A function is applied to the nonce to give more assurance of the integrity of the pro-
tocol.
3. The principa rece ving the request generates the session key.
4. The purpose of the protocol isto successfully pass a new session key from one
principd to the other.

5. This protocol has three message based god s rather than two.

The verification condition for the Andrew Secure Remote Procedure Cdl protocol
in Figure 6.4, part b is more compl ex than those from the previous examples. In this pro-
tocol, there are three compari sons with at least one value containing five leve s of nesting,
which illustrates that the length of the verification condition isafactor of the complexity,

aswell as the length, of the origind protocol.
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CPAL-ES Evaluation of the ANDREW Protocol

a
A: A.Na:=new;
A: =>B(<A.A,e[A.NalA kab>);
B: <-(B.msg);
B: (B.A,B.msg2) := B.mgg;
B: B.Na:=d[B.msg2]B.kab;
B: B.Nb := new;
B: => A(e[<B.f(B.Na),B.Nb>] B.kab);
A: <-(A.msg);
A: (A.Na,A.Nb) := d[A.msg]A .kab;
A: assert((A.f(A.Na) == A.NQ));
A: => B(e[A.f(A.ND)]A .kab);
B: <-(B.msg3);
B: B.Nb' := d[B.msg3] B.kab;
B: assert((B.f(B.Nb) == B.Nb'));
B: => A(e[<B.k'ab,B.N'b>]B kab);
A: <-(A.msg3);

A: (A.k'ab,A.ND") := d[A.msg3]A .kab;
X: gassert((B.k'ab == A .k'ab));
*** End of Protocol ***

b
(((TRUE and (B.k'ab == d[e[<B.k'ab,B.N'b>]B.kab] A .kab.1)) and
(B.f(unique.vO)==d[€]A.f(d[e[<B.f(d[<A.A,elunique.v1]A .kab>.2]B .kab),
unique.v0>]B.kab]A kab.2)]A kab] B .kab)) and (A .f(unique.vl) ==
dle[<B.f(d[<A.A e[unique.v1]A .kab>.2]B.kab),unique.vO>]B.kab]A. kab.1))
**** End of verification condition ****

c
((not (A .kab == B.kab) or ((not (A.kab == B.kab) or ((not (A.kab == B.kab) or ((not
(A.kab == B.kab) or (B.f(unique.v0) == A.f(unique.v0) and (A.f(unique.vl) ==
B.f(unique.vl)))) and (B.kab == A .kab))) and ((A.kab == B.kab) or ((not (A.kab ==
B.kab) or ((B.f(unique.v0) == unique.v3) and (A.f(unique.vl) == B.f(unique.vl)))) and
(B.kab == A kab))))) and ((B.kab == A.kab) or ((not (A.kab == B.kab) or ((not (A.kab
== B.kab) or ((B.f(unique.v0) == A .f(unique.v8)) and (A.f(unique.vl) == unique.v9)))
and (B.kab == A .kab))) and ((A.kab == B.kab) or ((not (A.kab == B.kab) or
((B.f(unique.v0) == unique.v3) and (A .f(unique.v1l) == unique.v13))) and (B.kab ==
A .kab)))))))and ((A.kab == B.kab) or ((not (A .kab == B.kab) or ((not (A.kab == B.kab) or
((not (A .kab == B.kab) or ((B.f(unique.v0) == A.f(unique.v0)) and (A.f(unique.vl) ==
B.f(unique.v5)))) and (B.kab == A.kab))) and ((A.kab == B.kab) or ((not (A.kab ==
B.kab) or ((B.f(unique.v0) == unique.v3) and (A.f(unique.vl) == B.f(unique.v5)))) and
(B.kab == A .kab))))) and ((B.kab == A .kab) or ((not (A .kab == B.kab) or ((not (A.kab ==
B.kab) or ((B.f(unique.v0) == A .f(unique.v18)) and (A.f(unique.vl) == unique.v19))) and
(B.kab == A .kab))) and ((A.kab == B.kab) or ((not (A .kab == B.kab) or ((B.f(unique.v0)
== unique.v3) and (A .f(unique.vl) == unique.v23))) and (B.kab == A .kab))))))))

**** End of simplified predicate ****
d

(B.f(unique.v0) == A.f(unique.v0)) and (A .f(unique.vl) == B.f(unique.vl))
Figure 6.4
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It isaso notable that in the eva uation of the Andrew RPC protocol, the simplified
version of the verification condition, shown in part (c), appears to be much more compl ex
than the unsimplified versionin part (b). However, if welook carefully at the predicatein
part (c), we see that many of the e ements of the predicate are a repetition of the compari-
son of the origindly assumed private shared keys of the prind pals, (A.k==B.k). If we
acknowl edge that the origind keys are equa and add the statements:

A: =>B(Kk);
B: <-(k);

to the protocol, the verification condition reduces to the simplified predi cate shown in part
(d). From thisfinal version of the verification condition we see that the ability of the pro-
tocol to meet its god sis dependent on the equiva ence of the function that principals A

and B apply to the nonces. Once again, itisfair to assume this equiva ence and the proto-

col meetsits stated god s.

6.3 Evaluating the Classic Protocols

6.3.1. The Needham and Schroeder private key protocol, given abovein Fgure1, isoften
referenced in literature and i s the foundation for the Kerberos [MNSS87] authentication
gystem. The Needham and Schroeder Private Key Protocol is athree party protocol, that
attempts two-way authentication. A significant contribution when it wasintroduced, it is
now famous primarily for the potentia flaw that it contains. As discussed previoudy, the
flaw dlows an active intruder to substitute a message from a previous run of the protocol
into the current run of the protocol. If an intruder has been able to compromise a previous
sesg on key, the privacy and integrity of the session may be compromised without the orig-
inator detecting the compromise. BAN Logic evduation of the Needham and Schroeder

Private Key Protocol was given in Chapter 2.
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We give the CPAL-ES evaluation of the Needham and Schroeder Private Key Pro-
tocol in Figure 6.5. Note the clear specification of the assumption of the shared keys
between the authentication server (S) and principals A and B. The god s of the protocol
arealso identified in the two ASSERT statements in the protocol specification. Aswedis-
cussed in the previous chapter, these god s represent the essence of the protocol. Theonly
basi s the principa s have to establish bdiefsin this protocol isthe ability of the other prin-
cipal to successfully decrypt amessage using the shared private key. Comparison of the
nonce stored by the principd to the vd ue received in amessage and decrypted with the

private key provides the assurance the principa s need.

The CPAL-ES evd uation indi cates that if we assume the equivd ence of the partic-
ipant's private keys and that the two parties share the function f with the trusted server,
then the stated god s of the protocol are met. Notice that even though CPAL-ES shows
that the Needham and Schroeder protocol meetsits message-based god's, thereisaflaw
inthe protocol that makesitinsecure. Thedifficulty arises because CPAL-ES verifiesthe
protocol based on the explicit intruder actions stated in the protocol specification. By
showing exactly what action is taking place and who is taking the action, CPAL-ES
ensures that the stated god will, or will not, be accomplished based on execution of the

exact protocol steps specified.
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CPAL-ES Evaluation of Needham and Schroeder Private Key Protocol

a
: =>A(Skas);
: <-(A kas);
: =>B(S.kbs);
: <-(B.kbs);
. => S(g[<A.A A.B,A.N1>]A kas);
: <-(Smsy);
S: (SA,S.B,SN1) := d[Smsg]Skas,
S: => A(g[<S.N1,S.B,Skab,e[<S.kab,S.A>]Skbs>]Skas);
: <-(A.msg3);
: A.temp2 := d[A.msg3] A kas;
: (A.N1a,A.B,A kab,A ticket) := A.temp2;
:assert((A.N1==A.N1a));
: => B(A.ticket);
: <-(B.ticket);
(B.kab,B.A) :=d[B.ticket] B.kbs;
:=> A(e[B.N2]B.kab);
: <-(A.msgd);
: A.N2:=d[A.msg4] A kab;
: => B(e[A f(A.N2)]A kab);
: <-(B.msgb5);
: B.N3 := d[B.msg5] B.kab;
: assert((B.f(B.N2) == B.N3));
** End of Protocol ***

WXrPownw>rw

>>>UWWW>>>> >

* 0 0 W

b
((TRUE and (B.f(B.N2) ==
de[A f(d[e[B.N2]d[d[e[<d[e[<A.A A.B,A .N1>]Skas|Skas.3,d[e[<A.A,A.B,A.N1>]Ska
s|Skas.2,Skab,eg[<Skab,d[e[<A.A A.B,A.N1>|Skas|Skas.1>]Skbs>]S kas]|S.kas.4] Sk
bs.1]d[e[<d[e[<A.A,A.B,A.N1>]Skas|Skas.3,de[<A.AA.BA.N1>|Skas|Skas.2,Skab
e[<Skab,d[e[<A.A,A.B,A.N1>]Skas|S kas.1>]Skbs>]Skas|Skas.3)|d[e[<d[e[<A.A A.
B,A.N1>]Skas]|Skas.3,de[<A.A A.B,A.N1>|Skas|Skas.2,S kab,e[<S kab,d[e[<A.A A.
B,A.N1>]Skas] S kas.1>]Skbs>]S kas| S kas.3]d[d[ e[ <d[e[ <A .A A.B,A.N1>]Skas]S.kas.
3,d[e[<A.A A.B,A.N1>]Skas|S.kas.2,S kab,e[<S kab,d[e] <A .A A.B,A.N1>]Skas|Skas.
1>]Skbs>]Skas|Skas.4]Skbs.1)) andc(A.N1 ==
dle[<d[e[<A.A A.B,A.N1>|Skas|Skas.3,d g <A.A,A.B,A.N1>]Skas|Skas.2,Skab,e[<S
kab,d[e[<A.A A .B,A.N1>|Skas|Skas.1>]S.kbs>]Skas|Skas.1))

Cc
*xxxx% Smplified predicate follows.
(B.f(B.N2) == A.f(B.N2))

Figure 6.5
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Denning and Sacco [DS81] devised an attack on the Needham and Schroeder pro-
tocol by creating an aternative trace that satisfies the message based goal of the protocol
inaway the authors had not consdered. Denning and Sacco’s “replay attack” isnow a
well known attack and cry ptographic protocols are routind'y examined for vul nerability to
replay. Thereplay attack isjust oneway that an intruder can manipul ate a protocol run so
that success of the message based god s does not guarantee the implications originaly

desired by the user.

Aswe stated earlier, like BAN Logic, CPAL-ES provides static protocol eva ua-
tion. If the steps of the protocol are executed exactly as specified in CPAL, CPAL-ESwill
determine if the god sgiven in the ASSERT statements are met in the protocol run. This
does not provide a guarantee that a cever intruder will not be ableto construct arun of the
protocol that will compromise the protocol security. CPAL-ES alows us to make the
assumptions and the protocol godsexplicit, and gives them both aforma meaning. It
aso alows us to generate many different versions and runs of a protocol quickly, and pro-

vide amessage based eva uation of what each run accomplishes.

6.3.2 Variations on the Needham and Schroeder Protocol

The Needham and Schroeder protocol was a watershed in cryptographic protocol
deved opment and is the bas sfor many other protocols that were designed e ther for
dightly different purposes or to correct problemswithit. In thissection, we evd uate some

of the variations on the Needham and Schroeder protocol using CPAL-ES.

6.3.2.1 Denning and Sacco

In [DS81] the authors go beyond pointing out the problem with the Needham and
Schroeder protocol; they dso propose their own private key protocol. Aswith the
Needham and Schroeder protocol, their protocol beginswith the first message going to the

authentication server. The differenceisthat Denning and Sacco rely on the authentication
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server and a timestamp to synchronize the run. Initsonly message, the authentication
server presents atimestamp that each principa can use to ensure the freshness of the run.
The CPAL-ES evd uation of the Denning and Sacco protocal is provided in Figure 6.6 and
the find verification condition mirrors the Needham and Schroeder result. Thatis, the

protocol meetsits specified goalsif the function used by principals A and B is the same.

6.3.2.2 Otway and Rees

The Otway and Rees protocol [OTWRS87] given in Chapter 1, Figure 1.2, offered
another dternative to the Needham and Schroeder Private Key Protocol. In this protocol
the authors avoid the playback problem by induding anonce, C, whichisused as ases-

sonidentifier and isincluded with each message.

Additionally, Otway and Rees designed the protocol so the run originator sends the
first message to the intended reci pi ent rather than to the authentication server. Thisdlows
each participant to generate the nonce they will useto verify the freshness of each mes-

sage in therun.
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Denning and Sacco Private Key Protocol

S: =>A(Skas);

A: <-(A kas);

S: =>B(S.kbs);

B: <-(B.kbs);
A:=>S(<A.AA.B>);

S: <-(Smsy);

S: (SA,S.B) := Smsg;

S: Skab := new;

S: ST1:=new;

S: => A(g]<S.B,Skab,S.T1,6<S.T1,Skab,S.A>]Skbs>|Skas);
A: <-(A.Msl);

A: A.tmp := d[A.Msgl]A kas,
A: (A.dst,A kab,A.T1,A.Ticket) := A.tmp;
A: assert((A.B == A.dst));

A: => B(A.Ticket);

B: <-(B.Ticket);

B: B.tmpl := d[B.Ticket] B.kbs;
B: (B.T1,B.kab,B.A) := B.tmp1,;
B: gassert((ST1==B.T1));

B: => A(¢[B.N1]B.kab);

A: <-(A.Msg2);

A: ANN1:=dA.Msg2]A kab;
A: => B(e[A.f(A.N1)]A kab);
B: <-(B.Msg3);

B: B.N1' := d[B.Msg3]B.kab;

B: assert((B.f(B.N1) == B.N1));

*** End of Protocol ***

(((TRUE and (B.f(B.N1) ==

die[A f(d[e[B.N1]d[d[e[<<A.A,A.B>.2,unique.vl,uniquev0,e[<unique.vO,unique.vl,<A.
A,A.B>.1>]Skbs>]S kas|S.kbsS.kas.4].2]d[e[<<A.A,A.B>.2,unique.v1,unique.v0,e[<uni
que.vO,unique.vl,<A.A A.B>.1>]Skbs>]Skas|Skas.2)|d[e[<<A.A,A.B>.2,unique.vl,un
ique.v0,g[<unique.vO,unique.vl,<A.A ,A.B>.1>]S kbs>]Skas|S.kas.2]d[d[e] <<A.A A.B>
.2,unique.v1,unique.v0,e <unique.vO,unique.vl,Skas<A.A,A.B>.1>]Skbs>] Skas|.4]S.k
bs.2)) and (unique.vO ==

did[e[<<A.A ,A.B>.2,unique.v1,unique.v0,e[<unique.vO,unique.vl,<A.A A.B>.1>|Skbs
>]Skas|Skas4]Skbs.1)) and (A.B==

dle[<<A.A,A.B>.2,unique.v1,unique.v0,g <unique.vO,unique.vl,<A.A,A.B>.1>|Skbs>]

Skas|Skas.1))

*xxxx% Smplified predicate follows.

(B.f(B.N1) == A.f(B.N1))
Figure 6.6
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We give the CPAL-ES evaluation of the Otway and Rees protocol in Figure 6.7.
Notice that since no function is used to protect the nonces, the only assumption that is
required is that the previously held keys between the two participants and the authentica-
tion server are the same, which isagain reflected in the first four statements of the proto-
col. Granted thisassumption, the verification condition for the Otway and Rees protocol

run as given reduces to TRUE and the protocol meets the stated gods.

Also notice that even though the Otway and Rees protocol requires only four trans-
missonsin each protocol run, the size of the origind verification condition in Figure 6.8,
issubstantialy greater for the Otway and Rees protocol than it was for the previous exam-
ples. Thisresultsfrom the characteristics of the Otway and Rees protocol. In this proto-
col, there are several components to each message and operations on va ues are nested in
most messages. The operations themsd ves add to the length of the protocol and, thus, to

the size of the verification condition.
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Otway and Rees Private Key Protocol

. => A(Skas);
: <-(A kas);
=> B(S.kbs);
: <-(B.kbs);
. =>B(<A.CA.AAB,g<A.NaA.CA.A A.B>A kas>);
: <-(B.msgl);
: (B.C,B.A",B.B',B.Ticketl) := B.msg1,;
: B.Ticket2 := ¢[<B.Nb,B.C,B.A",B.B'>]B.kbs;
: => §(<B.C,B.A',B.B',B.Ticket1,B.Ticket2>);
S: <-(S.msg2);
S: (SC,S.A,S.B,S Ticketl,S.Ticket2) := Smsg2;
S: (SNaS.Ca,SA'SB") :=d[S.Ticketl]Skas,
S: assert((SA'==SA));
S: assert((S.B' == S.B));
S: assert((S.Ca==S.0));
S: (SNb,S.Cb,SA",SB") := d[S.Ticket2] Skbs;
S: assert((S.Cb == S.C));
S: S.passa ;= g[<S.Na,S.kab>]Skas;
S: S.passb := €/<S.Nb,S.kab>]S.kbs;
S: => B(<S.C,S.passa,S.passb>);
B: <-(B.msg3);
: (B.C',B.passa,B.passh) := B.msg3;
: assert((B.C==B.C"));
: (B.Nb',B.kab) := d[B.passb]B.kbs;
: assert((B.Nb == B.NDb"));
: => A(<B.C,B.passa>);
: <-(A.msgd);
: (A.C,A.passa) := A.msg4;
rassert((A.C==A.C));
: (A.Nd,A kab) := d[A.passa| A .kas;
: assert((A.Na==A.NQ));

WWOWwWX>wWWm>W

>>>>>WWWWW

*** End of Protocol ***

*** Origind verification condition isin Figure 6.8
*xxxx% Smplified predicate follows.

TRUE

Figure 6.7
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CPAL-ES Verification Condition for the Otway and Rees Protocol

((((((((TRUE and (A.Na==d[<<A.CA.AA.B,g<A.NaA.CAA AB>Skas>1<<<A.CAAA.B,
g<A.NaA.CA.AA.B>|Skas>.1,<A.CA.AA.Be<A.NaA.CA.AA.B>|Skas>.2,<A.CAAA.Be<A.NaA.CAA,
A.B>]Skas>.3,<A.CA.AA.Bd<A.NaA.CA.AA B> Skas>.4,e<B.Nb<A.CA.AA.Bg<A.NaA.CAAA.B>Sk
as>.1,<A.CA.AA .Be<A.NaA.CA.AA B>Skas>.2,<A.CAAA.Be<A.NaA.CAAA B> Skas>.3>|Skbs>.1,]
<d[<<A.CA A AB,g<A.NaA.CAA AB>|Skas>.1<A.CA.AA.Beg<ANaA.CAAA B>|Skas>2<A.CAAA.
B,e[<A.Na,A.CA.AA B> Skas>.3,<A.C,AA A B,e<ANaA.CAAA .B>|Skas>.4,e[<B.Nb,<A.CAAA Be<AN
aA.CA.AA.B>Skas>.1<A.CAA ABg<ANaA.CAAA.B>Skas>2<A.CAA,A.B,g<ANaA.CAAAB>|S
kas>.3>]S.kbs>.4]S kas.1,S kab>] Skas,e[<d[<<A.C,A A A.B,e[<A.NaA.CAAA.B>Skas>.1<A.CAA,A.B,e<A.
Na,A.CA A A.B>Skas>.2<A.C,AA ABg<ANaA.CAA,AB>Skas>3<A.CAAA.B,g<A.NaA.CAAAB>|
Skas>.4,e[<B.Nb,<A.CA.A,A.Be<A.NaA.CA A A.B>Skas>1<A.CA.AA B,g<A.NaA.CA.AA.B>Skas>.2,
<A.C,A A A.B,e[<A.NaA.CAA A.B>Skas>.3>]Skbs>.5]Skbs.1,Skab>] Skbs>.2>.2]Skas.1)) and (A.C==
<<A.C,AAAB,e<A.NaA.CAAA.B>Skas>.1<<<A.CA.AAB,g<A.NaA.CA.AAB>]Skas>1<A.CA.AAB
e[<A.NaA.CA AA.B>Skas>.2,<A.C,AAA.B,e<ANaA.CAA,A.B>Skas>3<A.CAAAB,E<ANaA.CAA,
A.B>]Skas>.4,e[<B.Nb,<A.CA A A.B,e<A.NaA.CAA AB>Skas>1<A.CA.AA.Bg<ANaA.CAAA.B>Sk
as>.2,<A.CA.AA.Be<A.NaA.CA.AA B>Skas>.3>|Skbs>.1,e<d[<<A.CA.AA.B,g<A.NaA.CAA AB>Ska
s>.1,<A.C.AAAB,g<A.NaA.C AAA.B>Skas>.2,<A.CA A AB,g<A.NaA.CAA AB>Skas>3<A.CAAA.
B.e[<A.Na,A.CA.A A.B>]Skas>.4,e[<B.Nb,<A.CA.AA.B,e<A.NaA.CA.AA.B>Skas>1,<A.CAAA.Be<AN
a,A.CA.AA . B>Skas>.2,<A.C,AAAB,e<ANaA.CAA A B>|Skas>.3>]S kbs>.4]Skas.1,S kab>] S kas,e[<d[<<A
CA.AA.Be<A.NaA.CA.AA B> Skas>.1,<A.C,AA A.Be<A.NaA.CAAA . B>Skas>2,<A.CAAABE<A.
Na,A.CA A A.B>|Skas>.3<A.CAA ABg<ANaA.CAA,AB>|Skas>.4,e<B.Nb<A.CAA,A.B,e<A.NaA.CA
A A .B>]Skas>.1<A.CA A AB,g<A.NaA.CA A AB>]Skas>2<A.CA.AA.B,g<A.NaA.CA.AA B> Skas>.3>
]Skbs>.5]Skbs.1,Skab>] S.kbs>.2>.1)) and (B.Nb == d[<<<A.C,A A,A.B,e[<A.NaA.C,A A A.B>]Skas>.1,
<A.C,AA A.Bg<A.NaA.CAAA.B>Skas>.2<A.CAA ABe<ANaA.CAAAB>Skas>3<A.CAAA.Bg<
ANaA.CA A AB>|Skas>4,e[<B.Nb<A.CAA,A.Bg<A.NaA.CAA,AB>Skas>1<A.CA.AA.B,g<ANaA.C
AA A B> Skas>.2,<A.CA.AA .Be[<A.NaA.CA.AA.B>|Skas>.3>Skbs>.1,e<d[<<A.CA.AA.B,e<A.NaA.C,
AA A.B>Skas>.1,<A.CA A A.B,g<A.NaA.CA A AB>Skas>.2,<A.CA.AA.B&<A.NaA.CA.AA B> Skas.
3,<A.C,AA A B,g<A.NaA.C,AA A .B>]Skas>.4,e[<B.Nb,<A.C,A.A A.B,eg<A.NaA.CAAA.B>Skas>.1<A.CA
A A B,eg<A.NaA.C,AAA.B>Skas>.2,<A.CA A A.B,g<A.NaA.CAA A B> Skas>.3>] Skbs>.4]S.kas.1,S kab>]
Skas,e[<d[<<A.C,A A A.Beg<A.NaA.C AA A.B>Skas>.1,<A.C AA ABeg<A.NaA.C AA AB>Skas>.2<A.C,
AA,A.Bg<A.NaA.CAAA.B>|Skas>.3<A.CAA,A.Be<ANaA.CAA A B> Skas>4,e<B.Nb<A.CAA,A.B,
g<A.NaA.CA.AA.B>|Skas>.1,<A.CA.AA.Be<A.NaA.CA.AA.B>|Skas>.2,<A.CAAA.Be<A.NaA.CAA,
A.B>]Skas>.3>]S kbs>.5]S.kbs.1,S kab>]S kbs>.3] Skbs.1) and (<A.C,A.A,A.B,e[<A.NaA.C,AA A.B>Skas>.1==
<<<A.C,AA ABg<ANaA.CAA,AB>Skas>. 1,<A.CA.AA.Be<A.NaA.CA.AA.B>Skas>.2,<A.C,
AA,A.Bg<A.NaA.CAAA.B>|Skas>.3<A.CAA A.Be<ANaA.CAA A B> Skas>4,e<B.Nb<A.CAA,A.B,
g<A.NaA.CA.AA.B>|Skas>.1,<A.CA.AA.Be<A.NaA.CA.AA.B>|Skas>.2,<A.CAAA.Be<A.NaA.CAA,
A.B>]Skas>.3>]Skbs>.1,e[<d[<<A.C,AA A.Be[<ANaA.CAAA.B>Skas>1<A.CAA ABg<ANaA.CAAA
B>]Skas>.2,<A.CA.AA B,d<A.NaA.CA.AA.B>Skas>3,<A.CA.AA.Be<A.NaA.CA.AA B> Skas>.4,e<B.
Nb,<A.C,A.A,AB,e<A .NaA.C,AAA.B>Skas>.1<A.CAA AB,e<A.NaA.CA A AB>Skas>2<A.CA.AAB,
g <A .NaA.CA.AA B> Skas>.3>Skbs>.4]Skas.1,Skab>]Skas,g <d[<<A.CA A A.Be[<A.NaA.CA A A.B>Ska
s>.1,<A.C.AAAB,e<A.NaA.C AAA.B>Skas>.2,<A.CA A AB,g<A.NaA.CAAAB>Skas>3<A.CAAA.
B.e[<A.Na,A.CA.A A .B>]Skas>.4,e[<B.Nb,<A.CA.AA.B,e<A.NaA.CA.AA.B>Skas>.1,<A.CAAA.Be<AN
aA.CA.AA . B>Skas>.2,<A.CAA,ABe<ANaA.CAAA B>|Skas>3>]S.kbs>5Skbs.1,Skab>]Skbs>.1)) and
(d[<<A.CA.AA.Be[<A.NaA.CA.AA B>Skas>.1, <A.CAA AB,g<ANaA.CA A A B>Skas>2<A.C,
AA,A.Be<A.NaA.CAAA.B>|Skas>.3<A.CAA A.Bg<ANaA.CAA A B> Skas>4,e<B.Nb<A.CAA,A.B,
g<A.NaA.CA.AA.B>|Skas>.1,<A.CA.AA.Be<A.NaA.CA.AA.B>|Skas>.2,<A.CAAA.Be<A.NaA.CAA,
A.B>]Skas>.3>]Skbs>5]S.kbs.2 == <<A.C,A.A A.B.e[<A .NaA.CAAA .B>Skas>.1<A.CAAAB,
g<A.NaA.CA.AA.B>|Skas>.2,<A.CA.AA.Be<A.NaA.CA.AA.B>|Skas>.3<A.CAAA.Be<A.NaA.CAA,
A.B>]Skas>.4,e[<B.Nb,<A.CA A ,A.B,e[<A.NaA.CAA AB>Skas>1<A.CA.AAB,g<A.NaA.CAA A.B>]Sk
as>.2,<A.CA.AA.Be<A.NaA.CA.AA B>Skas>.3>Skbs>.1)) and (d[<<A.C,A.AA.B,g<A.NaA.CAA.AB>
Skas>.1,<A.CA.AA B,d<A.NaA.CA.AA.B>|S. kas>.2<A.CAA,A.Be<ANaA.CAA, AB>Skas>.3,
<A.C,AA A.Bg[<A.NaA.CAAA.B>|Skas>.4,e[<B.Nb<A.CAAA Be<A.NaA.CA.AA.B>|Skas>.1<A.CAA
A.B.g<A.NaA.CA.AA B>Skas>.2,<A.C,AAA.Be<A.NaA.CA.AA.B>Skas>.3>|Skbs>.4]Skas.2 ==
<<A.C,AAAB,g<A.NaA.CAAA.B>Skas>.1<A.CA A AB, €<A.NaA.CA.AA.B>]Skas>.2,<A.C,AAA.B,
g<A.NaA.CA.AA B>Skas>.3<A.CA.AA.Be<A.NaA.CA.AA B>Skas>.4,e<B.Nb,<A.CA.AA Be<A.Na
A.CA.AA.B>|Skas>.1,<A.CAA,ABeg<ANaA.CAAA B>Skas>2<A.CAA,AB,g<ANaA.CAAAB>Sk
as>.3>]Skbs>.1)) and (d[<<A.C,A.A A.B, e[<A.NaA.C,AA A B> Skas>1<A.CA.AA.Bd<A.NaA.C,
AA,AB>Skas>.2,<A.CA A A.B,g<A.NaA.CA A A.B>Skas>.3<A.CA.AA.Bg<A.NaA.CA.AA B> Skas.
4,6/<B.Nb,<A.CA.A A .B,e<A.NaA.CA.AA.B>|Skas>.1,<A.CAA A .Be<A.NaA.CAAA.B>Skas>.2<A.CA
A A .B,e[<A.NaA.CAA A .B>|Skas>.3>|Skbs>.4Skas4 == <<A.CA.AA.B,g<A.NaA.CA.AA.B>|Skas>.1,
<A.C,A A AB,g<A.NaA.CAAA.B>Skas>.2,<A.CA.AA.B,g<A.NaA.CA.AA B>Skas>3<A.CA.AA B,
e<A.NaA.CA.AA B>|Skas>.4,6<B.Nb,<A.CA.AA B,g<A.NaA.CAA,A.B>Skas>.1<A.CA.AA Be<A.Na
A.CA.AA.B>|Skas>.2,<A.CAA,AB.e<ANaA.CAAA B>|Skas>3>]S kbs>.3)) and(d<<A.C,AA,A.B,
e<A.NaA.CA.AA.B>Skas>.1,<A.CA.AA.B,

e<A.NaA.CA.AA B> Skas>.2,<A.CA.AA.Be<A.NaA.CA A,

A.B>]Skas>.3,<A.CA.AA.B d<A.NaA.CA.AA B> Skas>.4,e<B.Nb<A.CA.AA.Bg<ANaA.CAAA.B>Sk
as>.1,<A.CA.AA .Be[<A.NaA.CA.AA B>Skas>2,<A.CAAA.Be<A.NaA.CAAA.B>|Skas>.3>]Skbs>.4]S.
kas.3 ==<<A.CA.AA.B,d<A.NaA.C, AAA.B>Skas>.1<A.CA A A.B,e<ANaA.CAAAB>Skas>.2,
<A.C,AA A .Be<A.NaA.CAAA.B>Skas>.3<A.CAA ABE<ANaA.CAA A.B>Skas>4e<B.Nb<A.CAA
A.B,e[<A NaA.CA.AA.B>Skas>1,<A.CAAA .Be<A.NaA.CA.AA.B>Skas>.2,<A.CAA ABe<ANaA.C,
A A A.B>]S.kas>.3>]S.kbs>.2))
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Figure 6.8
This protocal illustrates the requirement for an automated tool to eva uate verifica

tion conditions. Asyou see, the origind verification condition for the Otway and Reesis
more than a page long, and working through this type predi cate manua ly woul d be almost
futile. Moreover, we have seen other protocols that generate verification conditions that
are much larger than thisone. We bdievethat, like computer program verification, this
leve of effort isinherent in protocol verification. Automation of thiseffort isprovided by
CPAL-ES. We have not encountered any protocols whose verification condition does not

reduce to aworkable size once the ssmplificationsin CPAL-ES are applied.

Sincewe illustrated the size and complexity of the origind verification condition
with the Otway and Rees protocol and because of the compl ex nature of these verification

conditions, wewill omit large, original verification conditions from subsequent exampl es.

6.3.2.3 Abadi and Needham's Modification to Otway and Rees

In[AN94], Abadi and Needham suggest modifications to the Otway and Rees pro-
tocol that result in aprotocol that requires|ess encryption than the origina version. They
use the convention of attaching names to messagesto producethis efficiency. We givethe

CPAL-ES evaluation of the Abadi and Needham version of the protocol in Figure 6.9.

The globd assertion operator GASSERT isused in Figure 6.9 to show the desired
relationship between each principa’s understanding of who the principasare. If B'srep-
resentation of the source (B.A) is the same as that of the source, the names introduced by

Abadi and Needham accomplish their desired result.
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Abadi and Needham Modification to the Otway and Rees Protocol

S: => A(Skas); A: <-(A kas);

S: => B(Skbs); B: <-(B.kbs);

:A.Na=new;

: =>B(<A.A,A.BA.Na>);

: <-(B.msgl);

: (B.A,B.B,B.Na) := B.msg1;

: B.Nb:=new;

: => S(<B.A,B.B,B.Na,B.Nb>);

S: <-(Smsg2);

S: (SA,S.B,SNa,SNb) := Smsg2;

S: Skab:=new;

S: Spassa .= [<S.Na,S.A,S.B,S.kab>]Skas;
S: S.passb := €[<S.Nb,S.A,S.B,S.kab>]Skbs;
S: => B(<S.passa,S.pash>);

B: <-(B.msg3);

B: (B.passa,B.passh) := B.msg3;

WWwww >

: (A.Nd,A.A A.B,A kab) := d[A.passa)A kas;
: assert(A.Na==A.Na);

s gassert(B.A == AA);

A: gassert(B.B == A.B);

Globd: gassert(B.kab == A kab);

*** *End of Protocol.

**** Smplified predicate follows.

TRUE

B: (B.Nb',B.A,B.B,B.kab) := d[B.passh] B .kbs;
B: assert(B.Nb == B.Nb");

B: gassert(B.A == A.A);

B: gassert(B.B == A.B);

B: => A(B.passa);

A: <-(A.passd);

A

A

A

Figure 6.9
6.3.24 Kerberos
The Kerberos Authentication System [MNSS87] isabroadly implemented appli-
cation using avariation of the Needham and Schroeder Private Key Protocol asits primary
authentication protocol. The CPAL-ES evaluation of the Kerberos protocol isgivenin

figure 6.10.

The Kerberos protocol is unlike previoudy evd uated protocolsin that Kerberos

utilizes timestamps rather than nonces to guarantee message freshness. The Kerberos
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deved opers compare the va ue of the timestamp received against the value of alocd, syn-
chronized d ock within some given variance. In the given CPAL-ES Kerberos eva uation,
we utilize the global ASSERT statement to reflect the expectation of agreement between

the times of the different principals.

Because Kerberos utilizes afunction of the timestamp, the fina result of the
CPAL-ES evaluation is to show that the protocol worksif we assume that the two princi-

pal s utilize the same function g.

The Kerberos Private Key Protocol
. => A(Skas);
: <-(A kas);
. => B(S.kbs);
: <-(B.kbs);
1 =>S(<A.AA.B>);
: <-(Smsg);
S: (SA,SB) ;= Smsg;
S:=>A(g[<S.Ts,S.L,Skab,S.B,e[<S.Ts,S.L,S kab,S.A>]Skbs>]S kas);
: <-(A.msg);
: (A.TsA.L,A kab,A.B,A.msg2) := d[A.msg]A kas;
s gassert(STs==A.Ts);
: => B(<A.msg2,e[<A.A A . Ta>]A kab>);
: <-(B.msy);
- (B.msgl,B.msg2) := B.msg;
: (B.Ts,B.L,B.kab,B.A) := d[B.msg1]B.kbs;
: gassert(S.Ts== B.Ts);
. (B.A,B.Ta) := d[B.msg2] B.kab;
: => A(e[B.g(B.Ta)] B.kab);
: <-(A.msg);
: A.Td := d[A.msg]A .kab;
A: assert(A.g(A.Ta) == A.Ta);
*** End of Protocol ***
*xxxx% Smplified predicate follows.

WrwWwrw

S>>0 W0WWowWww>>r>>

(A.g(A.Ta) == B.g(A.Ta))
Fgure6.10
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6.4 Active Attackson Cryptographic Protocols.

The characteristic of BAN Logic that Nessett identified in his criticiam in
[NESS90] was that BAN Logic provides only a static eva uation of any protocol. Aswe
briefly addressed in Chapter 2, by static eva uation we mean that the evd uation isvaid
only if the steps of the protocol are accomplished in exactly the sequence and with exactly
the content of messages as specified. Clearly, accomplishment of static eva uation of pro-
tocols by aforma method is very important, since any protocol that does not meet its
god s under static evduation isusdessin practice. AsBurrows, et. d. point outin ther
rejoinder to Nessett [BAN9OD], static eva uation isjust one step in evd uating a crypto-
graphic protocol. BAN Logic accomplishments as de, the weakness remains, i.e., the

evd uation makes no provison to cond der active attacks by persi stent intruders.

While a pasg ve attack is accomplished by an intruder listening to the messagesin
acommunication without interfering, an active attack is characterized by the intruder
intervening in a communication by intercepting messages that may never be delivered,
copying messages for later replay ether with or without modification, and generating new
messages for insertion into a communication session. The god of an intruder isto spoof a
vaid participant. A spoof causes aprincipa A to have an erroneous bdief, such as A
bdieving that A has a established a secure communication sess on with another principa
B, wheninfact A has not established a sesson with B. Onetype of spoof may cause A to
have such abdief when in fact no session is established, while another spoof may have A
establish asession with aprincipa other than B, maybethe intruder. Other spoofsinvolve

beief s regarding the characteristics of keys or maybe the status of an expected secret.
6.4.1 Denning and Sacco Attack on Needham and Schroeder Private Key Protocol

The most difficult characteristic regarding spoofsis that they comein aninfinite

assortment of types. Regardl ess of how many different spoofs a protocol protects agai nst,
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it isimposs ble to guarantee that an intdligent intruder will not discover a new one that
def eats the protocol. Current verification methods center on detecting known types of

spoofs, such as the class ¢ replay attack given by Denning and Sacco in [DS81].

Theideaof areplay attack isto record avdid protocol session in order to use one
Or more messages or message componentsin alater sesson. The need to use arecorded
message stemsfrom the nature of cryptography, i.e. that the intruder cannot generate the
va ue expected in a protocol without first possessing the necessary key. In order to cir-
cumvent this problem, the intruder does not attempt to generate the necessary encrypted
vaue, but rather sted s the value from someone that has the key and passed a suitably

structured va ue in a previous sesd on.

To illustrate this point, consider the attack Denning and Sacco constructed on the
Needham and Schroeder Private Key Protocol [NS78] given in Figure 1.1 and again along
with the attack sesson in Figure 6.11. Theintent of this protocol isto dlow two principas
to utilize atrusted key server that they share separate secret keys with, to establish anew
common sess on key suitable for use in asecure communication sesson. At the end of the
protocol, the god isfor both A and B to have the key (represented by “kab”) in their pri-
vate address space and for no one d se except the trusted server to know that key (i. e. have

the key in thar private address space).

Staticdly, the Needham and Schroeder Private Key Protocol seems to meet its
gods. If the protocol steps are executed as written, thereisno clear way that a passve
intruder could gai n access to the sesson key for an ongoing sesson. The same cannot be

sad about an active intruder.

In the attack sequence given in Figure 6.11, notice that in the first session, the
intruder copiesthe third message in the protocol (steps 8 and 9), then lets the message pass

unchanged to itsintended recipient. The assumption is that the attacker may compromise
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key kab at some point, possibly long after the sesson it wasused inis over. Thisassump-
tioniscrediblein that it is recognized that keys become more vul nerable over time, partic-
ularly if asizable amount of ciphertext isavailable for anaysis by the intruder. Since kab
isasession key, it isfar to assume that alarge amount of ciphertext will be available.

Once the key is compromised and the intruder possesses kab, theintruder patiently waits
Replay Attack on the Needham and Schroeder Private K ey Protocol

Session 1 Session 2
1. A:=>5(<A,B,na>); A: =>S:(<A,B,na>);
2. S <-(msgl); S: <-(msgl');
3. S (A,B,na) := msgl; S: (A,B,nd) :=msgl’;
4.  S=>A(€[<naB kab,gkab,Alkbs>]kas); S:=>A(e[<na ,B,kab’ ,e[kab’ ,Alkbs>]kas);
5 A:<-(msg2); A: <-(msg2');
6. A:(naBkab,msg3) := msg2; A: (nd ,Bkab’,msg3’) := msg2';
7.  A:->B(msg3); A: ->B(msg3');
8. I:<-(msg3); I: <-(msg3');
9. I:=>B(msgy3); I: =>B(msg3);
10. B: <-(msg3); B: <-(msg3);
11. B: (kab,A) := msg3; B: (kab,A) := msg3;
12. B:nb:=new; B: nb’ :=new;
13. B:=>A(g[nb]kab); B: =>A(g[nb’]kab);
14.  A:<-(msgd); A: <-(msgd’);
15.  A:nb:=d[msg4]kab; A: nb :=d[msg4 kab;
16. A:=>B:(g[nb-1]kab); A: =>B:(g[nb’-1]kab);
17. B: <-(msgb); B: <-(msg’'5);
18. B: nb" :=d[msg5]kab; B: nb" := d[msg5’ |kab;
19. B: assert((nb-1) == nb"); B: assert((nb’-1) == nb");

Fgure6.11

for principa A to attempt another session with B, which is easly detected.

Thefirst seven steps of the second sess on occur as intended with kab' and na 9g-
nifying anew key and new nonce for the second sess on respectively. The third message
of the attack session, the message from A to B in step 7, isintercepted by theintruder. The

intruder then substitutes the message from the previous session in step 8 of the current ses-
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son. When B receives this messagein step 10, there is no reason to doubt its origindity.
The second session progresses to compl etion with B believing the old sess on key kab,
decrypted in step 11, is bei ng established as the session key for the new sesson. The
intruder is now in a possession to intercept a | messages originating from principal A and

conduct the session with principa B as though the intruder were A himsdlf.

6.4.2 Pardld Session Attacks

Bird, et. d. illustrated another method active attackers may usein [BIRD93].
They showed how an intruder may use the pardld nature of systemsin order to acquire an
encrypted va ue they can usein a protocol attack. Usngwhat iscalled aparald sesson
attack, given asuitable protocol the intruder will manipul ate one or more principa s so that
at least one principd is running more than one cryptographic protocol sess on concur-
rently. Theintruder then copi es messages from one sesd on into an appropriate placein

the other sesson.

The next two exampl es illustrate how having one principa of a protocol session
engaged in asecond concurrent protocol session can allow an intruder to spoof one or both

principas. We use the convention of indenting actionsin the attack sess on for readability.

6.4.3 Bird et. d Attack on the | SO Protocol

We briefly mentioned earlier that Bird et. al, constructed an attack on the pro-
posed I SO protocol in [BIRD93]. Theattack they constructed isa parallel sesson attack.
The compl ete sequence of that attack isgivenin Figure 6.12. In this attack, the intruder
uses principa A to get an encrypted vd ue to be used later to spoof A. Recdl that in the
ISO protocol, the first message contains only anonce. The redi pient encrypts the nonce,
catenates it with anew nonce (a so encry pted) and returns the final form of the message to

the session originator.
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In the attack sequence, the intruder intercepts A's originating message to B (action
4), then originates a parald sesson with A using A's nonce to initiate the sequencein
action 5. In A'sresponse to theintruder's request for the paralld session in action 8, the
origina nonce is encrypted under the key shared by A and B, kab. Theintruder then uses
that encrypted nonce to compl ete the origind session begun by A as shown in action 10.
At the assert statement in action 15, A beievesavaid session is begun with B, whichis
not true. In fact, no session is begun, because the intruder does not know the va ue of kab.

Nonethd ess, the protocol has been defeated and A was spoofed into having afdse belief.

The attack created when an intruder passes avd ue to aprincipal for the purpose of
attaining the encryption of that value under a specific secret key so that the encrypted
va ue may be used in a spoof is known as an oracle attack. The duped principa effec-
tively acts as an oracle for the intruder, dlowing the intruder to attain encrypted va ues
without knowing the encryption key. The ISO attack in Figure 6.12 is an oracl e attack

constructed using a paralld sesson.

Notice that in the attack sequence of Figure 6.12, the stated god s of principa A in
both protocol sessions are met in away not intended by the protocol creator. Principa A
is spoofed by theintruder that cleverly uses data copied from the parallel sess on to meet
the requirements of the protocol. Thus, even though the message-based god s are met,
any goal based on the equivdence of these nonces, such as “A bedievesthat B must have

sent Nb” are not met.

In the ISO pardld sesson attack example, CPAL-ES quickly and reliably deter-
mined that this sequence of interactions between princi pals met the message based goals
specified for agiven [compromised] run of aprotocol. The globd assert statement in step
21 reflects one characteristic of this compromise, i.e. that | “knows’ the value Na2 that is
needed to compl ete the protocol and that A believes only B can know Na2. The“TRUE’

result of the evd uation reflects the fact that the specified run of the protocol meetsits



Chapter 6: Verifying Protocols Using the CPAL Evaluation System 117

desired objectives. Since we know the steps violate the desired results, the TRUE result

indicates we have found an attack on the protocol.

| SO Protocol Attack from [BIRD93]

la A: =>B(K);

1b B: <-(K);

2 A: Na:= new,

3 A: ->B(Na);

4 I: <-(Na);

5 I: =>A(Na); -- Intruder initiates a parallel session with A
6 A: <-(Na);

7 A:Na2 := new;

8 A: ->B(<e[Nalk,e[Na2]k>);
9 I: <-(msgl);

10 I: =>A(msgl); --I usesdatafrom parallel session in 1st session
11 A: <-(msg);

12 A: (Nae Nbe) := msg;

13 A: Na := d[Naglk;

14 A: Nb := d[Nbe]k;

15 A: assert(Na' == Nay;

16 A: ->B(Nb);

17 I: <-(Na2);

18 I: =>A(Na2);

19 A: <-(Na2);

20 A: assert(Na2' == Na2);
21 x: gassert(l.Na2' == A.Na2);

(((TRUE and (unique.v0 == d[<e[unique.v1]A k,eunique.vO]A .k>.2] A k)) and
(unique.vO == d[<€[unique.v1]A k,e[unique.vO]A .k>.2]A k)) and (unique.vl ==
d[<e[unique.v1]A k,e[unique.vO]A.k>.1]A.k))

*xxxx% Smplified predicate follows.

TRUE
Fgure6.12

6.4.4 The Trivid Two-way Protocol Attack

In [BIRD92], the authors give atriviad two-way authentication protocol and an

attack against that protocol. The protocol itsef isgivenin Appendix D. The attack the
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authors construct on this protocol isa paralld sesson attack. In Figure 6.13, Bird's attack
on the trivid two-way protocol illustrates how the stated message-based god of the origi-

na protocol may be met, but without guaranteeing the intent of the origind protocal.

Attack on the BIRD Trivial Two-way Protocol

S => A(kas);
A: <-(kas);
S: => B(kbs);
B: <-(kbs);
A: ->B(e[<A,e[N1]k>]k);
I: <-(msgl);
-- Above hereisfrom a previous sess on.
-- Theintruder now initiates a second sesson with B.
I: =>B(msgl);
B: <-(msgl);
- (src,msg2) = d[msgl]k;
:N1:=d[msg2]k;
: msg3 := €[<B,e[N2]k>]k;
:->A(<N1,msg3>);
I: <-(msg3a);-- Theintruder initiates a session with A using the
encry pted msg sent from B.
I: (N1,msg3) := msg3a;
I: =>A(msg3);
A: <-(msgy3);
A: (dst,msg4) := d[msg3]k;
A: N'1:=dmsg4]k;
A: msg5 = g[<A,g[N3]k>]k;
A: ->B(<N'l,msg5>);
I: <-(msgb);
I: (N2,msg5) := msg6; -- | now uses the information decrypted by A to spoof B.
I: =>B(N2);
B: <-(N'2);
B: assert(N'2 == N2);
*** End of Protocol ***

oW W™

(TRUE and (B.N2 == <d[d[<d[d[e[<A.A,e[A.N1]A k>]A K]A k.2]A kK,
e[<B.B,e[B.N2]A k>]A .k>.2]A k.2)A k,e[<A.A,eA.N3JA k>]A .k>.1))
***%x* End of verification condition. Simplified predicate follows.* *****
TRUE
Fgure6.13
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6.4.5. Abadi and Needham Attack on the Woo and Lam Protocol.

In [AN94] Abadi and Needham give an attack on the Woo and Lam protocol given
earlierin Figure 6.3. Thefocus of ther attack is the connection between the messagesin
the protocol. By starting two concurrent sessions with principal B and impersonating
principa A inone of the sessons, theintruder is able to substitute the fina responsein one
sesson for thefind response in the other sesson. The end result is to spoof B into beiev-

ing B hasavdid session with A, when A isnot involved in the session.
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Attack on the Woo and L am Protocol

S =>A(kas); A:<-(kas);
S: =>B(kbs); B: <-(kbs);
S:=>1(kis); B:<-(kis);

I: =>B(A); -- | initiates a session with B posing as A
B: <-(A);
B: ->A(Nbl); -- B'sfirst response to first sesson
I: <-(Nbl); -- | intercepts B's msg
I: =>B(l); -- | initiates a second session with B on its own behalf
B: <-(I);
B: ->I(Nb2); -- B'sresponse to second sesson with anew nonce
I: <-(Nb2);
I: =>B(e[NDb1]kis); -- | subsitutes B’s nonce from the first sesson
B: <-(msgl);-- B cannot detect whether this messageisfrom the first or second session
I: =>B(e[Nb1]kis);
B: =>S(e[<A,msg1>]kbs);
S: <-(msgla);
S: (A,msgl) = dimsglalkbs;
S: Nbl := dimsgl]kas;
B: <-(msg2); -- msglfrom thefirst sessonisequal to msg2
B: =>S(g[<I,msg2>]kbs);
S: <-(msg2a);
S: (I,msg2) := d[msg2a]kbs;
S: Nbl' :=d[msg2]kis --If src==I inlast msg use kis
S: =>B(e[Nb1]kbs);
: <-(msg5);-- B cannot detect whether this message isfrom thefirst or second session
- Nbl' := d[msg5]kbs;
: =>B(e[Nb1'lkbs);
B: <-(msgb);
B: Nb1" := dimsg6]kbs;
B: assert(Nb1' == Nb1);
-- Because msgs are async without guaranteed origin, B believes thisisfrom A.
*** End of Protocol ***

(TRUE and (B.Nb1==d[e[d[d[€]<I.,&[B.Nb1]Skis>] Skbs| Skbs.2] Skis| Skbs]S.kbs))

nwwow

*xxx%x gmplified predicate follows

TRUE
FHgure6.14

The CPAL-ES eva uation given in Figure 6.14 captures the nature of the attack on

the Woo and Lam protocol. Since theintruder actionswill not compl ete the second ses-
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g0n, no assertions are made about the second sesson’svdidity. The attack is successful
because the intruder is able to substitute aresponse intended for the attack sesson into the

origina sesson.
6.4.6 CPAL-ES and Intruder Actions

Evduation of the replay attack in Figure 6.11 and the pardld sesdon attacks of
Figure6.12, 6.13, and 6.14 dearly illustrates how CPAL-ES gives explicit meaning to the
actions an intruder may take. Represented as routine network operations, the intruder
actions shown in these attacks are strai ghtforward and well-defined. Anintruder may
recel ve amessage into its persond address space, modify datain the address space, and
submit messages onto the net. With these three capabilities, which closdy mirror the
capabilitiesintruders are routindy assumed to have, the intruder can accomplish amyriad

of attacks. The meaning of these attacksis formally defined by CPAL-ES.

The CPAL-ES model is accuratein that it does not alow the intruder to directly
change avalid principal’s address space. Rather, such changes are forced to occur indi-
rectly, across the network, using the norma send and recei ve statements. Because the
CPAL-ESview of theintruder is simple and intuitive, an andyst can easily utilize CPAL-
ES to specul ate about possible intruder actions and quickly eva uate the results of those
actions. Becauseintruder actions are explicit in thisway, they are easi er to estimate and

explore.

6.5 Evaluating Public-Key Protocols

The protocols and attacks we considered so far are based on symmetric key, or pri-
vate key, protocols. CPAL-ESalso allows usto evaluate asymmetric, or public, key pro-
tocols. Thisisaccomplished through the encrypt public (ep) and decrypt public (dp)

operators.
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Thefirst public key protocol welook at is the Needham and Schroeder Public key
protocol [NS78]. The CPAL-ES evaluationisgivenin Figure 6.15. Theintent of the
Needham and Schroeder Public Key Protocol isto allow atrusted authentication server to
securely distribute the public key of two parties to each other so a secure session may be

accomplished us ng each participant’s public key.

Needham and Schroeder Public Key Protocol
S: assume(globa .decrypt(B.ks+,Sks-));

S: assume(globa .decrypt(A .ks+,S.ks-));
A:=>S(<A.AA.B>);

S: <-(Smsy);

S (SA,SB) ;= Smgg;

S: => A(ep[<Skb+,S.B>]|Sks);

A: <-(A.msQ);

A: (A .kb+,A.B) := dp[A.msg] A ks+;
A: => B(ep[<A.NaA.A>]A kb+t);
B: <-(B.msQ);

B: (B.Na,B.A) := dp[B.msg]B.kb-;
B: => S(<B.B,B.A>);

S: <-(Smsg2);

S (SB,SA) := Smsgz;
S: => B(ep[<Skat,S.A>]Sks);
B: <-(B.msg2);
B: (B.kat+,B.A) := dp[B.msg2] B.ks+;
B: => A(ep[<B.Na,B.Nb>]|B kat);
: <-(A.msg2);
: (A.Na,A.Nb) := dp[A.msg2] A ka;
: assert((A.Na==A.Na));
: => B(ep[A.Nb]A .kb+);
: <-(B.msg3);
: B.Nb' := dp[B.msg3] B.kb-;
: assert((B.Nb == B.NDb));

WwWwWw>>>>

*** End of Protocol ***
*xxx%x gmplified predicate follows.

((not (globd .decrypt(B.kb-,S.kb+)) or ((not (global.decrypt(A.ka-,S.kat)) or
ol obd .decrypt(B.kb-,S.kb+)) and gl obal.decrypt(A.ka-,S.kat))) and globa .decrypt(B.kb-
,S.kb+t))

Fgure6.15
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CPAL allows the normal naming convention of suffixing aplussign to the key
name for the public key and suffixing aminus sign for the private key of the pair. Rather
than depend on this convention to identify the public and private key pair, CPAL-ES
matches the public and private key pairsin the evaluation and shows us what the rel ation-
ships must be in order for the protocol to execute properly. Toillustrate the use of the
ASSUME statement with public key protocols, the run of the Needham and Schroeder
Public Key Protocol shown in Figure 6.15 was executed without two ASSUME state-
ments. The resulting predicate illuminates the additiond rel ationships that must hold in
order for the protocol to work as desired. By adding the ASSUME statements:

S: assume(globd .decrypt(B.kb-,S.kb+));

S: assume(globd .decrypt(A .ka-,S.kat));

the verification condition simplifiesto TRUE.

The Tatebashi, Matsuzaki, and Newman (TMN) protocol [TMN91] isanother
cryptographic protocol that utilizes asymmetric key cryptography. Itis particularly inter-
esting because it uses a combination of symmetric and asymmetric key methodsin order

to pass akey to be used in a symmetric key secure communication sess on.

In the protocol, A and B securetheir messages to Susing S's public key which they
are assumed to know. S securesitsmessageto A using the temporary symmetric key sup-
plied by A. B generates the key to be used asthe session key. The CPAL-ES evd uation of

the TMN protocol isgiven in Figure 6.16.
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TMN Public Key Protocol

S: assume(globd .decry pt(S.pks-,A.pks));
S: assume(globd .decry pt(S.pks-,B.pks));
A: => S(<A.A A .B,ep[A .kalA.pks>);
S: <-(Smsgl);
S: (SA,SB,Smsg2) := Smsgl,
S: Ska:= dp[S.msg2] S.pks-;
. =>B(S.A);
1 <-(B.A);
: => S(ep[B.kab]B.pks);
: <-(S.msg3);
S: Skab := dp[S.msg3]S.pks-;
S: => A(g[Skab]S.ka);
: <-(A.msgl);
: Akab := d[A.msgl]A ka;
: => B(g[A.important_data] A .kab);
: <-(B.msgl);
: B.important_data := d[ B.msg1]B.kab;
: gassert((A.important_data == B.important_data));

VoW w

XWowr>r>r

*** End of Protocol ***

(TRUE and (A.important_data == d[e[A.important_data]d[e[dp[ep[ B.kab]B.pks] S.pks-
]dp[<A.A ,A.B,ep[A kaA.pks>.3]S.pks-]A .ka] B.kab))(((d[e[dp[ep[ B.kab] B.pks] S.pks-
]dp[ep[A .ka]A.pks] S.pks-]A .ka == B.kab) imp (A.important_data == A.important_data))
and (not ((d[e[dp[ep[B.kab]B.pks] S.pks-]dp[ep[A .ka] A.pks] S.pks-]A .ka == B.kab))

imp (A.important_data == unique.v0)))(((dp[ep[A .ka] A .pks]S.pks- == A.ka) imp (B.kab
== B.kab)) and (not ((dp[ep[A .ka] A.pks]S.pks- == A.ka)) imp (unique.v2 == B .kab)))

*xxx%x gmplified predicate follows.
TRUE

Fgure6.16
In [SIMM85], S mmons reports that there are flaws in the TMN protocoal. In
[KMM93] Kemmerer, Meadows, and Millen illustrate their respective cryptographic pro-
tocol analysis tools by demonstrating how the r respective methods woul d detect one of
the flaws that Simmons aready discovered. We give one attack on the TMN protocol in
Figure 6.17. Noticethat the globa assert statement reflects the knowl edge that the

intruder has of the “important data’ .
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Attack onthe TMN Protocol

S: assume(globd .decry pt(S.pks-,A.pks));
S: assume(globd .decry pt(S.pks-,1.pks));
A: => S(<A.A A .B,ep[A .kalA.pks>);

S: <-(Smsgl);

S: (SA,SB,Smsg2) := Smsgl,

S: Ska:= dp[S.msg2] S.pks-;
S:->B(SA);

I: <-(1.A);

I: 1.kab := new;

I: => S(ep[l.kab]l.pks);

S: <-(Smsg3);

S: Skab :=dp[S.msg3]S.pks-;

S: => A(g[Skab]S.ka);

A: <-(A.msgl);

A: A kab := d[A.msgl]A ka;

A: -> B(e[A.important_data] A .kab);

I: <-(I.msgl);

I Limportant_data := d[1.msg1]I.kab;

X: gassert((l.important_data == A.important_data));

*** End of Protocol ***

(TRUE and

(d[e]A.important_data] d[e] dp[ ep[uni que.vO]l.pks] S.pks-
dp[<A.A,A .B,ep[A ka]A.pks>.3] S.pks-] A ka]unique.vO ==
A.important_data))(((d[e[dp[ep[unique.vO]l.pks]S.pks-]dp[ep[A .ka] A.pks] S.pks-] A .ka
== unique.v0) imp (A.important_data == A.important_data)) and

(not ((d[e[dp[ep[unique.vO]l.pks]S.pks-]dp[ep[ A .ka] A .pks] S.pks-] A .ka == unique.v0))
imp (unique.vl == A.important_data)))(((dp[ep[A.ka]A.pks]S.pks- == A.ka) imp
(unique.v0 == unique.v0)) and(not ((dp[ep[A.ka]A.pks]S.pks- == A .ka))

imp (unique.v3 == unique.v0)))

*xxxx% Smplified predicate follows.
TRUE
Fgure6.17
The CCITT protocol [CCITT], [BAN89], [GS91] exercises CPAL-ES against

another mix of cryptographic techniques used to establish a secure communication ses-
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son. Timestamps are used to ensure message freshness and nonces to connect messages

inthe sesson. Asymmetric key techniques are used to S gn some message components

and to authenticate others. The CPAL-ES eva uation of the CCITT X.509 protocol is

givenin Figure 6.18.

CCITT X.509 Authentication Protocol

-- Taand Tb are timestamps

-- Xa&, Ya, Xb, and Yb are user data.

-- The protocol ensures theintegrity of Xaand Xb and

-- guarantees the privacy of Yaand Yb.

: assume(gl obd .decrypt(B.kat+,A ka));

- assume(gl obd .decry pt(A.kb+,B.kb-));

1 => B(<A.Aep[<A.TaA.Na,A.B,A.Xaep[A.Ya A .kb+>]A ka>);
: <-(B.recdl);

. (B.A,B.msgl) := B.recdl;

: (B.Ta,B.Na,B.dst,B.Xa,B.msg2) := dp[B.msgl]B.kat;
- assert(B.time_ok(B.Ta));

: B.Ya:= dp[B.msg2]B.kb-;

: B.Nb :=new;

: <-(A.recdl);

: (A.dst',A.msg3) := A.recdl;

: (A.Tb,A.Nb,A.A,A.N'a,A.Xb,A.msg4) := dp[A.msg3]A .kb+;
: assert(A .time_ok(A.Th));

D AYD = dp[A.msg4]A ka;

: assert((A.Na==A.N'a));

: => B(ep[A.NbJA k&);

: <-(B.msgb5);

: B.N'b := dp[B.msg5] B .ka+;

: assert((B.Nb == B.N'b));

WWwW>>>>>>>00000EHED>T>

*** End of Protocol. Simplified predicate follows***

(A.time_ok(B.Tb) and B.time_ok(A.Ta))
Fgure6.18

: => A(<B.B,ep[<B.Th,B.Nb,B.A,B.Na,B.Xb,ep[B.Yb]B.ka+>]B.kb->);
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In [BAN89] Burrows, Abadi and Needham construct an attack on the CCITT pro-
tocol. We give the CPAL-ES evduation of that attack in Figure 6.19. The attack the
authors construct is a sophisticated oracl e attack using a both areplay sesson and paralld
sesson. Theintruder initiates a sesson with principa B using the message from a previ-
ous sesson. Thisdlows B to decrypt the message under principa A’s public key and find
the destination identifier B in the message text. B responds with the appropriate message,
which contains just enough d eartext information to dlow the intruder to prompt princi pal
A in the attack session to generate the exact vd ue necessary to convince B that the

intruder isprincipa A inthe origina sesson.

Aswe seg, this attack illustrates many different, complex concepts surrounding
attacks on cryptographic protocols. This one attack utilizes replay, pardld sesson, and
orad e attack methods; it contains timestamps and nonces; and it is a public key protocol.
Nonethd ess, the CPAL-ES evd uation for this attack was easily constructed and effec-

tively illuminates each of the conceptsjust di scussed.
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Attack on the CCITT X.509 Authentication Protocol

-- Taand Tb aretimestamps. Xa, Ya, Xb, and Yb are user data.
-- The protocol ensures theintegrity of Xaand Xb and guarantees the privacy of Ya
and Yb.

A: assume(globd .decrypt(B.kat,A ka));
I assume(gl obal .decrypt(l.ki-,A ki+));
A: assume(gl obd .decrypt(l .kat+,A ka-));
I assume(gl obal .decrypt(l.kb+,B.kb-));
A: ->B(<A,ep[<Ta,Na,B,Xaep[ Yakb+>]ka>);
I: <-(msgl);
-- Above hereisfrom a previous sesson
I: =>B(msgl);
B: <-(recdl);
B: (A,msgl) := recdl;
B: (Ta,Na,dst,Xamsg2) := dp[msgl]kat; --B does not check the timestamp Ta
B: Ya:= dp[msg2]kb-;
B: ->A(<B,ep[<Tb,Nb,A ,Na,Xb,ep[Y b]ka+>]kb->);
I: <-(recdl);
I: (B,msg3) := recdl,
I: (Tb,Nb,A,N'a,Xb,msg4) := dp[msg3]kb+;
A: =>I(<A ep[<Ta2,Na2,| Xa2,ep[ Ya2]ki+>]ka->);
<-(recd2);
(A,msg5) :=recd2;
(Ta2,Na2,B,Xa2,msg6) := dp[msg5]kat;
=>A(<I,ep[<Ti,Nb,C,Na2,Xi,ep[ Yi]kat+>]ki->);
: <-(recdl);
: (I,msg7) :=recdl;
. (Ti,Nb,A ,N'a2,Xc,msg8) := dp[msg7]ki+;
: Yb := dp[msgd]kat;
: assert(N'a2 == Na2);
- =>I(ep[Nb]ka);
I: <-(msg9);
I: =>B(msg9);
B: <-(msgb);
B: N'b := dp[msg5]kat;
B: assert(N'b == Nb);
*** End of Protocol. Simplified predicate follows. ***

>>>>> > T T

TRUE
Fgure6.19
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6.6 Other protocols

In [SNEK92], Snekkenes gives a straitforward variation on the Needham and
Schroeder Private Key Protocol [NEED78] that he calsKP. KPisnot vulnerableto
replay attack dueto the nonce in each tranamission. Asthe CPAL-ESevduationin Figure
6.20 shows, the nonces transfer as desired. Nonethd ess, the protocol is vulnerable to

attack, as we seein the Figure 6.21.

Snekkenes' KP Protocol
. => A(Skas);
: <-(A kas);
. => B(S.kbs);
: <-(B.kbs);
:=>B(<A.A,A.NaA.B>);
: <-(B.msy);
: (B.A,B.Na,B.B) := B.msg;
: => §(<B.A,B.Na,B.B,B.Nb>);
1 <-(Smsg);
S: (SA,S.Na,S.B,S.Nb) := Smsg;
. => B(g[<S.kab,S.A,SNb,e[<S.A,S.B,S.Na,S kab>]S kas>]S.kbs);
: <-(B.msg2);
. (B.kab,B.A,B.Nb',B.msg3) := d[B.msg2] B.kbs;
: assert(B.Nb' == B.Nb);
: => A(<B.msg3,e[<B.Na,B.Nc,B.B>]B.kab>);
: <-(A.msyg);
. (A.msg3,A.msg4) := A.msg;
: (A.A,A.B,A.Na,A kab) := d[A.msg3]A kas;
: assert(A.Na == A.Na);
: (A.Na,A.Nc,A.B) := d[A.msg4]A .kab;
: => B(g[<A.NCc,A.A>]A kab);
: <-(B.msgd);
: (B.NC',B.A) := d[B.msg4]B.kab;
: assert(B.Nc' == B.Nc);
*** End of Protocol , simplified predicate follows.

WWWwW>»WW>>W

WwWw»>»2>»r2>r2>»r2>?000TW

TRUE
Fgure 6.20
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Due to the construction of the messagesin KP and the nesting of encrypted com-
ponents within messages, the origind verification condition is complex, taking two pages
to display. CPAL-ES quickly determines the truth of the verification condition with only

two assumptions.

Snekkenesis able to compromise KP by attacki ng the message structure of the
protocol. Because of the 9 milar composition of the messages, Snekkenes s able to substi-
tute the fourth message of the origina sesdon as the third message of an attack sesson
without detection. Though the attack session does not reach compl etion, this spoof alows

the intruder to gain access to the sesson key of the origina session.
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Attack on the KP Protocol

. => A(Skas);

: <-(A kas);

. => B(S.kbs);

: <-(B.kbs);

. -> B(<A.AA.NaA.B>);

I: <-(1.msg);

I: (I.LA,l.Na,l.B) := 1.msg;

I: =>A(<L.B,l.Ni,|.A>);

A: <-(A.msQ);

A: (A.B,ANi,AA) ;= A.msg;

A:-> S(<A.B,A.Ni,A.AA.Na2>);

I: <-(I.msgl);

I: (1.B,I.Ni,l.A,I.Na2) := l.msg1;

I: =>B(<I.A,l.Na2,|.B>);

: <-(B.msy);

:(B.A,B.Na2,B.B) := B.msg;

: => §(<B.A,B.Na2,B.B,B.Nb>);

1 <-(Sms);

S: (SA,SNa2,S.B,S.Nb) := Smsg;

S. => B(g[<Skab,SA,SNb,g[<S.A,S.B,S.Na2,S kab>] S kas>] S.kbs);
B: <-(B.msg2);

B: (B.kab,B.A,B.Nb',B.ticket for_A) :=d[B.msg2] B .kbs;
B: assert((B.Nb' == B.Nb));

B: -> A(<B.ticket_for_A ,e[<B.Na2,B.Nc,B.B>]B kab>);
I: <-(1.msg2);

I: (I.ticket_for_A,l.confirmation) :=1.msg2;

I: => A(l.ticket_for_A);

A: <-(A.msg2);

A: (A kab',A.B,A.Naz2' A ticket for_B) := d[A.msg2]A kas,
A: assert((A.Na2' == A.Na2));

A:->B(A.ticket_for_B);

I <-(I kab);

I: (1.Na2,l.Nc,I.B) :=d[l.confirmation] | .kab;

I: => B(¢g[<I.Nc,l.A>]l.kab);

B: <-(B.msg4);

B: (B.NC',B.A) := d[B.msg4]B.kab;

B: assert((B.Nc' == B.Nc));

*** End of Protocol, simplified predicate follows.
TRUE

>oWWwrw

o wWw

Fgure6.21

The CPAL-ES evd uation of the protocol attributed to Yahaom in [CARL94] is

giveninFigure 6.22. The Yahdom Protocol is athree party, symmetric key protocol
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whose god isto provide two communicating prind pa s with asymmetric key suitable for

asecure sesson. The protocol requires four trangmissions.

Yahalom Protocol

. => A(Skas);

: <-(A kas);

. => B(S.kbs);

: <-(B.kbs);

1 =>B(<A.AA.Na>);

: <-(B.msy);

. (B.A,B.Na) := B.msg;

: => S§(<B.B,g[<B.A,B.Na,B.Nb>]B.kbs>);

: <-(Smsy);

S: (S.dst,S.nonces) := Smsg;

S: (SA,S.Na,S.Nb) := d[S.nonces| S.kbs;
S:=>A(<€[<S.dst,Skab,S.Na,S.Nb>] Skas,e[<S.A,Skab>]|Skbs>);
: <-(A.mspg);

. (A.ticketa,A.ticketb) := A.msg;

. (A.dst,A.kab,A.Na,A.Nb) := d[A ticketa] A kas,
: assert(A.Na== A.Na);

: => B(<A.ticketb,e[A.NDb]A .kab>);

: <-(B.msg2);

. (B.ticketb,B.nonce) := B.msg2;

: (B.A,B.kab) :=d[B.ticketb] B .kbs;

: B.Nb' := d[B.nonce] B.kab;

: assert(B.Nb' == B.Nb);

** End of Protocol, simplified predicate follows

TRUE

(I_)WWWZDWCD:D(D

*x W WODWW>>>>>

Fgure 6.22

The Yahalom protocol protects against replay attacks by including anoncein each
protocol message. Though the second component of the third message does not contain a
nonce, it is protected because the key within that component is combined with anonce in
the other component of the message. Once again, by assuming the equiva ence of the
principa’s private keys with the authentication server, the protocol meetsits god's of

nonce equiva ence.

Syverson gives a two way authentication protocol (Figure 6.23) and an attack on

the protocol (Figure 6.24) in [SYV93a].
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Syver son Protocol

S => A(Skas);

A: <-(A kas);

. => B(S.kbs);

: <-(B.kbs);

. => B(<A.AA.Na>);

: <-(B.msy);

. (B.A,B.N@) := B.mgg;

: => S(<B.B,B.Nb,g[<B.Nb,B.Na,B.A>]B.kbs>);
L <-(S.msg9);

S: (S.B,S.Nb,Smsgl) := Sms9;

S (S.N'b,SNa,S.A) :=d[S.msgl]S.kbs,
S: assert(S.N'b == S.Nb);

(/)UJUJUJ:DUJU)

: <-(A.msgX);

- (A.ASID,A.B,A.NSA.msy2) := A.msgx;
: (A.N'a, A.N's A.B") := d/A.msg2] A kas,
. assert(A.Na==A.N'a);

: => §(<A.A, g <A kab,A.NsA.B>]A kas>);
. <-(S.msg7);

S (S A',Smgy3) := Smsy7;

S: (Skab,S.N's,S.B') := d[S.msg3]S.kas;

S assert(S.Ns==S.N's);

S => B(<S.S,€[<S.Nb,S.kab,S.A>]S.kbs>);
B: <-(B.msg8);

B: (B.ASID,B.msg4) := B.msg8;

B: (B.N'b,B.kab,B.A") := d[B.msg4]B .kbs;

: assert(B.Nb == B.N'b);

: => A(e[B.f(B.Na)] B.kab);

. <-(A.msg5);

- A.N'a:=d[A.msg5]A kab;

. assert(A.f(A.Na) == A.N'a);

: gassert(B.kab == A .kab);

*** End of Protocol ***

*xxxx% Smplified predicate follows.

U)>>>>>m

><)>)>J>UJUJ

(A f(A.Na) == B.f(A.Na))

Fgure 6.23

- => A(<S.5,S.B,S.Ns,g<S.Na,S.Ns,S.B>] S kas>);

133
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Syverson’s protocol is slightly more complex than previously di scussed protocols.
It requires six trangmissions with three to five componentsin each transmisson. The
strength of the authentication isincreased by applying afunction to principal A’s original

nonce, resulting in the fina form of the verification condition shown in Figure 6.23.

The attack Syverson constructs on his own protocol exploits the similarity of mes-
sage components. By extracting an encrypted component of principa A’sfirst messagein
the attack session, and combining that component with information passed in the clear in
the origind session, the intruder is able to construct a message that meets the form of the
protocol and spoofs both the authentication server and principa B into believing the
intruder is actualy principal A. The CPAL-ES evd uation of this attack reflects the suc-

cess of the attack aslong as A and B apply the same function f to nonce Na.
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Attack On Syverson’s Protocol

S => A(Skas);

A: <-(A kas);

S => B(S.kbs);

B: <-(B.kbs);

I: =>B(<Il.A,|.Na>);

: <-(B.msga);

. (B.A,B.Na@) := B.msgga;

: B.msgl := [<B.Nb,B.Na,B.A>]B .kbs;
: => §(<B.B,B.Nb,B.msg1>);

S. <-(Smgga);

S: (S.B,S.Nb,S.mggl) := Smsya;

S (S.N'b,S.Na,S.A) ;= d[S.msgl]S.kbs;

S: assert((S.N'b == S.Nb));

S: Smsy2 = g<S.Na,S.Ns,S.B>]|Skas,

S. -> A(<S.5,S.B,S.Ns,S.msg2>);

I <-(I.msgc);

I: (1.S,1.B,1.Ns,|.msg2) := |.msgc;

I: =>A(<I.B,|.Ns>);

A: <-(A.msga);

A: (A.AA.Ns) .= A.mga;

A: A.msy3 .= g<A.NaA.NsA.A>]A kas,

A: -> S(<A.B,A.Na,A.msgy3>);

I <-(I.msgd);

I: (1.B,l.N'a,l.msg3) := |.msgd;

I: =>S(<I.A,l.msg3>);

S: <-(S.mggb);

S (S.A',Smgg3) ;= Smggb;

S: (Skab,S.N's,S.B") := d[S.msg3]S.kas;

S assert((S.Ns== S.N's));

S: Smsg4 = g[<S.Nb,S kab,S.A>]Skbs;

S => B(<S.5,S.msg4>);

B: <-(B.msge);

B: (B.ASID,B.msg4) := B.msge;

B: (B.N'b,B.kab,B.A") := d[B.msg4]B.kbs;

B: assert((B.Nb == B.N'b));

B: B.msy5 := ¢B.f(B.Na)]|B.kab;

B: -> A(B.msy5);

I <-(I.msg5);

0w :

*** End of Protocol ***
**xx%x gmplified predicate follows.

TRUE
Fgure 6.24
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We present the Neuman and Stubblebine protocol from [NS93] in Figure 6.25 and
its attack formul ated by Syversonin [SYV93b] in Figure 6.26. The protocol is asymmet-
ric key protocol that utilizes nonces to ensure message freshness. The protocol is struc-
tured so that severa message components are forwarded between partici pants,
complicating the protocol and making the tracking of the components more difficult. Itis
this nesting that [at | east indirectly] provides the weakness that Syverson exploitsin con-

structing his attack on this protocol.

CPAL-ES handl es the nesting of message components easily and displays the nec-
essary rel ationships automatically. The nesting resultsin avery complex initid verifica
tion condition. However, CPAL-ES s mplification reduces thefinal result into

manageable form.
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Neuman and Stubblebine Protocol

. => A(Skas);

: <-(A kas);

. => B(S.kbs);

: <-(B.kbs);

1 =>B(<A.AA.Na>);

: <-(B.msgl);

. (B.src,B.Na) := B.msg1;

: => §(<B.B,€[<B.src,B.Na,B.Tb>] B.kbs,B.Nb>);
: <-(S.msg2);

S: (S.B,Smsg3,S.Nb) := Smsg2;

S: (S.src,S.Na,S.Th) := d[S.msg3]Skbs;

. => A(<€[<S.B,S.Na,S.kab,S.Tb>]S kas,e[<S.src,S kab,S.Th>]S.kbs,S.Nb>);

: <-(A.msgd);

. (A.msg5,A.msg6,A.Nb) := A.msg4;

: (A.B,A.N'aA .kab,A.Tb) := d[A.msg5]A kas;

: assert((A.Na==A.N'a));

: => B(<A.msg6,e[A.ND]A kab>);

: <-(B.msg9);

: (B.msg7,B.msg8) := B.msg9;

: (B.src',B.kab,B.Th) := d[B.msg7]B.kbs;

: assert(B.src == B.src);

: B.N'b := d[B.msg8]B.kab;

: assert(B.Nb == B.N'b);

(I_)WWWIDWCD:D(D

wwwwww>>>>>m

*** End of Protocol ***
***%**xOriginad verification condition omitted due to size
*xxx%x gmplified predicate follows.

TRUE
Fgure 6.25

Syverson constructs his attack on Newman and Stubbl ebine’s protocol by recog-
nizing the s milarity of a message component of the first message of the target princi pa
(B) and a message component of the authentication server (S). In the B’sfirst message,
one component contal ns the encryption of the catenation of the source identifier, anonce
(Nb), and atimestamp generated |ocally (Th), dl encrypted under S's private key shared
with B (kbs). In the message from S to the originator of the protocol, one component con-
tains the encryption of the catenation of the source identifier, the new session key, and Tb,

agai n encrypted under kbs. Because B cannot di stingui sh a nonce from akey, Syverson is
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able to use the message component B generated to spoof B into us ng the nonce as the ses-
son private key. Sincethevdue of Nais public, theintruder can conduct a sesson with

B, masguerading as A.

The CPAL-ES evd uation dearly reflects the intruder’s actionsin this attack. Mes-
sages areintercepted and the critical component for the attack is podtioned to meet the
protocol god. The result of the evd uation reflects the substitution that Syverson con-

cocted.

Attack on the Neuman and Stubblebine Protocol

S: => B(Skbs);
B: <-(B.kbs);
I: => B(<I.A,|.Na>);
B: <-(B.msgl);
B: (B.A,B.Na) := B.msg1;
B: -> S(<B.B,g[<B.A,B.Na,B.Tb>]B.kbs,B.Nb>);
I: <-(I.msga);
I (1.B,I.msgb,I.Nb) := 1.msga;
I: => B(<l.msgb,e[l.Nb]I.Na>);
B: <-(B.msgc);
B: (B.msg2,B.msg3) := B.msgc;
B: (B.A,B.kab,B.Th) := d[B.msg2]B .kbs,
B: B.N'b := d[B.msg3]B.kab;
B:if ((B.Nb ==B.N'b)) then
{ assert(B.good(B.kab,B.A));}
dse
{ assert(B.bad(B.kab));}

*** End of Protocol ***
*xxx%x gmplified predicate follows.

B.good(l.Na,l.A)
Fgure 6.26

In [BIRD93], the authors give two protocols that utilize an xor function to he p
ensure the freshness of amessage. The s mple protocol from their Figure 8 isgiven dong
with its CPAL-ES evauation in Figure 6.27. We use the CPAL function operation to

reflect application of XOR to the nonce and theidentifier in the second message. The
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result shows that the assumption of the equivd ence of the private symmetric key between
A and B isnot quite strong enough to compl ete the proof. The evd uation a so shows that
we must assume that A and B are applying the same function for the protocol to operate

correctly.

Bird’s XOR Protocol

A: => B(A .kab);

B: <-(B.kab);

A:=>B(A.Na);

B: <-(B.Na);

B: => A(<e[B.XOR(B.Na,B.B)]B.kab,e[B.Nb] B.kab>);
A: <-(A.msQ);

A: (A.msgl,A.msg2) := A.msg;

A: Axor_Na b :=dA.msgl]A .kab;
A: A.tmp := A.XXOR(A.NaA .B);

A: assert(A.xor_Na b == A.tmp);
A: A.Nb := d[A.msg2] A .kab;

A: =>B(A.Nb);

B: <-(B.Nb";

B

: assert(B.Nb' == B.Nb);
*** End of Protocol ***

((TRUE and (d[<€[B.X OR(A.Na,B.B)] A kab,e[B.Nb]B.kab>.2] A .kab == B.Nb)) and
(d[<e[B.XOR(A .Na,B.B)] A kab,e[B.Nb]B kab>.1]A .kab == A XOR(A .Na,A.B)))

*xxx%x Implified predicate follows.

(B.XOR(A.Na,B.B) == A.XOR(A .Na,A.B))
Fgure6.27
Bird et. d. dso give an attack on the XOR protocol. We give the attack and its
CPAL-ESevaluation in Figure 6.28. The attack is based on a parallel session, or inter-
leaving attack. With the attack on Bird’s XOR protocol, we again illustrate how CPAL-ES

can be used to investigate intruder actions rel ative to a specific protocol.
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Attack on Bird’s XOR Protocol

=>B(A.kab); B:<-(B.kab);
A.N1:=new;

A:->B(A.N21);

I: <-(I.N2);

I: =>A(I.XOR(I.A,l.XOR(I.N1,1.B)));
A: <-(A.N1);

A: AN2 :=new;

A: -> B(<e[A.XOR(A.N1',A.B)]A kab,gfA.N2]A .kab>);
I: <-(I.msg2);

I: =>A(l.msg2);

A: <-(A.msg2);

A: (A.msg3,A.msg4) .= A.msg2;

A: Axor_nl b:=dA.msg3]A.kab;
A: A.tmp:= A.XOR(A.N1A.B);

A: assert((A.xor_nl _b==A.tmp));

A

A

I

A:
A:

- A.N2 := d[A.msg4]A kab;
:->B(A.N2);
<-(1.N2);

*** End of Protocol, simplified predicate follows.
(A XOR(I.XOR(I.A,I. XOR(unique.vl,l.B)),A.B) == A.XOR(unique.v1,A.B))

Fgure 6.28



Chapter 7
CPAL-ESand BAN Logic

Aswe discussed in Chapter 5 and illustrated in Chapter 6, CPAL-ES offers mes-
sage based eva uation of cryptographic protocols. This evaluation focuses on the rel ation-
ships between vad ues passed in the protocol messages and on the state of the principal’s
address spaces during and after compl etion of the protocol run. As Burrows, Abadi, and
Needham so powerfully illuminated, a greater abstraction to dlow the analyst to deal with
concepts such as beiefs of princpasishdpful, maybe necessary, to effectively evd uate
the capabilities of aprotocol. Seemingly, it would be beneficd if we could combine
CPAL-ES evaluation with BAN Logic evd uation to yield amore powerful tool. CPAL
was designed with this capability in mind.

7.1 Combining CPAL and BAN L ogic Notation

Recall that BAN Logic isacombination of formul a notation (the logica language)
and rules of inference. The andyst expresses the assumptions and logicd meaning of the
protocol stepsin the BAN notation and then utilizes the rul es of inference to derive logical
formul ae (theorems) representing the meaning of the protocol. While BAN notationis
highly symbolic for ease of use, the BAN concepts are easily captured in the more familiar
predicate notation. Because agod of CPAL isto dlow the protocol andyst to encode the
logicd meaning of the statementsinto the operationa protocol itself, CPAL was designed
to alow logica predicates to be expressed in CPAL ASSUME and ASSERT statements.

In combining the CPAL-ES and BAN L ogic techniques, the actions of the princi-
palsin the protocol are expressed using the CPAL operators for send, receive, encrypt,
decrypt, etc. The protocol assumptions, expressed as BAN Logic predicates or as opera-
tions on vaues, are induded as CPAL ASSUME statements. Protocol god s are captured

in CPAL ASSERT statements. Thus, thefirst step in preparing a protocol for combined

141
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CPAL-ESand BAN Logic evduation is to encode the protocol assumptions, steps, and
god s as though only the CPAL-ES, message based, evd uation were to be accomplished.
The second step is to determine the valid BAN Logi c assumptions for the protocol. The
assumptions are encoded in CPAL ASSUM E statements using predi cate notation for each

BAN Logic construct.

Next, the protocol god s are encoded as CPAL ASSERT statement a so using pred-
icate notation for each BAN Logic construct. Findly, the protocol steps are andyzed for
BAN Logic annotations. The resulting annotations are treated as assumptions and are

encoded in CPAL ASSUME statements.

Onegoal of CPAL-ESis to reduce the complexity of translating protocol actions
into alogicd formula. The essence of CPAL-ESisto take a procedurd specification of a
protocol an translate it into alogical definition, which we demonstrated in Chapter 6.
When CPAL-ESis combined with BAN Logic, this job becomes more difficult.

The source of the difficulty is the nature of the BAN Logic beief constructs (pred-
icates). Of the BAN Logic constructs we described in Chapter 2, only the SEES, FRESH,
and GOODKEY predicates are of interest to us as bdiefs to be associated with particul ar
vaues or actions. Other predicates, such asthe CONTROL S predicate, are used only for
expressing assumptions that are not based on a principa’s actions. A principa ether con-
trols a predicate or it doesnot. Control is not gained or transferred during a protocol run.
For thistype of predicate, we do not need to consider translation of principa actionsinto
associated beliefs. Other BAN Logic predi cates are concerned with the trand ation we

address, but are not applicable for the 9 mple exampl es we have chosen.

First cong der the SEES predicate. Based on the CPAL operationa model, we
define the SEES predicate to mean that a principa SEES every dataitem that existsin

their local address space. We can state this trand ation as aforma rule:
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For every CPAL recelve and ass gnment statement of the form:
"P. X:=Y;"or P <-(X);"
generate an assume statement of the form:

"P: assume(sees(PX));".

Thus, CPAL receive and assignment statements are trand ated directly into BAN
Logic SEES predicates. Additiond itemsthat aprincipal sees areidentified during the
weakest precondition eva uation and reflect the construction of the messages the princ pa

receives. Consider thefollowing CPAL segment:

1. A: =>B(<NaNal>);

B: <-(msg);
3. B: assume(X.sees(B.B,B.msy));

The assume statement in step 3 is manually generated directly from the receive
statement in step 2 aswe just described. Sincemsg will bereceived into B’slocd address
space as B.msg, principa B isassumed to SEE msg in the BAN Logic sense. Dueto the
structure of the vdue “msg”, when the weakest precondition definitions are applied to the
specification, this assumption will result in the following entry in the verification condi-

tion:

sees(B.B,<A.Na,A.Nal>).

Smilarly, we may define an assumption generation rule for the CPAL NEW state-
ment. Any vaue generated as NEW is created in the current run of the protocol andis
cons dered to be arandom number, and, thus, is fresh by definition. We further definethis
statement to mean that the creator of the NEW vaue beieves that the vdueisfresh. We

may then state:

For every CPAL assignment statement of the form “P: X:=new;” generate two assume

statements of the form
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"P: assume(fresh(X));".
"P: assume(bdieves(Pfresh(X))):".

We now see how CPAL-ES eliminates the idealization process from BAN Logic
evd uation for the standard meaning of the SEES and FRESH constructs. We point out,
however, that the above rules may not beall indusive. 1t may be that a particular protocol
makes other assumptions about newly generated va ues, e.g. that the va ue will dways be
an odd number. We cannot hope to predict dl poss bleintended meanings that protocol
andystswill desrefor these constructs, and do not precl ude use of other assume state-
ments to verbaize these assumptions. However, the given definitionsfor SEES and

FRESH are sufficient for the types of protocols we have seen.

The GOODKEY predicate is essentid to the BAN Logic eva uation process, and
its translation is much more complex than that of the other two predicates. Again, CPAL-
ESis concerned with the va ues that princi pals send as messages. On the other hand,
BAN Logic is concerned with what the beief of the principa iswhen they send v ues as
messages. In the case of the SEES and FRESH predi cates, we can mechanically extract
the meaning of the va ues transmitted because the modd captures the essence of the pred-

icates. The GOODKEY predicate is not captured as exactingly.

The difficulty arises because of the way the GOODKEY bdief isacquired by a
principa. In BAN Logic, there are no rules that dlow oneto arrive specificaly at the
bdief: GOODKEY (K). GOODKEY israther treated as an arbitrary beief. A canonical
BAN Logic proof treefor an arbitrary beief isgivenin Appendix D. Asshown inthe
appendix, arbitrary beliefs can only be proven in BAN Logic by beginning with thejuris-
diction rule, which saysthat principal P can bdieveK isaGOODKEY if someone P trusts
to bdieveit actually beievesit. We must prove that the trusted principal said GOOD-
KEY (K) in the present run of the protocol. This step is accomplished by exercisng the

BAN Logic nonce verification rule.
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With thefirst two steps accomplished, we are unable to proceed further given only
the protocol steps and the assumptions described so far. In the first two steps, reasoning
was not based on principal actions, but rather only on the assumptions and god s expressed
bef ore any protocol steps occurred. In the third step, we must prove that P sees GOOD-
KEY (K) encrypted under the common key shared between P and the trusted party. The
SEES predicateis generated from aprincipa’s action, i.e. a CPAL receive or send state-
ment. Theroot of the problem is that CPAL send and recei ve statements only expressthe
transmission and ass gnment of va ues, while what we need to SEE is a predi cate (GOOD-

KEY (K)).

This fact represents the primary theme of the protocol, which becomes d ear when
we state the central question as. “What va ue will the trusted party say when it intends to
convey the bdiegf GOODKEY (k)?" Consider the examplein Figure 7.2. Noticethe

assume statement:

A: assume((bd ieves(A.A(sa d(A.S,Skab)) IMPLIES
believes(A A sad(A.S,goodkey(A.A,Skab,A.B)))));

This says that when principal A determines that principal S (the authentication server)
“said” the message containing the va ue S.kab, S actualy meant that kab is a good key to
be used for communication between A and B. This assumption is sufficient to compl ete

the proof automatically. A proof tree for aBAN Logic proof is provided in Appendix D.

To illustrate how interaction between CPAL-ES and BAN Logic occurs, we pro-
vide asimple protocol, encoded in CPAL with BAN Logic god s and assumptionsin Fig-
ure 7.1. Aswe described above, the BAN Logic assumptions and annotations are
expressed as ASSUME statementsin CPAL. The assumptions precede thefirst step of the
protocol and reflect the facts the author expect to be true bef ore the protocol run begins.

Assumptions may express factsinvolving data across address spaces. For example, the
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assumption in statement 4 indi cates that principa B bdievesthevduekabin principal A's

address space is agood key between A and B.

CPAL-ES and BAN L ogic Evaluation Example

1 A: =>B(Kk);

2 B: <-(k);

3 A: assume(X.bdieves(A.A,X.goodkey (A.A A kab,A.B)));
4 B: assume(X.bdieves(B.B,X.controls(B.A (X.goodkey (B.A,A kab,B.B)))));
5 B: assume(X.bdieves(B.B,X .fresh(B.Nb)));

6 B: => A(e[<B.B,B.Nb>]B k);

7 A: <-(A.msgl);

8 A: (A.B,A.Nb) := d[A.msg1]A k;

9 A: assume(X.bdieves(A.A,X.fresh(A.Na)));

10 A: => B(e[<A.NaA kab>]A k);

11 B: <-(B.msy);

12 B: assume(X.sees(B.B,B.msQ));

13 B: (B.Na,B.kab) := d[B.msg]B k;

14 B: assume(X.sees(B.B,X.e(X.cat(B.Na,B.kab),B k)));

15 B: => A(e[B.Na]B.kab);

16 A: <-(A.msg2);

17 A: assume(X.sees(A.A,A.msg2));

18 A: A.N'a:=d[A.msg2]A .kab;

19 | A: assume(X.sees(A.AA.N'Q));

20 A: assume(X.sees(A.A, X.e(A.N'aA kab)));

21 A: assert(A.Na==A.N'a)

22 | A: assert(A.bdieves(A.A A believes(A.B,A.goodkey (A .A A kab,A .B))));

Figure 7.1

The difference between CPAL operators and BAN Logic conventionsis high-

lighted by the use of the encryption operation in the examplein Figure 7.1. In statement
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10, the CPAL encryption operator is utilized to indicate that principal A isperforming a
computation on va ue“<Nakab>". In statement 15, the ASSUME statement is expressng
the fact that principal B can see the va ue that resulted from encrypting the catenation of
the vd ues Na and kab.Protocol goals are expressed as CPAL ASSERT statements. The
logicd god s described by Burrows, Abadi, and Needham [BAN89] are given as predi-
cates. In FHgure 7.1, statement 21 is the message based god, and statement 22 isthe BAN

Logic god of the protocal.

7.2 Completing the BAN Logic Proof

While predi cates of any form may be expressed as god s of protocols, CPAL-ESis
unable to reduce predi cates other than the compari sons and ssmple logical reductions
described in Chapter 5. The eva uation shown in Figure 7.2 gives the forma definition of
the Needham and Schroeder Private Key Protocol with god s and assumptions expressed
in BAN Logic notation. In this case, the message-based god s evd uate to:

(B.f(B.Nb) == A f(B.Nb))

aswas described in the CPAL evaduation of this protocol in Figure 6.5. The assert state-
ments representing the BAN Logic god sform the conjunction of the fina verification

condition which isa definition of the protocol.

CPAL-ES does not recognize or understand the BAN Logi ¢ theorems or rul es of
inference and cannot reduce the find verification further. The proof of thefind verifica
tion condition expressed as BAN Logic statements could be accomplished by encoding
the BAN rules of inferenceinto CPAL-ES. However, there are many other logicsthat dso
could be combined with CPAL-ES to extend the power of each mechaniam. Fortunately,
many peopl e devote their main research to deve oping theorem proving techniques and
mechanica theorem proof systems. There are severa such systems available for accom-

plishing thisfina proof. Boyer and Moore [BM79] and [BM88] deve oped what is now
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the ad hoc standard theorem proof system known appropriatey as the Boyer/M oore Theo-

rem Prover.

The power and effectiveness of the Boyer/M oore Theorem Prover notwi thstand-
ing, we chose to utilize as mpler proof system, deve oped by Owre, Shankar, and Rushby
[OSR934], [OSR93Db] to provefinal verification conditions produced by CPAL-ES. The
proof system the authors call “ The Prototype Verification System” or PVS, mechanizes
proof steps such as the application of arule of inference. PV Sis thoroughly documented

with tutorials, reference manua s, and guides for use and isavai lable in the public domain.

To capture the BAN Logic rules of inference in the PV Slanguage, several nota-
tional adjustments were necessary. Aswith the CPAL representation of BAN Logic con-
structs, the constructs were changed to predi cate notation for PVS. BAN Logic
predicates (SEES, GOODKEY, etc.) were declared as boolean functions and the BAN

Logic ruleswere encoded as PV S axioms.

The PV Srepresentation of BAN Logicisgivenin Figure7.3. There are twelve
rules in the description. In most cases, the rule namereflectsthe BAN Logic formulathey
represent, i.e. SEES, MSG_MEANING, etc. The declarations are shown in two parts, the
first being the function identifiers that are needed in the BAN Logic rules definitions
themselves. The second part conta nsthe decl arations of identifiers that are expected to be
used in the PV S representation of the protocal, i. e. the verification condition. The decla-
rations shown in Figure 7.3 are the identifiers used for eva uation of the Needham and

Schroeder Private Key protocol, discussed and given later in this chapter.
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CPAL-ESBAN Logic Evaluation of the Needham and Schroeder Protocol
S: => A(Skas); A:<-(Akas); S:=>B(Skbs); B:<-(B.kbs);

: assume(believes(A.A,goodkey (A .A,SkasA.9)));

: assume(believes(B.B,goodkey (B.B,S.kbs,B.S)));

: assume(believes(A A control s(A.S,goodkey (A .A,Skab,A.B))));
assume(believes(B.B,controls(B.S,goodkey (B.A,S.kab,B.B))));

: assume(believes(A A, fresh(A.Na)));

assume(believes(B.B,fresh(B.Nb)));

assume(believes(B.B,fresh(B.A)));

: assume(believes(A .A,said(A.S,goodkey (A .A,Skab,A.B))));

: assume((believes(A .A,said(A.S,S.kab)) IMPLIES believes(A.A,said(A.S,goodkey(A.A,S.kab,A.B)))));
: assume((believes(B.B,said(B.S,S.kab)) IMPLIES believes(B.B,said(B.S,goodkey(B.A,Skab,B.B)))));
: assume((believes(A .A,said(A.B,A.Nb)) IMPLIES believes(A.A,said(A.B,goodkey (A.A,S.kab,A .B)))));
B: assume((believes(B.B,said(B.A,B.f(B.Nb))) IMPLIES believes(B.B,said(B.A,good-
key(B.A,S.kab,B.B)))));

A: => S(e[<A.A A B,ANa>A kas); S <-(S.msg);

S: (SA,SB,SNa) :=d[S.msg]S.kas,

S => A(e[<S.Na,S.B,S kab,e[<S kab,S.A>]S.kbs>]S.kas); A: <-(A.msg3);

: assume(sees(A .A A .msg3));

: (A.N'a,A.B',A kab,A ticket) := d/A.msg3]A kas,

: assume(sees(A A cat(A.N'a A .kab)));

: assume(sees(A A A ticket));

: assert((A.Na==A.N'a);

: =>B(A.ticket); B: <-(B.ticket);

assume(sees(B.B,B.ticket));

: (B.kab,B.A") := d[B.ticket]B.kbs;

assume(sees(B.B,cat(B.A,B.kah)));

: => A(e[B.Nb]B.kab); A:<-(A.msgd);

assume(sees(A .A A .msgd));

: A.Nb := d[A.msg4]A .kab;

: assume(sees(A.A A .Nb));

: assert(A.believes(A.A A .believes(A .B,A.goodkey (A .A A kab,A .B))));

: => B(e[A.f(A.ND)]A kab); B: <-(B.msgb);

assume(sees(B.B,B.msgb));

: B.N'b := d[B.msg5] B .kab;

: assert((B f(B.Nb) == B.N'b));

: assert(B.believes(B.B,B.believes(B.A,B.goodkey (B.A ,B.kab,B.B))));

** End of Protocol. Simplified predicatefollows. **

(CCeeeeeeaB.pelievesB.B,B.helieves(B.A B.goodkey(B.A,S.kab,B.B))) and (B.f(B.Nb) ==

A f(B.Nb))) or not (sees(B.B,e[A f(B.Nb)]S.kab))) and A.believes(A.A,A.believes(A.B,A.good-
key(A.A,Skab,A.B)))) or not (sees(A.A,B.NDb))) or not (sees(A.A,e[B.Nb] S.kab))) or not
(sees(B.B,cat(B.A,S.kab)))) or not (sees(B.B,e[<S.kab,A.A>]S.kbs))) or not

(sees(A A g[<Skab,A.A>]Skbs))) or not (sees(A.A,cat(A.Na,Skab)))) or not

(sees(A A, e[<A.NaA.B,Skab,e[<S.kab,A.A>]S.kbs>]Skas))) or not ((not
(believes(B.B,said(B.A B f(B.Nb))))or believes(B.B,said(B.A,goodkey (B.A,S.kab,B.B)))))) or not ((not
(believes(A .A,said(A.B,A.ND))) or believes(A.A,said(A.B,goodkey(A.A,S.kab,A.B)))))) or not ((not
(believes(B.B,said(B.S,S.kab))) or believes(B.B,said(B.S,goodkey(B.A,S.kab,B.B)))))) or not ((not
(believes(A .A,said(A.S,S.kab))) or believes(A.A,said(A.S,goodkey(A.A,S.kab,A .B))))))or not
(believes(A .A,said(A.S,goodkey (A.A,S.kab,A.B))))) or not (believes(B.B,fresh(B.A)))) or not
(believes(B.B fresh(B.Nb)))) or not (believes(A.A fresh(A.Na))))or not (believes(B.B,controls(B.S,good-
key(B.A,S.kab,B.B))))) or not (believes(A.A,controls(A.S,goodkey(A.A,S.kab,A.B))))) or not
(believes(B.B,goodkey(B.B,S.kbs,B.S)))) or not (believes(A.A ,goodkey(A.A,S.kas,A.S))))

Figure 7.2
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We found that while BAN Logi c conta ns sufficient power to allow eva uation of
protocols manual ly, addition of afew simple AXIOM S greatly simplifiesformad applica-
tion. Mostly, these supplementd rules dlow easy extracting of components of an
encrypted message (SEES_ENC) and reordering of identifiersin predi cates whose argu-
ments are symmetrica (BELIEVES SYM, etc.). The supplementa rules we used are
shown in Figure 7.4.

PVSEntriesfor BAN Logic Rules

BAN : THEORY BEGIN

e,d,ep,dp,9 gnature,cat: PREDI[[bool,bool]]
beieves ,sees,sa d,controls,fresh,goodkey,pubkey,secret: PREDI[bool,bool]]
A,B,S;S kas,S kbsS A,S B,A kab,B kab,B_ A,.B B,S SB _SB_kbs:bool
A_NaA NcB_NbB NcA A A B,S kabA SA kas. bool
B_Nb1,B_Ncl1, A Nal,B_msg4,A_msg,B_msg2,B_src: bool

% Ban Rules of inference
msg_meaningl: AXIOM FORALL (PQ,KPQ,X: boal):
be ieves(P,(goodkey(PKPQ,Q))) AND sees(Pe(X,KPQ)) IMPLIES
bdieves(Psaid(Q,X))
msg_meaning2: AXIOM FORALL (PQ,PUB_Q,X:bool): % For public keys
bedieves(Ppubkey(Q,PUB_Q)) and sees(P.e(X,PUB_Q)) IMPLIES
bdieves(Psaid(Q,X))
msg_meaning3: AXIOM FORALL (RQ,Y,X:bool): % For shared secrets
bd ieves(Psecret(Q,Y,P)) and sees(Ps gnature(X,Y)) IMPLIES
bdieves(Psaid(Q,X))
nonce_verification: AXIOM FORALL (PQ,X: bool):
beieves(Pfresh(X)) and beieves(Psaid(Q,X)) IMPLIES
b ieves(Pbdieves(Q,X))
jurisdiction: AXIOM FORALL (PQ,X: bool):
beieves(P,controls(Q,X)) and believes(Pbe ieves(Q,X)) IMPLIES bdieves(P.X)
seesl: AXIOM FORALL (PX,Y: bool): sees(Pcat(X,Y)) IMPLIES
sees(PX) and sees(RY)
sees2: AXIOM FORALL (PX,Y: bool): sees(Psignature(X,Y)) IMPLIES sees(P.X)
sees3: AXIOM FORALL (PQ,PUB_PX: bool):
bdieves(Ppubkey(P,PUB_P)) and sees(Pe(X,PUB_P)) IMPLIES sees(P,X)
sees4: AXIOM FORALL (PQ,X,KPQ: bool):
beieves(P,goodkey (PKPQ,Q)) and sees(P.e(X ,KPQ)) IMPLIES sees(PX)
seesh: AXIOM FORALL (PQ,PUB_Q,PUB_Q INV,X: bool):
bdieves(Ppubkey(Q,PUB_Q)) and sees(Pe(X,PUB_Q_INV)) IMPLIES
sees(PX)
freshnessl: AXIOM FORALL (RPX,Y: bool):
beieves(Pfresh(X)) AND sees(Pcat(X,Y)) IMPLIES beieves(Pfresh(cat(X,Y)))

Figure 7.3
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Some notationd adjustments are necessary to merge BAN and PV S representa-
tions of the logical notions. For example, we forgo the BAN symbolic notation in lieu of

predicate notation for standard concepts such as “goodkey” and “ sees”.

PVS Supplement for BAN Logic Rules

freshness2b: AXIOM FORALL (PX,Y: bool):
b ieves(Pfresh(cat(X,Y))) IMPLIES beieves(Pfresh(Y))
freshnesslb: AXIOM FORALL (PX,Y: bool):
bdieves(Pfresh(Y)) IMPLIES bdieves(Pfresh(cat(X,Y)))
freshness2: AXIOM  FORALL (P, X, Y: boal):
beieves(P, fresh(cat(X, Y))) IMPLIES bdieves(P, fresh(Y)) AND
b ieves(P, fresh(X))
freshness3: AXIOM FORALL (PQ,kpg: bool):
bdieves(Pfresh(kpqg)) IMPLIES
be ieves(Pfresh(goodkey(Pkpq,Q))) AND
beieves(Pfresh(goodkey(Q,kpq,P)))
sees enc: AXIOM FORALL (PX,Y,K: bool):
sees(Pe(cat(X,Y),K)) IMPLIES sees(P.e(X,K)) and sees(Pe(Y,K))
bdieves sym: AXIOM FORALL (PQk: bool):
bd ieves(P,goodkey (Q,k,P)) IMPLIES bdieves(P,goodkey (Pk,Q))
sad_sym: AXIOM FORALL (PQ,R,Tk:bool):
bd ieves(Psai d(Q,goodkey (R,k,T))) IMPLIES believes(Psai d(Q,goodkey (T,k,R)))
controls_sym: AXIOM FORALL (PQ,R,k: boal):
bd ieves(P,controls(Q,goodkey (Pk,R))) IMPLIES
bd ieves(P,controls(Q,goodkey (R,k,P)))

Figure 7.4

The above description addresses trand ation of the BAN Logic constructs and rules
of inference into PV S notation. We now turn our attention into utilizing the output from
CPAL-ESin PVSwhere severa additiond adjustments are necessary. Because the dot
notation used in CPAL to reflect an identifier prefix has adifferent meaning in PVS, we
replace the periodsin the CPAL identifier names with underscores. We must d so replace
the angl e brackets which CPAL recognizes as the catenation operator with the predi cate
cat(). Similarly, the encryption operator istrand ated from e[X]k to its predicate equiva-
lent e(X k).

Another adjustment involves the prefix to BAN Logic predicate identifiers.
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CPAL forces every identifier to be coupled to an acting principal. Since we routindy
assume that every principa’sversion of the BAN Logic predicates are the same, we uti-
lizeprincipal X asthe acting ID prefix for the BAN Logic predicates. Since these predi-
cates are globdly identical, we can omit the prefix for these identifiersin the PVSversion

of the protocol.

Thefinal PV Sfile used to complete the proof of the verification conditionis
attained by combining the PV S representation of the BAN Logic rules givenin Figure 7.3
and 7.4, with the trand ated verification condition produced by CPAL-ES. Aswe describe
above, there are severd steps necessary to prepare the input for PV Sfrom CPAL-ES com-
bined with BAN Logic. We list the necessary stepsin Figure 7.5. The axioms and conjec-
ture for the Needham and Schroeder protocol are given in Figure 7.6.

Steps For Creating The CPAL-ES/BAN Logic/ PVS File

Encode the protocoal steps, assumptions, and goasin CPAL
2. Generate the appropri ate assume statements from the recel ve, ass gnment and
“new” statementsin the specification.

=

3. Execute CPAL-ES against the specification
4. Extract thesmplified verification from thefile “protocol.out”
5. Find/replace al occurrences of:

to o

Ilqll tO lle(ll

"Tkeyid" to " keyid)"

<t to "cat("

II>II tO II)II

X to

6. Deletedl| remaning prefixes to BAN Logic predicates.

7. Scan the verification condition to ensure there are no more than two arguments for
any “cat” operator.

8. Combine the PVSfilefor BAN Logic with the verification condition.

9. Add any necessary declarations for identifiersin the verification condition.

10. Construct the CONJECTURE ded aration for the verification condition.

Figure 7.5

In PVS, the proof is compl eted by an andyst interacting with the system to derive

aset of steps that prove the theorem or theorems that represent the protocol goas. The
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PV S commands to accomplish these proofs are documented in [OSR93a], [OSR93Db],
[SOR93b] and illustrated in [SOR93a], and [CORSSO5]. The technique required for the

two proofs we accomplished involves simpl e deductive reasoning.

Utilizing the conjecture statement in the proof file, PV S automatical ly produces a
sub-god to be proven, in our case, representing the message-based and BAN Logic god s
for the protocol. Wefirst andyze the sub-god to identify an axiom we may apply to move
closer to afind proof of the conjecture. The axiom isapplied by use of the PVSLEMMA

rule. For example, if we have the following sub-god :
beieves(A_A,goodkey(A_A,S kab,A_B))
we may dect to apply the juri sdiction axiom:

jurisdiction: AXIOM FORALL (PQ,X: boal):
bdieves(Pcontrols(Q,X)) and bdieves(Pbdieves(Q,X)) IMPLIES bdieves(P,X)

by invoking the LEMMA ruleas:

(lemma“jurisdiction” ("P" "A_A" "Q" "A_S" "X" "goodkey(A_A,S kab,A_B)"))

The LEMMA rule tdls PV S to apply the jurisdiction axiom, replacing the univer-
sd variables P and Q with the constant variables A_A and A_S, and X with the predi cate
“goodkey(A_A,S kab,A_B)". Theresult of the application of thisrule would be to gener-

ate a sub-god requiring the proof of the antecedent of thejurisdiction rule, i.e. that:

bdieves(A_A,controls(A_S,goodkey(A_A,S kab,A_B))) and
believes(A_A beieves(A_S,goodkey(A_A,S kab,A_B)))

At this point, we would apply the PVSrule SPLIT to split the conjunction and
alow usto focus on one part of thisgoal, either attempting to prove that A actualy does

beieve that S controlskab, or that A beievesthat S beieves kab isagood key. Both of
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these must be proven to compl ete the proof.

Ultimately, the proof of a sub-god isaccomplished when asub-god reducesto one

of the assumed predicates. In the above sequence thefirst sub-god
(A_A bdieves A_Scontrols S_kab)

isidentical to an assumed predicate in Figure 7.6. This sub-god is automatically reduced
by PVS.

PVSFile Entriesfor the Needham and Schroeder Private Key Protocol

gnsgod : CONJECTURE ((((((CCCCcccccccccecc
believes(B_B,bdieves(B_A,goodkey(B_A,S kab,B_B)))

and (B_f(B_Nb) == A_f(B_Nb))) or not (sees(B_B,e(B_f(B_Nb),S kab)))) and
beieves(A_A,bdieves(A_B,goodkey(A_A,S kab,A_B)))) or

not (sees(A_A,B_Nb))) or not (sees(A_A,e(A_NDb,S kab)))) or

not (sees(B_B,cat(B_A,S kab)))) or not (sees(B_B,e(cat(S_kab,B_A),S kbs)))) or
not (sees(A_A ,e(cat(S_kab,A_A),S kbs)))) or

not (sees(A_A,cat(A_Na,S kab)))) or not

(sees(A_A ,e(cat(cat(A_NaS_kab),e(cat(S_kab,A_A),S kbs)),S kas))))
or not ((not (believes(B_B,said(B_A,B_f(B_Nb)))) or
beieves(B_B,sad(B_A,goodkey(B_A,S kab,B_B)))))) or

not ((not (believes(A_A,sad(A_B,A_Nb))) or
bdieves(A_A,sad(A_B,goodkey(A_A,S kab,A_B)))))) or

not ((not (believes(B_B,said(B_S,S kaby))) or
believes(B_B,sad(B_S,goodkey(B_A,S kab,B_B)))))) or

not ((not (believes(A_A,sad(A_S,S kab))) or
believes(A_A,said(A_S,goodkey(A_A,S kab,A_B)))))) or

not (bdieves(A_A,said(A_S,goodkey(A_A,S kab,A_B))))) or

not (believes(B_B,fresn(B_A)))) or not (believes(B_B,fresh(B_Nb)))) or
not (believes(A_A fresh(A_Na)))) or

not (believes(B_B,controls(B_S,goodkey(B_B,S kab,B_A))))) or

not (bdieves(A_A,controls(A_S,goodkey(A_A,S kab,A_B))))) or

not (bdieves(B_B,goodkey(B_B,S kbsB_Y5)))) or

not (bdieves(A_A,goodkey(A_A,S kas,A_Y9))))

END gnsban
Figure 7.6

A sampl e of the PV'S proof for the Needham and Schroeder protocol isgivenin
Figure 7.7 and the compl ete PV S proof is given in Appendix E.
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PVS Proof for the Needham and Schroeder Private Key Protocol

(Ignsban|
(lonsgod | " (FLATTEN)
(" (SPLIT +)

(("1" (FLATTEN)
(("1" (SPLIT +) (("1" (LEMMA "nonce_verification”
("P'"B_B""Q" "B_A""X" "goodkey(B_A,S kab,B_B)"))
(("1" (SPLIT -1)
(("1" (PROPAX) NIL)
("2" (LEMMA "freshness3" ("P' "B_B" "Q" "B_A" "kpqg" "S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
("2" (LEMMA "freshness2" ("P' "B_B" "Y" "B_A" "X" "S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL))) ("2"
(LEMMA "freshnesslb” ("P' "B_B" "Y" "B_A" "X" "S_kab"))
(("2" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL)))NM)))
("3" (SPLIT-9) (("1"
(LEMMA "msg_meaningl"
("P'"B_B""Q""B_A""KPQ""S kab" "X" "B_f(B_Nb)"))
(("1" (SPLIT -1)
(("1" (PROPAX) NIL) ("2"
(LEMMA "jurisdiction”
("P'"B_B""Q" "B_S""X" "goodkey(B_B,S kab,B_A)"))
(("2" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL)

***x* The mgority of the proof isomitted due to space. *****

(LEMMA "freshness3"
("P""A_A""Q" "A_B" "kpq""S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL))) ("2"
(LEMMA "freshness2"
C'P""A_A" X" "A_Na' "Y" 'S kab")) (("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL))) ("2"
(LEMMA "freshness1"
C'P""A_A" X" A Na" "Y' "'S kab")) (("2" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL)))M)))
("3" (PROPAX) NIL)))))N))
("3" (POSTPONE) NIL)))))

("2" (POSTPONE) NIL))))))N))))

Figure 7.7
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For emphasi s and illustration we a so evd uated Snekkenes KP protocol from
[SNEK92] using CPAL-ES, BAN Logic and PVS. The CPAL-ES evd uation of the KP
protocol without BAN Logic constructs was given in Figure 6.19. The CPAL-ES defini-
tion of the protocol with BAN Logic god s and assumptionsis given in Figure 7.8 and the
PV Sfileentriesfor proof of the verification condition arein Figure 7.9. The PV S proof of

the verification condition for the KP protocol is provided in Appendix F.
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Combining CPAL-ES and BAN L ogic on Snekkenes' KP Protocol

S
S
A:
: assume(X .believes(B.B,X.goodkey(B.B,S.kbs,B.S)));
: assume(X.believes(A.A X fresh(A.Na)));

>PHHRVEOSSP>SOOP>>IP>TNVXTTTTNNTRTID>EE>>> W > W >PHDIOOND>W

=>A(Skas); A: <-(A kas);
=> B(Skbs); B: <-(B.kbs);
assume(X.believes(A .A X .goodkey(A .A,S.kkas,A.9)));

assume(X .believes(S.S,X .goodkey(SA,Skab,S.B))):
assume(X.said(S.S,X.goodkey(S.A,S.kab,S.B)));

: assume(X .believes(B.B, X .controls(B.S, X .fresh(S.kab))));

: assume(X .believes(B.B,X.controls(B.S,X .goodkey(B.B,S.kab,B.A))));
: assume(X .believes(B.B, X .fresh(B.Nb)));

: assume(X.believeﬁ(B.B,X.controls(B.S,S.kab))),

: assume((X.believes(A.A X .said(A .S,S.kab)) IMPLIES

X.believes(A A, X.said(A.S,X.goodkey (A .A,S.kab,A.B)))));

: assume((X.believes(B.B,X.said(B.S,S.kab)) IMPLIES

X .believes(B.B, X .said(B.S X .goodkey(B.A,Skab,B.B))))):

: assume((X.believes(A.A X .said(A.B,A.Na)) IMPLIES

X.believes(A A X. sald(A B,X. goodkey(A A,Skab,A.B)))));

- assume((X .believes(B.B, X .said(B.A B.Nc)) IMPLIES

X.believes(B.B,X. sald(B AX. goodkey(B A,Skab,B.B)))));

: assume(X. belleves(A AX controls(A S X. goodkey(A.A,S.kab,A.B))));
: assume(X.believes(A.A X fresh(A.Na)));

: assume(X.believes(A.A X .controls(A.S,S.kab)));

: assume(X .believes(B.B,X .fresh(B.Nc)));

T=> B(<A.A,A.Na,A.B>);

: <-(B.msy);

assume(X .sees(B.B,B.msQ));

: (B.A'\B.Na,B.B") := B.mgg;
: assume(X.sees(B.B,B.Na));
: => S(<B.A",B.Na,B.B,B.Nb>); S: <-(S.msg);

(S.A,S.Na,S.B,S.Nb) := Smsg;
=> B(e[<Skab,S.A,S.Nb,e[<S.A,S.B,S.Na,S.kab>]S.kas>] S.kbs);

: <-(B.msg2);

: assume(X .sees(B.B,B.msg2));

: (B.kab,B.A",B.Nb',B.msg3) := d[B.msy2] B.kbs;

: assert((B.A" == B.A");

: assume(X .sees(B.B,B.msg3));

: assume(X .sees(B.B, X .cat(B.kab,B.Nb)));

: assert((B.Nb == B.Nb));

1 =>A(<B.msg3,e[<B.Na,B.Nc,B.B>]B.kab>); A:<-(A.msy);
: assume(X.sees(A.A A.msg));

: (A.msg3,A.msg4) := A.msg;

assume(X.sees(A.A,A.msg3));
assume(X.sees(A.A ,A.msgd));
(A.A"A.B'A.Na A kab) := d[A.msg3]A kas;
assume(X.sees(A.A X .cat(A.Na,A kah)));
assert((A.Na==A.Na));

(A.Na",A.Nc,A.B") := d[A.msg4] A kab;
assume(X.sees(A.A  X.cat(A.Na",A.Nc)));

: assert((A.Na==A.Na"));
: => B(e[<A.Nc,A.A>]A kab); B: <-(B.msg4);

assume(X .sees(B.B,B.msg4));

:(B.Nc',B.A") := d[B.msg4]B.kab;

: assume(X.sees(B.B,X.cat(B.Nc,B.A"Y));

: assert((B.Nc == B.Nc¢));

: assert(A.believes(A.A A .believes(A .B,A .goodkey(A.A A kab,A.B))));
B:

assert(B.believes(B.B,B.believes(B.A ,B.goodkey(B.A,B.kab,B.B))));

*** End of Protocol ***

Figure 7.8
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The KP protocol isvery smilar to the Needham and Schroeder protocol. Thereare

ten more assumptions, though the proofs of the protocols are of similar compl exity.

PV S Definition of Snekkenes K P Protocol

gkpgod: CONJECTURE
(Ccccceecccccceececcccccccc((oelieves(B_B,believes(B_A,goodkey(B_A,S kab,B_B)))
and believes(A_A believes(A_B,goodkey(A_A,S kab,A_B)))) or
not (sees(B_B,cat(B_Nc,A_A)))) or

not (sees(B_B,e(cat(B_Nc,A_A),S kab)))) or

not (sees(A_A ,cat(A_NaB_Nc)))) or

not (sees(A_A,cat(A_Na,S kah)))) or

not (sees(A_A ,e(cat(A_Na,B_Nc),S kab)))) or

not (sees(A_A ,e(cat(A_NaS kab),S kas)))) or
not(sees(A_A,cat(e(cat(A_Na,S kab),S kas),e(cat(A_NaB_Nc),S kab))))) or not
(sees(B_B,cat(S_kab,B_Nb)))) or

not (sees(B_B,e(cat(A_Na,S _kab),S kas)))) or not
(sees(B_B,e(cat(cat(S_kab,A_A),cat(B_Nb,e(cat(A_Na,S kab),S kas))),S kbs)))) or
not (sees(B_B,A_Na))) or

not (sees(B_B,cat(A_A,A_Na)))) or

not (believes(B_B,fresh(B_Nc)))) or

not (bdieves(A_A,controls(A_S,S kah)))) or

not (believes(A_A fresh(A_Na)))) or

not (bdieves(A_A,controls(A_S,goodkey(A_A,S kab,A_B))))) or
not ((not (believes(B_B,said(B_A,B_Nc))) or
beieves(B_B,sad(B_A,goodkey(B_A,S kab,B_B)))))) or

not ((not (believes(A_A,sad(A_B,A_Na))) or
beieves(A_A,said(A_B,goodkey(A_A,S kab,A_B)))))) or

not ((not (believes(B_B,said(B_S,S kab))) or
believes(B_B,sad(B_S,goodkey(B_A,S kab,B_B)))))) or

not ((not (believes(A_A,sad(A_S,S kab))) or
believes(A_A,said(A_S,goodkey(A_A,S kab,A_B)))))) or

not (bdieves(B_B,controls(B_S,S kab)))) or

not (beieves(B_B,fresh(B_NDb)))) or

not (bdieves(B_B,controls(B_S,goodkey(B_B,S kab,B_A))))) or
not (bdieves(B_B,controls(B_S,fresh(S_kab))))) or

not (said(S_S,goodkey(S_A,S kab,S B)))) or

not (bdieves(S_S,goodkey(S_A,S kab,S B)))) or

not (believes(A_A fresh(A_Na)))) or

not (bdieves(B_B,goodkey(B_B,S kbs,B_Y5)))) or

not (bdieves(A_A,goodkey(A_A,S kas,A_Y9))))

END gkpban
Figure 7.9
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7.3. Chapter Summary

In chapter 6 we demonstrate how CPAL-ES s utilized to atomically determine a
forma definition for awide variety of protocals. In this chapter we show how CPAL-ES
can be combined with BAN Logic to provide a consolidated definition and eva uation of
cryptographic protocals, reaching beyond the values passed in the protocol messages and
actions of the protocol and assessng the intent of the actions. BAN Logic goals and
assumptions are encoded in CPAL ASSUME and ASSERT statements to formdize the
meaning of the protocol step and d so of the intended meaning behind the steps and princi-

pal’s actions.

We showed in this chapter how CPAL made the i dealization process more formd
by alowing mechanical evduation of the BAN SEES and FRESH predicates. Weillus-
trate these concepts through the actual eva uation of red protocols and show how the sys-

tem effectively illuminates the cl assic Needham and Schroeder protocol flaw.

We a so show how CPAL-ES can easily interact with aforma theorem proving
gystem to evad uate assumptions and god s expressed in an epistemic logic. The same
assumption mechanism CPAL-ES uses to s mplify formul as based on message-based
godsisused to formaly specify god s and assumptions peculiar to any number of logics.

CPAL-ES produces output that may be utilized as input to amechanical proof process.



Chapter 7. CPAL-ESand BAN Logic 160



Chapter 8

Summary

Electronic communication is expanding exponentid ly and systems utilizing cryp-
tographic protocols are the predominant option used to secure the information be ng
passed, and to authenticate principals. New protocols are generated frequently. These
cryptographic protocols, designed to ensure the security of encrypted messages or for
authentication, may be themselves vul nerable to compromise by persistent intruders, even
if the cryptographic algorithm they useis strong. Based on the semind papers by
Needham and Schroeder [NS78] and Burrows, Abadi, and Needham [BAN89] a new
research area emerged focused on providing mechanisms to evd uate the ability of crypto-

graphic protocols to meet their stated gods.

8.1 Review of the Research

The research presented in this dissertation represents a new approach to crypto-
graphic protocol verification. Because of the similarity between cryptographic protocols
and computer programs, we were |lead to research surroundi ng developing forma methods
for program verification. We were particul arly interested in the precondi tion/postcondi-
tion reasoning of C. A. R. Hoare [HOARG9] and the weakest precondition predi cate trans-
former of Edsger Dijkstra[DIJK76].

Thefirst task was to devel op aformd |anguage that was sufficiently simpleto
alow a compact forma semantics, yet express ve enough to allow specification of most
cryptographic protocols. We deve oped the language CPAL for this purpose and wrote a

supporting syntax checker.

We devd oped aformd semanticsfor CPAL using Weakest Preconditions (WP).
We began this stage of research by defining the model of computation to represent the fun-

damentd concepts of the system. Weidentified secure, loca address spacesfor each prin-

160
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cipal withinput queues representing the communications medium for tranamiss on of
information between principas. We borrowed conceptsfrom Abadi and Tuttle [AT91]
and placed an dl powerful intruder at the center of the communications hub, thus requir-

ing the cryptographic system to provide all € ements of security.

Once averification condition generator wasin place, it soon became evident that
the size of the verification conditions would quickly become alimiting factor in utilizing
CPAL asan effective protocol verification tool. Usinglogica reduction techniquesin an
automated verification condition s mplification routine, we were able to reduce even the

longest verification conditions to manageable size.

CPAL-ES, theresult of our research, is a complete, fully functiond cryptographic
protocol evaluation system. CPAL-ESincludes asyntax checker for CPAL, averification
condition generator that translates a protocol specified in CPAL into a verification condi-
tion expressed in predi cate ca cul us, and asimplification component that reduces common
tautologies. CPAL-ESisuniquein that itisformd, providing concise definitions for a

broad d ass of protocols based on the syntax of the protocol specification.

8.2 Dissertation Review

In this dissertation, we described the need for communication security founded on
cryptography and cryptographic protocols. We gave numerous protocols that illustrate
the purpose of cryptographic protocols and that highlight the subtle nature of protocol

flaws.

We then reviewed the literature regarding cryptographic protocols, gave and dis-
sected the classic replay flaw detected in the Needham and Schroeder Private Key Proto-
col [NS78], and reviewed the current research in cryptographic protocol verification. We
di scussed the differences in the methods of Kemmerer, Meadows, and Millen [KMM 93]

and reviewed a number of different |ogics deve oped to pi npoint weaknessin protocols.
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Asthefocus of the dissertation, we describe CPAL-ES asanew tool for andyzing
cryptographic protocols based on previous research regarding forma methods of com-
puter program verification. We proposed a new language for cryptographic protocol spec-
ification and demonstrated the syntax checker deve oped for thelanguage. We illustrated

the features and expressiveness of the language in alarge number of protocolsof dl types.

At the heart of the research, we described the technique we used for establishing
the formal semantics of CPAL. We defined and illustrated the Weakest Precondition def-
initions for each statement type in the language and provided supporting definitions for
the ENCRY PT, DECRY PT, CATENATION, and NEW operators. We showed how the

technique works on s mpl e exampl es and on compl ex protocols of different types.

Later in the dissertation, weillustrated the applicability of CPAL-ES to abroad
class of protocols. We addressed one-way and two-way authentication protocols and the
more common, key distribution protocols. We cond dered protocols using private key
cryptography, public key cryptography and others using a combination of the two. In
every case, CPAL-ES provided a definition for the protocol meaningful in terms of the
protocol assumptions, principa’s actions, and protocol god s within the operating environ-

ment.

In Chapter 7, we extended the use of CPAL-ES by the illustrating the use of CPAL-
ESin combination with an epistemic logic. We showed how we can use the CPAL
ASSERT and ASSUME statements to reflect concepts in awide variety of logics using
predicate notation. We then showed how CPAL-ES output could be received asinput to a

formd theorem prover, thereby providing a compl ete protocol definition system.

8.3 Conclusion

There are many potentid extensions to this research. A highly practicd tool, for

example, would be a trand ator that takes the CPAL specification of the protocol and pro-
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duces the C (or other common |anguage) code to implement the specified protocol. This
would provide the protocol des gner with acompl ete protocol impl ementation system that
would take their protocol from a pseudocode version, evd uate it with regard to its envi-
ronment and goals, and mechanicaly produce executable code that exactly implements

the design.

It may dso be useful to provide an interface from thistool to other existing tools
for protocol evauation. Potentidly, thistool could one day be part of a protocol evd ua-
tion workbench which includes our specification/verification system, a testing system
(such as Interrogator [MCF87]), aBAN implementation (such as [CHEN9Q)), etc.
Another sub-component of such a system woul d be alanguage trand ator to take a protocol
specified in CPAL and convert it to the language used by Interrogator to provide afully
integrated environment. For now, CPAL-ESisafully functional system writtenin C, and

executing in the Sparc 4 and Windows 3.1 environments.

As we described above, CPAL-ES provides the cryptographic protocol analyst a
compl ete protocol verification system. Asan andyst'stool, itisfast and easy to use, giv-
ing immedi ate feedback and dlowing the and yst to quickly compose “what if” scenarios
with protocols to determine the impact of friendly or unfriendly actions on the message-

based god s.

Because of the nature of CPAL-ES, we bdieve it resolves many of the weaknesses
of the current ad hoc standard tools for protocol evaduation. CPAL-ES repl aces the vague
and error-prone idealization process of BAN L ogi c-type approaches by automatical ly
translating the procedural description of the protocol given in CPAL into alogical defini-
tioninasmple predicatelogic. The WP definition of statement catenation allows CPAL-
ES to force sequencing on the stepsin each protocol, resolving the step permutation prob-
lem of BAN Logic [SNEK91]. Moreover, CPAL-ES does not attempt to replace BAN

Logic, but complements BAN Logic by analyzing protocols using BAN Logic constructs
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and rules of inference.

CPAL-ES providesaforma definition for any combination of protocol steps.
Because it isformd and automated, this method can be used to model active attacks by
gystematically attempting attacks agai nst protocols. In thisway, CPAL-ES formdizes the
notion of intruder actionsin formulating awide variety of attacks agai nst cryptographic

protocals.

Finally, CPAL-ESiseasly combined with the many epistemic logics proposed in
recent literature and aforma theorem prover to form a compl ete protocol verification sys-

tem at agreater abstraction leve than CPAL-ES done.



Appendix A
Operational Model for CPAL
Value. A vdueisabit stream that may be represented in a computer. Thereare five
va ue typesin thismodel which may be recursively defined: Named values, encrypted/

decrypted va ues, catenated vd ues, dot va ues, and function va ues
Message. A messageisavaluethatissent or receved across the network.

Principal. A principa isaprocess. Princpds are assumed to know protocol steps. Prin-
cpalsareidentified by abit stream (hame) unique to that principal. Resources avalable

to principals are:

- Substantid, but not unlimited, process ng power,
- Substantid, but not unlimited, private memory
- Transmission medium for sending messages bit by bit

- Message queue for receiving and temporarily storing messages

Intruder. Theintruder isaprincipa that may recel ve messages sent by other principas.
Theintruder may be thought of as an dl-powerful intruder if dl messages are sent using
the insecure send operator. Otherwise, theintruder has no greater power than any other
principa and cannot see into any other principal’s private address space. The intruder
may be used by the anayst to model awide variety of attacks by copying messages from
vaid sessionsfor later replay, starting sess ons erroneously, intercepting messages, and

modifying messages.

Private memory. Private memory may al so be conddered to be a private address space.
No other principa can detect the contents of thismemory. In thislarge memory space,

principals may store, modify, and retrieve va ues represented as bit streams such as:

- Independently created messages,

- Copi es of messages received from another principa,

165
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- Edited messages
- State information related to the protocol
- Identifiers of other principas

- Any other bit stream the principa desires to store

Catenate. The value catenation operator istheinfixed comma, e.g. M1,M2. Theresult of
catenating va uesis to combine two or more valuesinto one value. The origina vaues

may be recreated by any principal having the catenated va ue in their address space.

Encryption. Encryptionis performed on avadue. Thevaue to be encrypted may bethe
catenation of two or more values. Theresult of encrypting avalueisto produce another
va ue, with the characteristic that decryption of the encryption using the same key will

reproduce the vd ue that was originally encrypted.

Decryption. Theresult of decrypting avadueisto produce another value. Theresult of
decrypting a va ue which was previously encrypted under the same key isto reproduce the

va ue that was origindly encrypted.

Assignment. Smple ass gnment, with a singl e destination (left S de) identifier, is nonde-
structive, pass by vd ue assgnment. If the source (right 9de) a so contains a sngle identi-
fier, the source va ueis considered copied into the memory | ocation identified by the
destination identifier. If the source contains multipleidentifiers separated by the catena-
tion operator, the va ues are catenated and the resulting va ueis stored in the destination
memory location. For compound assignment (two or more destination identifiers), the
assignment operation must "uncatenate” or separate catenated v ues. Each catenated
source va ueis copied into the memory location designated by the destination identifiers.
Source vd ues are bound to destination names by order, with the first vd ue in the catena-
tion copied into thel ocation designated by thefirst (Ieftmost) destination identifier. The
number of catenated va ues must equa the number of destination identifiers or the opera-

tion will fal.
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Send. Principasmay (nondestructively) transmit messages stored in their private mem-
ory to other principals. A principa'sidentifier issynonymouswith their address. The
result of anorma send operation is that the message will be appended to the message
gueue of the intended reci pient and the correspondi ng queue counter will be incremented.
The result of an insecure send operation is that the message will be appended to the mes-
sage queue of theintruder and the correspondi ng queue counter will be incremented. Cat-
enated messages are transmitted, and will arrive in the appropriate queue, asasingle
message.

Receive. Principasmay recelve messages which have been appended to their message
queue. Receiveisablocking operation. If a messageisin the queue when areceive oper-
ation is executed, the message i s copied to the principal's private memory and del eted
from the queue, and the queue counter is decremented. If the message queue counter is
zero when areceveis executed, block will occur until amessage is appended to the

queue.

Transmission medium. Principals send al outgoing messages, bit by bit, viaasingle
output channd. No assumptions are made regarding the privacy of messages on the trans-

miss on medium or the message queues.

M essage Queue. Principas can only recel ve messages that are stored on their [FIFO]
message queue. Theintruder can place messages on other principa s message queue at
any time. Other princ pals may update queues using the secure send operations. Vdid
gueue operations are push and pop. The push operation will append a message to the
gueue and increment the message counter, while the pop operation will copy the next mes-
sage to beread to the private memory of the principal, del ete the entry from the queue and

decrement the message counter.

End of Appendix A



Appendix B

CPAL Syntax

%token DIGIT LETTER ID NUMBER IF THEN EL SE ASSERT ACCEPT RJECT
NEW CHAR CAT VC SND SSND REC SREC EQ NE AND OR NOT IMPCO LITER
ASSIGN MINUS ENC DEC COMPASSIGN FUNC LT GT UD COMP STR COND VA
BOOL VALUE DOT SPECIAL GASSERT ASSUME ENC_P DEC_P

Yoleft |

Yoleft ‘&'

%left '+ -

Yoleft *' [

%left UMINUS  /* supplies precedence for unary minus */

%% /* beginning of rules section */

protocol:  actions;
actions:  action
| actions
action,
action : ID "'stmt;
stmt error ;'
ASSERT cond ;'
GASSERT gcond ;'
ASSUME gcond ;'
RJECT "'
SND ID ‘(' value')'";'
SSND ID ‘(' vdlue')' "'
REC '('value'’)'";
SREC ID'>'ID '(‘vdue")"";
IF'(cond") THEN '{' stmts'}' dse part
ID ASSIGN value "'
‘(" ids")" ASSIGN vdue';" /* compound assignment*/
{'stmts }';
stmts : stmt
|  stmts stmt;
ese part:
| ELSEY{' stmts '}';
vdue : ID
| ENCvduel'ID [*encryption of messages*/
| DECvduel ID
| ENC_Pvalue']'ID /*Public key encryption of messages*/

169
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| DEC Pvalue'ID
| 1D '('values')
|  NEW
| '<vdues™>';
vdues :  vaue
| vaues', value;
ids ID
| ids''ID;
cond : ID parameters /* cond returns a predicate */
| LITER
|  vaduecompvalue
|  negcond
|  '( cond’)
|  cond oper cond,;

| ‘(' pams’);
pams :  parm
|  parms') parm;
pam cond ;
gcond : gidcompgid
gid gparameters

|

| LITER

|  neg gcond

| ‘(' gcond’)

|  gcond oper gcond ;
gid: ID"." ID;
gparameters:

| ‘(' gpams’);
gpams :  gparm

| gparms’, gparm;
gparm :  gcond;
oper : AND

| OR

| IMP;
neg NOT ;
comp : EQ

| NE

| LT

| GT,;



Appendix C
Cryptographic Protocols Expressed in CPAL

Needham and Schroeder Private Key Protocol [NEED78]

S: =>A(Skas);

A: <-(A kas);

S =>B(S.kbs);

B: <-(B.kbs);

A: =>S(¢<A,B,Na>]kas);
S: <-(msg);

S: (A,B,Na) := dmsg]kas;
S: =>A(g[<Na,B kab,e[ <kab,A>]kbs>] kas);
A: <-(msg3);

- temp2 := dmsg3]kas;

: (N'a,B kab,ticket) := temp2;
: assert(N'a==Na);

. =>B(ticket);

: <-(ticket);

> (kab,A) = d[ticket]kbs;
: =>A (e[ Nb]kab);

. <-(msg4);

: Nb := d[msg4]kab;

: =>B(g[f(Nb)] kab);

: <-(msgb);

: N'b := d[msg5] kab;

: assert(N'b == f(Nb));

0 W wX>» > > W
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DENNING & SACCO PRIVATE KEY PROTOCOL [DS81]

S: =>A(Skas);
A: <-(A kas);
S: =>B(S.kbs);
B: <-(B.kbs);
A: =>5(<A,B>);
S: <-(msg);
S (A,B) :=msg;
S: kab := new;
S: T1:=new;
S: =>A(€g[<B,kab,T1,g<T1 kab,A>]kbs>]kas);
A: <-(Msgl);
A: tmp :=dMsgljkas;
A: (dst,kab, T1,Ticket) := tmp;
A: assert(dst == B);
--A: assert(sent(S,kab));
: =>B(Ticket);

A

B

B: tmpl := d[ Ticket]kbs;
B: (T1,kab,A) :=tmpl,
B: gassert(B.T1 == S.T1);
B: =>A(e[N1]kab);

A: <-(Msg2);

A: N1 :=dMsg2]kab;
A: =>B(gf(N1)]kab);

B: <-(Msg3);

B: N1':= d[Msg3]kab;
B: assert(N1' == f(N1));
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OTWAY AND REESPRIVATE KEY PROTOCOL [OTWY 87]

S. =>A(Skas);

A: <-(A kas);

S. =>B(S.kbs);

B: <-(B.kbs);

: =>B(<C,A ,B,g<Na,C A ,B>]kas>);
: <-(msgl);

. (C,sre,dst, Ticketl) := msgl,;

: Ticket2 := e[<Nb,C,A,B>]kbs;

B: =>S(<C,src,dst, Ticketl, Ticket2>);
S: <-(msg2);

S: (C,sre,dst, Ticketl, Ticket2) := msg2;
S: (Na,Ca,srca,dstA) = d[Ticketl]kas;
S: assert(C == Ca);

S: (Nb,Cb,srch,dstB) := d[ Ticket2]kbs;
S: assert(C == Ch);

S: passa ;= g[<Nakab>]kas;

S: passb := g[<Nb,kab>]kbs;

S: =>B(<C, passa, passh>);

1 <-(msg3);

1 (C',passa, passh) := msy3;

: assert(C' == C);

: (Nb',kab) := d[ passb]kbs;

: assert(Nb' == Nb);

: =>A(<C, passa>);

: <-(msg4);

. (C, passa) := msg4;

: assert(C' == C);

. (Na'kab) := d[passalkas,

: assert(Na == Na);

W ww>
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End of Appendix C
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BAN L ogic Canonical Proof Tree

believes(A,X)

be iw&T(A ,controls(S,(X)) and bdieves(A,bdieves(S,(X))

believes(A,said(SX) and  beieves(A fresh(X))

%es(A,ie[X] kas) bd ievas(A,gooI ey (A kas,S))

175



Appendix E

Attack on atrivial 2 way protocol [BIRD9Z]

X: assume(B.k == A .k);

A: ->B(g <A, gN1]k>]k);
I: <-(msgl);

I: =>B(msgl);

B: <-(msgl);

B: (src,msg2) := d[msgl]k;
B: N1 :=d[msg2]k;

B: N2 := new;

B: msg3 := €/<B,eg]N2]k>]k;
B: ->src(<N1,msg3>);

I <-(msg3a);

I: (N1,msg3) := msg3a;

I: =>A(Msy3);

A: <-(msg3);

A: (dst,msg4) := d[msg3]k;
A: N'1:=dmsg4]k;

A: msgb = <A, e[N3]k>]k;
A: ->dst(<N'1,msg5>);

I: <-(msgb);

I: (N2,msg5) := msg6;

I: =>B(N2);

B: <-(N'2);

B: assert(N'2 == N2);

End of Appendix E
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Appendix F

PV S Proof of the Needham and Schroeder Private K ey Protocol

(Ignsban|
(lgnsgod | " (FLATTEN)
(" (SPLIT +)
(("1" (FLATTEN)
(("1" (SPLIT +)
(A
(LEMMA "nonce_verification"
("P'"B_B""Q" "B_A" "X" "goodkey(B_A,S kab,B_B)"))
(("1" (SPLIT -1)
(("1" (PROPAX) NIL)
("2" (LEMMA "freshness3" ("P' "B_B" "Q" "B_A" "kpq" "S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
("2" (LEMMA "freshness2" ("P" "B_B" "Y" "B_A" "X""S _kab"))

(("2" (SPLIT -1)
("1" (FLATTEN) (("1" (PROPAX) NIL)))
o
((LEM MA "freshnesslb" ("P" "B_B" "Y" "B_A" "X""S kab"))
(("2" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL)))M)))
("3" (SPLIT -9)
(1

(LEMMA "msg_meaningl"
("P'"B_B""Q""B_A""KPQ""S kab" "X" "B_f(B_Nb)"))
(("1" (SPLIT -1)
(("1" (PROPAX) NIL)
(2
(LEMMA "jurisdiction”
("P'"B_B""Q" "B_S""X" "goodkey(B_B,S kab,B_A)"))
(("2" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL)
('3
(LEMMA "nonce_verification”
("P'"B_B""Q" "B_S""X" "goodkey(B_B,S kab,B_A)"))
(("3" (SPLIT -1)
(("1" (PROPAX) NIL)
(2
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(LEMMA "freshness3"
("P""B_B""Q""B_A" "kpg" "S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
("2
(LEMMA "freshness2"
("P""B_B""Y""B_A""X""S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
("2
(LEMMA "freshnesslb"
("P'"B_B""Y""B_A""X""S kab"))
(("2" (SPLIT -1)
(("1" (PROPAX) NIL)
("2" (PROPAX) NIL)))MM))
("3" (SPLIT -10)
("1
(LEMMA "msg_meaningl”
("P'"B_B""Q""B_S'"KPQ""S kbs' "X"
"S kab"))
(("1" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL)
("3
(LEMMA "sees _enc"
("P""B_B""Y""B_A""X""S kab" "K"
"S kbs"))
(("3" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
("2" (PROPAX) NIL))))M))
("2
(LEMMA "said_sym"
"P'"B_B""Q""B_S'"T""B_B""R""B_A""K"
"S kab"))
(("2" (SPLIT -1)
(("1" (PROPAX) NIL)
("2" (PROPAX) NIL)MM))
("3" (PROPAX) NIL)))))
("2" (PROPAX) NIL))))))
("2" (POSTPONE) NIL)))))
("2
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(LEMMA "nonce_verification”
("P'"A_A""Q""A_B" "X" "goodkey(A_A,S kab,A_B)"))
(("2" (SPLIT -1)
(("1" (PROPAX) NIL)
("2" (LEMMA "freshness3" ("P' "A_A" "Q" "A_B" "kpq" "S_kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
("2" (LEMMA "freshness2" ("P" "A_A" "X" "A_Na""Y" "S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
("2" (LEMMA "freshnessl" ("P' "A_A" "X" "A_Na"'"Y""S kab"))

(("2" (SPLIT -1)
(2" (PROPAX) NIL) ("2" (PROPAX) NILY))))
("3" (SPLIT -9)
(v

(LEMMA "msg_meaningl"
("P""A_A""Q""A_B" "KPQ""S kab" "X" "A_Nb"))
(("1" (SPLIT -1)
(("1" (PROPAX) NIL)
(2
(LEMMA "jurisdiction”
("P""A_A""Q""A_S""X" "goodkey(A_A,S kab,A_B)"))
(("2" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL)
('3
(LEMMA "nonce_verification”
("P""A_A""Q""A_S" "X" "goodkey(A_A,S kab,A_B)"))
(("3" (SPLIT -1)
(("1" (PROPAX) NIL)
(2
(LEMMA "freshness3"
("P""A_A""Q""A_B" "kpq" "S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NILY)))
(2
(LEMMA "freshness2"
("P""A_A""X""A_Na'"Y""S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
(2
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(LEMMA "freshnessl"
("P'"A_A""X""A_Na'"Y""S kab"))
("2" (SPLIT -1)
(("1" (PROPAX) NIL)
("2" (PROPAX) NIL))MM))
("3" (PROPAX) NIL))))))
("3" (POSTPONE) NIL)))))

("2" (POSTPONE) NIL)))))N)))

End of Appendix F
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PV S Proof of Snekkenes K P Protocol

(Igkpban2
(lgkpgod| " (FLATTEN)
(("" (SPLIT 1)

(GX

(LEMMA "nonce_verification”
("P'"B_B""Q" "B_A""X" "goodkey(B_A,S kab,B_B)"))
("1 (SPLIT -1)
(("1" (PROPAX) NIL)
("2" (LEMMA "freshness3" ("P' "B_B" "Q" "B_A" "kpqg" "S_kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
("2" (LEMMA "freshness2" ("P" "B_B" "Y" "B_Nb" "X" "S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
("2" (LEMMA "freshnesslb" ("P' "B_B" "Y" "B_Nb" "X" "S kab"))
(("2" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL))NM))
("3" (SPLIT -19)
(G
(LEMMA "msg_meaningl"
("P'"B_B""Q""B_S"'"KPQ""S kbs' "X" "S kab"))
(("1" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL)
("3" (LEMMA "sees_enc"
("P'"B_B" "X" "cat(S_kab,A_A)""Y"
"cat(B_Nb,e(cat(A_Na,S kab),S_kas))" "K" "S_kbs"))
(("3" (SPLIT -1)
(("1" (FLATTEN)
(("1" (LEMMA "sees enc"
("P'"B_B""X""S kab" "Y""A_A""K""S _kbs"))
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(("1" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NILY)))
("2" (PROPAX) NIL))))))
("2" (PROPAX) NIL)))))
("2" (SPLIT -18)
(1
(LEMMA "msg_meaningl"
("P'"B_B""Q""B_A""KPQ" "S _kab" "X" "B_NCc"))
(("1" (SPLIT -1)
(("1" (PROPAX) NIL)
(2
(LEMMA "jurisdiction”
("P'"B_B""Q""B_S""X" "goodkey(B_B,S kab,B_A)"))
(("2" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL)
(3"
(LEMMA "nonce_verification”
("P'"B_B""Q" "B_S""X" "goodkey(B_B,S kab,B_A)"))
(("3" (SPLIT -1)
(("1" (PROPAX) NIL)
(2
(LEMMA "freshness3"
("P'"B_B""Q""B_A" "kpg" "S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NILY)))
(2
(LEMMA "freshness2"
("P""B_B""Y" "B_Nb" "X" "S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NILY)))
(2
(LEMMA "freshnesslb"
("P""B_B""Y" "B_Nb" "X" "S kab"))
(("2" (SPLIT -1)



Appendix G: PV S Proof of Snekkenes KP Protocol

(("1" (PROPAX) NIL)
("2" (PROPAX) NIL)))MMN))
(3"
(LEMMA "sad _sym"
("P'"B_B""Q""B_S'"T""B_B""R""B_A""k"
"S kab"))
(("3" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL))))M))
(3"
(LEMMA "sees _enc"
("P'"B_B""Y""A_A""X""B_Nc""K""S kab"))
(("3" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
("2" (PROPAX) NIL)))))N))
("2" (PROPAX) NIL)))))
(2
(LEMMA "nonce_verification”
("P""A_A""Q""A_B" "X" "goodkey(A_A,S kab,A_B)"))
(("2" (SPLIT -1)
(("1" (PROPAX) NIL)

("2" (LEMMA "freshness3" ("P' "A_A""Q" "A_B" "kpq" "S _kab"))

(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))

("2" (LEMMA "freshness2" ("P" "A_A" "X""A_Na"'"Y""S kab"))

(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))

("2" (LEMMA "freshnessl” ("P" "A_A""X""A_Na"'"Y""S kab"))

(("2" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL)))NM))
("3" (SPLIT -18)
(1
(LEMMA "msg_meaningl"
("P""A_A""Q""A_B" "KPQ""S kab" "X" "A_Na"))
(("1" (SPLIT -1)
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(("1" (PROPAX) NIL)
(2
(LEMMA "jurisdiction”
("P""A_A""Q""A_S""X" "goodkey(A_A,S kab,A_B)"))
(("2" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL)
('3
(LEMMA "nonce_verification”
("P""A_A""Q""A_S""X" "goodkey(A_A,S kab,A_B)"))
(("3" (SPLIT -1)
(("1" (PROPAX) NIL)
(2
(LEMMA "freshness3"
("P""A_A""Q""A_B" "kpq" "S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NILY)))
(2
(LEMMA "freshness2"
("P""A_A""X""A_Na'"Y""S kab"))
(("2" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
(2
(LEMMA "freshnessl”
("P""A_A""X""A_Na' "Y""S kab"))
(("2" (SPLIT -1)
(("1" (PROPAX) NIL)
("2" (PROPAX) NIL)MMN))
("3" (SPLIT -19)
(1
(LEMMA "msg_meaningl"
("P""A_A""Q""A_S""KPQ" "S kas" "X" "S_kab"))
(("1" (SPLIT -1)
(("1" (PROPAX) NIL) ("2" (PROPAX) NIL)
(3"
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(LEMMA "seesl"
("P""A_A" "X" "g(cat(A_NaS kab),S kas)" "Y"
"e(cat(A_NaB_Nc),S_kab)"))
(("3" (SPLIT -1)
(("1" (FLATTEN)
1
(LEMMA "sees enc"
("P""A_A""X""A_Na'"Y""S kab" "K"
"S kas"))
(("1" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
("2" (PROPAX) NIL)))))
("2" (PROPAX) NIL))N))
("2" (PROPAX) NIL)M))
("3" (LEMMA "seesl"
("P""A_A""X" "g(cat(A_Na,S kab),S kas)" "Y"
"e(cat(A_NaB_Nc),S_kab)"))
(("3" (SPLIT -1)
(("1" (FLATTEN)
(G
(LEMMA "seesl"
("P""A_A" "X" "g(cat(A_NaS kab),S kas)" "Y"
"e(cat(A_NaB_Nc),S_kab)"))
(("1" (SPLIT -1)
(("1" (FLATTEN)
(G
(LEMMA "sees enc"
("P""A_A""X""A_Na"'"Y""B_Nc" "K""S kab"))
(("1" (SPLIT -1)
(("1" (FLATTEN) (("1" (PROPAX) NIL)))
("2" (PROPAX) NIL)))))
("2" (PROPAX) NIL))))))
("2" (PROPAX) NIL))))))

("2" (PROPAX) NIL))M))
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