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Healthcare integration
trial demonstration
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“Current and emerging challenges of eHealth —
privacy, law, ethics, governance and beyond”
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TAS3 Consortium

Integration Trial

eHealth Environment

¢ eHealth environment
— Data exchange within a Registry - Repository architecture

e Legacy Application

- S———— mma
Belgian situation = <
e Data-format: KMEHR (HIS repository)
o |dentifiers: INSS, RIZIV-INAMI

— PILS Portal (“search”)
¢ Patient Information
Location Service
— Repositories
¢ Hospital “result servers”

-
e Summary Servers i

Y Record

Professional

The 2011 Trial builds on this...
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Integration Trial

TAS3 Component Integration (“TAS3-ification”)

Demonstrated Functionality

Login to PILS portal using
TAS3-ZXID-IDP

— SSO capability

— |ID-WSF Discovery Service

Professional
TAS:

11/3/2011

3-Layer
(ZXID)

Inter-SP communication using the
TAS3 communication stack

TAS Audit ITF

TAS3-DP

(ZXID)

TAS3
Auditing

Logging towards the TAS3 audit

1
1
: bus

TAS Audit ITF

:

PDP
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Reminder: 2010 Integration Trial

Evolution towards user-centricity

Professional
TAS3-Layer
(ZXiD)

TASSIDP
(2xiD)
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V. Portal
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Patient

TAS Audit ITF TAS Audit ITF

TAS3
Auditing

Dashboard

TAS3
Master PDP
Policy Mgt

-
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Classical eHeatlh

Professional Health
Information Exchange
— HCP Only
— Heavily Regulated

Evolution in the Healthcare Environment

~
Patient Empowerment

J

d N
rd Party &
Government (supported) 3 y_
S Community

Initiatives .

Initiatives

J

2

Health Applications

» Disease Mgt, coaching, ...
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U

Health Applications
* Personal Health
Records
¢ Disease Management
/ Coaching

Demonstrated Environment
Professional 3
PILS Service
Health
exchange
Government
Infrastructure
Identity Provision
3rd party
Services
11/3/2011

Repository

1 23 3

Central PDP

Audit

[ TAS3 Provider

] [ TAS3 Provider ]

Dashboard
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Patient Diary (PHR)
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User-Centricity: Centralized Policy Decisio

Services are responsible for formulating correct
AC requests to central PDP

Repository
Services therefore:

— Need to be aware of scope of the central AC
Decisions

— Need to speak “central PDP security vocabulary” ~—======-=-----@F-==---=-=-====-==--

— Needs to appropriately combine central & local
access decisions Central PDP

TAS3 Provider

Dashboard

The dashboard allows end-users to specify their
data protection policies in a user friendly way
— Dashboard combines user-preferences with the

globally accepted domain policy and saves it as a PDP
interpretable policy
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User-Centricity: Centralized Policy Decisio

| | Home | mews | weather | samples | seambemo | T1as2 Dashboard

Menu Content

w10

GMD Holder
Physician
(Therapeutic
Relation)
Physician
Emergency
Physician
out-of-office

Winatis TAS3? v
here o g it ¥ SUMEHR
v

Vhat transactions did i do?.

Discharg

Who accessed my data? v

Information
Type

Wihat policies are on my data? ¥
Wihatis my workflow (static) A Med. Diary
workfows
soarch Substance Abuse
What is my workfiow (cynamic) ¥ 3 HIV
Affiiated service providers ¥ i Psychiatry

Trust Ranking Sexual & domestic

violence

v
Legal nformation v
v
v

v
. OPT-OUT
Personal Policy <:| OPT-IN
Overrides
XACML Target: “Resource about Patient” Permit
Overrides
Deny All
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Repository 1
Hospital Data

The Actors

=
Le=====——r ’ag
SooEEe888
SEesEEEEEEE
L !

Repository 2
Hospital Data
Summary Records

|
GP Two
“No registered therapeutic
relationship”
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The Scenarios

1) Homer visits his GP after an episode at Demonstrates
the hospital. ' — TAS3 communication stack
¢ His GP wants to find out more — Governing policy is now a
information on the treatment received composition of third party
at the hospital. policies (law, local hospital
regulations) and Homer’s
preferences.

2) Homer, as a diabetic, has discovered a 3
party disease management application )
on the net which allows him to keep a Demonstrates the benefits
diary on the disease delivered by the TAS3 architecture

for making individual control over
* He wants to share this information personal data work in a large eco-

with a medical professional system with minimal effort.

I
One eco-system based on TAS3 architecture
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Dynamic Consent
(Not demonstrated)

e Static & Dynamic expression of privacy preferences

— Static Consent: previous scenarios are examples of “static”/”a-priori”
privacy preferences

— Dynamic Consent

e Scenario where to two are complementary
— Static: consent to have medical information scanned for trial eligibility
— Dynamic: A specific request for inclusion into a trial

Central PDP Service Provider
oo e

Dashboard Forwa FdEd Consent

wst Request ("
E{@ - Trusted Party e
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Demonstration

eHealth Services
PILS, Rep0’s, PHR, ...

1dP, Audit

¢ f
Central PDP, Privacy L A /“’
Dashboard .- L s
| 1
L_/\ \\_L\
Users: Homer, ey
GP1, GP2
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HCP Information Retreival

PILS Service Repository

Identity Provision TAS3 Provider ]

TAS3 Provider

Patient Diary (PHR)

() ()

1 1/3/201 1 Trusted Architecture for Securely Shared Services 13

Health Domain Patient Privacy Preferenc

PILS Service Repository

1 23 3

Central PDP Audit
Identity Provision [ TAS3 Provider ] [ TAS3 Provider ]
Dashboard

Patient Diary (PHR)

() [«

Homer
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Integrated 3rd Party Applications

PILS Service Repository
-

\y 7))
) %
GP One \_
Central PDP

Identity Provizion

TAS3 Provider
Dashboard
N

%% ié \ Patient Diary (PHR)

() ()

Audit

[ TAS3 Provider ]

TAS3 Provider
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Summary

e TAS3 was demonstrated as an integration

enabler for facilitating secure information 2010
exchange between existing and new Demo
applications

TAS3 was demonstrated to serve as
underlying architecture to build eco-systems
which support user-centric personal data 2011
management DemD
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Backup Slides

TAS3 Communication Stack
(SSO, SLO, ID-FF DI, inter-SP communication)
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Basic “Information Retrieval”
Backup Slide
[ea | [oomcwmosa] [ s [ [aw | [ wa ]
I ] I I I
s | I I I I
requesthedicalCare : } } } }
Whatinfo is available? } } } }
(that | don't have) Information Lookup } } }
Informali‘r;ﬂ Lookup } }
} Infarmation Lookup }
[l
|
|
|
Response (content list) }
______ Response (content list)
Interesting F__________;__?He;_;e_[oo_nEnTli;l_T
document P 1__ _DT ______ )_ L
dentlfied resulis | [ I
oo T | 1 1
~ | | | |
Get "Document” } } } }
Get "Dac;umem" } }
| |
| |
Respins }
Response A TTTTTTT o [ |
ittt T | 1 |
| | | |
| | | |
L LJ I I | |
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SSO Sequence

Backup Slide

User's computer PILS Portal Application TAS3 IdP

1dP (TAS3-ZXID. S50}

‘ Usee | |smg. ‘ ‘Pﬂnalbndmmn

‘ Portal TAS3.ZXID Component

T
httpuipils. :
I

HitpGat

T
]
]
]
]
dex. il (with login butan) !
]

display
Praga quest
{Audience, RelayState

HitpRequest
|

hidden FORM 'L[ -

The activity corresponds.
with the episode of care

Evaluale AuthN reques!
Present AuthN mechanism
|
|

display ! !
________ . H I ] Autheniicate
I I 1 1 Prepare SAML token
fillin useripass ! ! ! 1
1 1 1 1
! Authenticats (userpass POST) ! [
[l 1
L
aulo POST ~ SAML hfwﬂ : Creale session & store user credentials : :
redirect to F\EBVSL&IE :
”””””” CTTTTTTTTTT |
rediract : :
g Validate SAVL token |
Redirect (o RelayStete |
I
Access to User Gredentials !
|
1 I
1 I
1 I
1 I
- (] 1 (N I
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PILS Portal Application TAS3 IdP

SAML(T->IDP-DISCO)

listof repositories.

User logged in through SO 1
Obtained atributes S

SANL(DOG, T=PILS)
SAML(T->IDP-DISCO)

‘ms:ssm:k| ‘ astos Aopeion

T T
I I
I I
1 I
| |
1 |
1 I
| |

getDocumentsList

> SAMLT->IDP-DISCO), SAML(DOC recuest

7 SANL(DOC, T->Repox) r 'Ll

o tommm oo
TAS3 stack AP| Gall
with prepared SOAP body

i
SAMLIDOC, T->RepeX)
i

SAMLDOC, T->RepoX)

The application uses the
altribute for AG decisions

For each of the repositories
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