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“Current and emerging challenges of eHealth –

privacy, law, ethics, governance and beyond“
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16-17 June-2011

TAS³ Consortium

Healthcare integration 

trial demonstration

Tom Kirkham

University of Nottingham

Integration Trial
eHealth Environment

• eHealth environment 

– Data exchange within a Registry - Repository architecture

• Legacy Application 

– Belgian situation

• Data-format: KMEHR

• Identifiers: INSS, RIZIV-INAMI

– PILS Portal (“search”)

• Patient Information 

Location Service

– Repositories

• Hospital “result servers”

• Summary Servers

• …
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The 2011 Trial builds on this…
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Integration Trial
TAS3 Component Integration (“TAS3-ification”)
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Login to PILS portal using 

TAS3-ZXID-IDP

– SSO capability 

– ID-WSF Discovery Service

Inter-SP communication using the 

TAS3 communication stack

Logging towards the TAS3 audit 

bus

Demonstrated Functionality

Reminder: 2010 Integration Trial
Evolution towards user-centricity
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TAS3
Master PDP

Policy Mgt

…Dashboard

Patient

Portal
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Evolution in the Healthcare Environment
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Classical eHeatlh Patient Empowerment

Government (supported)

Initiatives

3rd Party & 

Community

Initiatives

Professional Health 

Information Exchange

– HCP Only

– Heavily Regulated

Health Applications

• Personal Health

Records

• Disease Management 

/ Coaching

Health Applications

• Disease Mgt, coaching, …

Data Protection related

• Patient Rights

Repository

Demonstrated Environment
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PILS Service

ACIdM AuditACIdM Audit

Patient Diary (PHR)

AuditCentral PDP

Identity Provision

ACIdM

TAS3 Provider

TAS3 Provider TAS3 Provider

Professional 

Health 

Information 

exchange

Government

Infrastructure

3rd Party 

Services

Dashboard



eHealth Workshop, Middlesex University, 

London UK, 16-17 June 2011

19.06.2011

4

Repository

User-Centricity: Centralized Policy Decisions
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ACIdM Audit

AuditCentral PDP

TAS3 Provider TAS3 Provider

Services are responsible for formulating correct 

AC requests to central PDP

Services therefore:

– Need to be aware of scope of the central AC 

Decisions

– Need to speak “central PDP security vocabulary”

– Needs to appropriately combine central & local 

access decisions

The dashboard allows end-users to specify their 

data protection policies in a user friendly way

– Dashboard combines user-preferences with the 

globally accepted domain policy and saves it as a PDP 

interpretable policy

Dashboard

PAP

PAP

User-Centricity: Centralized Policy Decisions
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Opt-in

Opt-out

Deny

Overrides

OPT-OUT

Permit 

Overrides

OPT-IN

Deny All

Personal Policy
XACML Target: “Resource about Patient”
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00

The Actors
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Repository 1

Hospital Data

Repository 2

Hospital Data 

Summary Records 

GP One

3rd Party Diabetes Diary (PHR)

GP Two

“No registered therapeutic 

relationship”

The Scenarios

1) Homer visits his GP after an episode at 

the hospital. 

• His GP wants to find out more 

information on the treatment received 

at the hospital.
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Demonstrates

– TAS3 communication stack

– Governing policy is now a 

composition of third party 

policies (law, local hospital 

regulations) and Homer’s 

preferences.

2) Homer, as a diabetic, has discovered a 3rd

party disease management application 

on the net which allows him to keep a 

diary on the disease. 

• He wants to share this information 

with a medical professional

Demonstrates the benefits 

delivered by the TAS3 architecture 

for making individual control over 

personal data work in a large eco-

system with minimal effort.

One eco-system based on TAS3 architecture
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Dynamic Consent
(Not demonstrated)

• Static & Dynamic expression of privacy preferences

– Static Consent: previous scenarios are examples of “static”/”a-priori” 

privacy preferences

– Dynamic Consent 

• Scenario where to two are complementary

– Static: consent to have medical information scanned for trial eligibility

– Dynamic: A specific request for inclusion into a trial
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Central PDP

TAS3 Provider

Dashboard

PAP

Service Provider

(data provider)

Trusted Party

Consent

Request

Forwarded 

Request

?

Demonstration
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Users: Homer, 

GP1, GP2

eHealth Services 

PILS, Repo’s, PHR, …
IdP, Audit

Central PDP, Privacy 

Dashboard
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Repository

HCP Information Retreival
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PILS Service

ACIdM AuditACIdM Audit

Patient Diary (PHR)

AuditCentral PDP

Identity Provision

ACIdM

TAS3 Provider

TAS3 Provider TAS3 Provider

Dashboard

GP One

PAP

PAP

Audit Bus

Repository

Health Domain Patient Privacy Preferences
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PILS Service

ACIdM AuditACIdM Audit

Patient Diary (PHR)

AuditCentral PDP

Identity Provision

ACIdM

TAS3 Provider

TAS3 Provider TAS3 Provider

Dashboard

GP One

PAP

PAP

Homer

Audit Bus
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Repository

Integrated 3rd Party Applications
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PILS Service

ACIdM AuditACIdM Audit

Patient Diary (PHR)

AuditCentral PDP

Identity Provision

ACIdM

TAS3 Provider

TAS3 Provider TAS3 Provider

Dashboard

GP One

PAP

Homer

Audit Bus

Summary
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• TAS3 was demonstrated as an integration 

enabler for facilitating secure information 

exchange between existing and new 

applications

• TAS3 was demonstrated to serve as 

underlying architecture to build eco-systems 

which support user-centric personal data 

management 

2010 

Demo

2011 

Demo
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Backup Slides

11/3/2011 Trusted Architecture for Securely Shared Services 17

TAS3 Communication Stack

(SSO, SLO, ID-FF DI, inter-SP communication)

Basic “Information Retrieval”
Backup Slide
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SSO Sequence
Backup Slide
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TAS3 WS Stack
Backup Slide
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