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Abstract. It is possible, but difficult, to reason in Hoare logic about programs
which address and modify data structures defined by pointers. The challenge is
to approach the simplicity of Hoare logic’s treatment of variable assignment,
where substitution affects only relevant assertion formulae The axiom of
assignment to object components treats each component name as a pointer-
indexed array. This permits a formal treatment of inductively defined data
structures in the heap but tends to produce instances of modified component
mappings in arguments to inductively defined assertions. The major weapons
against these troublesome mappings are assertions which describe spatial
separation of data structures. Three example proofs are sketched.

1 Introduction

The power of the Floyd/Hoare treatment of imperative programs [8][11] liesin its use
of variable substitution to capture the semantics of assignment: simply, RE, the result
of replacing every free occurrence of variable x in R by formula E, is the precondition
which guarantees that assignment x:=E will terminate in a state satisfying R At a
stroke difficult semantic questions that have to do with stores and states are converted
into simpler syntactic questions about first-order logical formulee

We encounter several difficulties when we attempt to use a similar approach to
deal with programs which manipulate and modify recursive data structures defined by
pointers. The first difficulty, whose solution has been known for some time, is
aliasing: distinct and very different pointer formulaemay refer to the same object. The
second difficulty is the treatment of assertions which include inductive formulae
describing heap data structures. The final difficulty is the complexity of the proofs:
not only do we have to reason formally about sets, sequences, graphs and trees, we
have to make sure that the locality of assignment operations is reflected in the
treatment of assertions about the heap.

For all of these reasons, Hoare logic isn’'t widely used to verify pointer programs.
Yet most low-level and all object-oriented programs use heap pointers freely. If we
wish to prove properties of the kind of programs that actually get written and used, we
shall have to deal with pointer programs on aregular basis.

1 neglect definedness conditions throughout this paper.
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In one situation program verification is a practical necessity. The idea of ‘proof-
carrying code’ (see, for example, Neculaand Lee[22] and Appel and Felty [1]) isthat
programs should be distributed along with a proof of their properties, the proof to be
checked by each user before the program is used. Machine checkers are simple,
reliable and fast, so if appropriate proofs can be provided we won’t have to spend
ages reading the fine print before running our latest downloaded system extension.

Proof-carrying code is a long way off, but being able to deal effectively with
pointer programs will take us a step aong the way.

This paper is therefore about verifying the properties of programs. It is not about
proof development, but it is not intended as a challenge to those who prefer program
refinement to program verification. Once we can make reliable proofs about
imperative pointer algorithms, surely the mechanisms developed to support proof can
be used in aid of other activities.

1.1 Background

This paper was inspired by the work of Morris, who put forward in 1981 [21] axioms
for assignment to object components, described a mechanism for dealing with
inductively defined data structures and presented a semi-formal proof of the Schorr-
Waite graph marking algorithm. Earlier still, Burstall presented in 1972 [6] a
treatment of list-processing algorithms and pointed out the analogy between the
treatment of array element and object components; his Distinct Non Repeating List
Systems made possible succinct and convincing proofs of list and tree algorithms.
Recently Reynolds [24] revisited Burstall’s work, refining the treatment of spatial
separation between objects and data structures in the heap and extending its range of
application, but working with forward rather than backward reasoning.

Attempts have been made to apply Hoare logic to pointer programs by
incorporating a model of the store, or part of the store, into the assertion logic.
Luckham and Suzuki [19], Leino [18] and Bijlsma [3], for example, identify a
subsection of the heap with each pointer type. Kowaltowski [16] includes the entire
heap.

Other work recognises the analogy between array element and object component
assignment but doesn’t do so effectively: both Hoare and Wirth [13] and Gries and
Levin [10], for example, give an axiom for object-component assignment which deals
only with the simplest non-pointer cases and neglects entirely to deal with pointer
diasing.

Cousot [7] gives a brief survey of other work, most of which is semantic in
character and does not address the practical concerns of program verification.

1.2 Notation

| write -, 00+ for logical implication, conjunction, disunction and negation; =
means equal by definition; @ is append (sequence concatenation);  is disjointness
of sequences; [0 is sequence and/or set membership. Ef is the result of substituting
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formula F for every free occurrence of variable x in formula E. AOBH— E is a
mapping which is everywhere the same as A, except at B which it mapsto E. | use
O ; to define f-linked sequence data structures from section 6 onwards.

2 TheProblem of Aliasing

The Hoare logic treatment of assignment is sound when we are sure that distinct

variable names refer to distinct storage locations; it can mislead if that assurance is

lost. Aliasing, which occurs when distinct formulaedescribe the same storage location,
comesin at least the following range of flavours.

» Parameter aliasing is the best known and probably the most difficult to deal with.
It arises during the execution of procedures and functions, when a call-by-reference
parameter (a var parameter in Pascal [14], for example) stands for a storage
location outside the procedure which is aso nameable in another way from within
the procedure.

* Subscript aliasing arises in languages which use arrays: b[1] and b[J] are the
same storage location just when | = J asintegers.

» Pointer aliasing, analysed below, arises when an object (a node, a record) can be
referred to indirectly via a pointer value.!

» Overlap aliasing occurs when storage locations can contain storage locations, as
when an object is updatable by assignment, simultaneously updating all of its
components, and those components are each separately updatable storage
locations.

» View aliasing occurs when the same area of store can be addressed in different
ways, as with Pascal variant records, C [15] union types, or C casting.

Aliasing is caused by identity or overlap of Ivalues (addresses of objects in the
store, see Strachey [26]), but both subscript and pointer aliasing can be dealt with by
comparing rvalues (contents of storage locations). That makes them in principle
tractable in the Floyd/Hoare tradition, which deals entirely with rvalues. Parameter,
overlap and view aiasing are outside the scope of this paper.

2.1 Subscript Aliasing

Distinct formuleeindexing the same array will be equivalent as Ivalues if the rvalues
of their subscript expressions are equal. The Pascal program fragment
b[i]:=b[]j]+1;
if b[i]=b[j] then witeln(output, "aliased!")
el se witeln(output, "distinct")

Y'n languages such as C [15] which alow pointers to stack components, pointer aliasing is
used to imitate parameter aliasing. The obvious implementation of call by reference depends
on the use of pointers. Pointer aliasing and parameter aliasing are, therefore, closely related.
But at source language level they are distinct phenomena.
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will printal i ased! wheni =j ,ordi stinct wheni <>j .

Following McCarthy and Painter [20] and Hoare and Wirth [13], there’'s a well-
known solution to subscript aliasing. Even though, in every practical implementation
of a programming language, an array is a collection of separately addressable storage
locations, it can be treated as if it was a single variable containing a mapping from
indices to rvalues. The instruction b[I] :=E is considered to assign a new mapping
bO!l+— E tob, and therefore R{,’DME is the precondition that the assignment
b[1]:=E will terminate in a state satisfying R. Array element access is resolved by
comparing indices, so that (b0 | > E)[J] = (if | = J then E else b J] fi).

This interpretation of array element assignment is a complete solution to the
problem of subscript aliasing, though it must be used carefully with concurrent
assignments in case there are aiases in the set of assigned locations. It resolves the
problem entirely by the rvalue comparison | = J in the reduction rule, even though
aliasing is between Ivalues b[1] and b[J].

2.2 Pointer Aliasing

In practice a computer memory is agiant array, and memory addresses — the primitive
mechanism underlying lvalues and pointers — are its indices. Whenever two distinct
occurrences of pointer values are equal, we have pointer aliasing.

Consider, for example, the problem (part of the in-place list-reversal example
below) of moving an element from the head of one tl-linked list r to the head of a
similar list p, using assignment to heap object components. If we write it as a
sequence of non-concurrent assignments' we must use an auxiliary variable g and a
sequence of at least four instructions, one of which alters a pointer in the heap. Thisis
one solution:

g:=r;r:=rtl;qtl:=p; p: =q
At every intermediate stage of execution of this program there is more than one way
to refer to particular objects in the store. After the first assignment, g and r are the
same pointer; after the second, g.tl and r; after the third, q.tl and p; after the last, p and
g. If the pand r lists aren’t disjoint collections of objects, still more aliasing may be
produced.

It's tempting to treat the heap as a pointer-indexed array of component-indexed
objects, perhaps subdividing it by object type into sub-arrays (see, for example,
Luckham and Suzuki [19] and Leino [18]). But in practice this has proved awkward
to deal with. First, it means there has to be a translation between object-component
formulaein the program on the one hand and array-indexing formulaein assertions on
the other. Second, it forces us towards ‘global reasoning’: every object component
assignment seems to affect every assertion which has to do with the heap. By contrast
the Floyd-Hoare treatment of assignment to a variable concentrates attention on
assertions that involve that variable, leaving others untouched, making steps of ‘local
reasoning’ whose restriction to particular formulaematches the locality of assignment

L | do not consider concurrent assignment in this paper.
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to asingle variable. Third, our assertions about the content of the heap usually need to
be expressed inductively, using auxiliary definitions which can easily hide aliases.

Even though these difficulties might in principle be overcome, it feels like the
wrong thing to do: we don’t program with a memory array in mind but rather in terms
of distinct variables, arrays, objects and components, and our reasoning should as far
as possible operate at the same level as our thinking.

3 TheTreatment of Subscript Aliasing

In [21] Morris introduced an assignment rule for assignment to components of heap
objects which generalised Burstall’s treatment [6] of hd/tl structures. He gave a
treatment of inductively defined data structures using the notion of paths between
objects, and presented a proof of the Schorr-Waite graph-marking algorithm [25]
which seems far closer to a proof of the original than other published treatments
[91[28].

3.1 MorrissTreatment

Morris treats a language which is like Java [2] in that it has pointer-aliasing but no
parameter-aliasing, and no whole-object assignment. Program (stack) variables like x,
Y, P, g can hold pointers to objects in the heap. Objects (in the heap) have components
indexed by names like e, f, g, h and are referred to using dot-suffix notation, for
example p.e.ef.

Because there is no whole-object assignment, aliasing is only of components of
objects. Because there is no arithmetic on component names we know immediately,
when e and f are distinct component names and no matter what the values of A and B,
that A.e can't be the same Ivalue as B.f. Similarly, we know that A.e and B.e will be
the same Ivalue just when the rvalues A and B are equal.> Lvalue-aliasing of object
components can therefore be detected by identity of component name and rvalue
comparison of pointers.

These insights made it possible to define a rule for object-component assignment
which avoids mentioning the memory array altogether:

Q- R
{dAf:=E{R
Object component substitution R,’EA'f isjust like variable substitution except when
it is dealing with object component references. Morris's axioms appear to be:

—————— (fand g distinct)
(Bg)" 2 Bg (B.f)" 2if A=Bthen E else B.f fi

Formally, this treatment deals only with single occurrences of component namesin
object component formulae — p.hd and p.tl are dealt with correctly, for example, but

1 | assume, for simplicity, that distinct types of object use distinct component names.
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p.hd.tl isn't — so it is valid only with a restricted programming language and a
restricted vocabulary of assertion logics. There are similar axioms for assignment to
array elements, similarly flawed — bfi] is dealt with, but not b[b[i]] .*

3.2 Calculating Object-Component Assignment Axioms

It is possible to calculate object-component substitution axioms which work without
restriction in Morris's target language. Since objects can’'t overlap, we can treat the
heap as a pointer-indexed collection of objects, each of which is a name-indexed
collection of components. An object-component reference A.f in a heap H
corresponds to a double indexing, once of the heap and once of the object.

[[Af]]H%H[[[A]]H][f]

Assigning a value to A.f replaces the object H[A] with a new mapping and therefore
the heap becomes a new mapping as well:

[FATTH2[F]H, whereH :%D(HA]]H)H(H[[[A]]H] ot H[[E]]H)E

When f and g are distinct component names:

[(Bo) TH=[BolH =H[IBIH]ld =+l IH]d

=fHO(1Al H)|—>(H[|IA]] Hotolel HH[[ 8 IHd]

=Hf [ATH=[ B TH then (H[[[A]] H] 01 [E] H)elseH[[[ B’EA-f]]H] fi{g
=if [AJH=[ B H then (H[[[A]] H] 0f[E] H)[g] dlse H[[[ BA H][g] f
=if [AJH=[ B H then H[[[A]] H][g] eIseH[[[ BA] H][g] f

= if [AJH =[ B TH then H[[ B2* TH|[g] else H[T B TH| g

=H[[e Tl =L(e"")olH
With identical component names:

[(e.1)2 TH=08. 0w =H{TBlH][ 1] =H{T 82 TH[ ]
=lHo ([[ Al H) - (H[[[A]] H] 0f[E] H)HH BIA] H][f]

In examples Morris deals with multiple occurrences of component names or array names by
sometimes introducing nested substitutions, sometimes introducing constants — replacing
b[b[j]] = j. for example, by b[b0] = j Ob[j]= bO0. It may be that his less than formal
statement of the mechanism is misleading.
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=Hf [ATH=[BTH then (H[[[A]] Hotolel H)elseH[[[ B I i 1]
=if [AJH=[ B H then (H[[[A]] H] 0f[E] H)[f] eIseH[|I BA] H][f] f
=if [AJH=[8*"[Hthen [E]Helse[(BL').f [H i
=[if A=B" then Eelse(B').f fi] H

In each case the calculated equivalence leads to an axiom which is identical to

Morris's except that B on the right-hand side of the axiom is replaced by B,’EA'f .

3.3 TheComponent-as-Array Trick

The axioms for object component substitution, following an assignment A.f:=E, for
distinct component namesf and g, are

(BoL 2(B g (BN 2if A=BM then Edlse(BX) £ i

The standard treatment of an assignment b[ I] :=E givesusfor distinct arrays b and ¢

dI50nme :C[JSDIHE] Jlosine =01 E)[JE?DIHE]
=if 1 =30y, then Edlseb[Jf ] f

It is clear from the correspondence between these treatments that object-component
substitution is formally equivalent to a treatment of object components as pointer-
indexed arrays. That is, assignment to component f of an object pointed to by A can be
treated as if it were an assignment to the A-indexed component of an array f, and
access to the f component of an object pointed to by A as selection of the Ath
component of an array f.

This observation is certainly not novel: Burstall gives an equivalent in [6], and it
may be that Morrisintended this reading in [21]. It is worth stating clearly, however,
to clarify what seems otherwise to be imperfectly understood ‘folk knowledge'.

The advantages of the component-as-array treatment are considerable. First of al,
it is obviousthat it enables the calculation of weakest preconditions. Second, it means
that we don't need a new structural induction to deal with object component
substitution: a considerable advantage when mechanising proof and proof-checking.
Finally, and most importantly in the context of this paper, it makes possible a formal
treatment of object component substitution into inductively defined formulae

| feel it's necessary, despite its advantages, to emphasise that the treatment is
doubly a trick. It's a trick built on the array-as-mapping trick of McCarthy and
Painter. It's violently at odds with our understanding of how heaps work in practice. It
isn't clear how much of it would survive a relaxation of the restrictions we have
imposed on our programming language.
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Q- R Q- Ripase {dgRrR} R-R
{d x:=E{R (FAT=ER {38R

Q-P {POUB$P PHB- R AB * 0 {P B=t viSt<vi
{Q whileBdo Sod{R

{QUB Si{R {Q% B SuelR {@sfq} {Q}=AR
{Q if Bthen Sy, else Sy fi{ R {@su{R

Fig. 1. Hoare-triple rules

34 Restricted Global Reasoning

If we treat the heap as a global array, and convert all our object component
assignments to heap-array element assignments, then we have global reasoning,
because substitution of a new mapping for the heap array affects every assertion about
any part of the heap. By contrast the Floyd-Hoare treatment of variable assignment
gives us local reasoning: only those assertions which mention the assigned variable
are affected by substitution.

Object component substitution and the component-as-array trick each offer a
restricted global reasoning. Some locality is achieved effortlessly, when formuleae
which only mention component f aren’t affected by assignment to component g. But
on the other hand the interaction of assignment with inductive definitions, discussed
below, needs careful treatment if a global reasoning explosion is to be avoided.

4 Hoare-TripleRules

| consider a language which has assignment to variables and object components,
while-do-od, if-then-else-fi and instruction sequence (fig. 1). The usual caveats apply
to the while-do-od rule: vt must be a fresh variable, t must be an integer-valued
function of the state. It is useful to include a postcondition-strengthening rule.
Component indexing A(BO C > E) isequivalentto (if A=Cthen E else ABfi).

I omit from the rules anything which requires definedness of formuleae Definedness
is especialy important in pointer-manipulating programs, because nil is such a
dangerous value — often in use, of pointer type, and yet not dot-suffixable.
Nevertheless, it would add little to the discussion in this paper to deal with
definedness, if only because my examples don't attempt to traverse nil pointers.

5 Three Small Examples

Cycles in the heap show pointer aliasing in its rawest form. Three small mechanical
proofs, calculated in Jape [5], are shown in full detail except for trivial implications.
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1:p.b=3-p.b=3 {=-Lhyp}
2:p.b=3-p.(a®prp).b=3 A.(BOAPE)2E 1
3:p.b=3-p.(a®p~p).(a®p~p).b=3 A.(BOAE)2E 2
4:p.b=3-p.(a®prp).(a®p-p).(a®p-p).b=3 A.(BOA-E)=E 3
5:{p.b=3}(p.a:=p){p.a.a.a.b=3} =4

Fig. 2. A single-step cycle

1:p.d=3-p.d=3 {=-Lhyp}
2:p.d=3-q.b.(c®q.bp).d=3 A.(BOAPE)2E 1
3:p.d=3-p.(a®prq).b.(ceg.b~p).d=3 A.(BOA-E):E 2
4:p.d=3-q.b.(c®q.bp).(a®pq).b.(ceq.bp).d=3 A.(BOA-E):E 3
5:{p.d=3}(q.b.c:=p){q.b.c.(a®pq).b.c.d=3} =4
6:0.b.c.(a®prq).b.c.d=3~q.b.c.(a®prq).b.c.d=3 {=-1,hyp}
7:9.b.c.(a®pr>q).b.c.d=3-p.(a®pq).b.c.(a®prq).b.c.d=3 A.(BeA-E):E 6
8:{g.b.c.(a®prq).b.c.d=3}(p.a:=q){p.a.b.c.a.b.c.d=3} =7
9:{p.d=3}(qg.b.c:=p;p.a:=q){p.a.b.c.a.b.c.d=3} sequence 5,8

Fig. 3. A multi-step cycle (version 1)

1:p.d=3-p.d=3 {~>-1,hyp}
2:p.d=3-q.b.(c®q.bp).d=3 A.(BOASE):E 1
3:p.d=3-p.(a®prq).b.(ceq.bp).d=3 A.(BOASE):E 2
4:p.d=3-q.b.(c®q.bp).(a®pq).b.(ce®q.bp).d=3 A.(BOASE):E 3
5:p.d=3-p.(a®pq).b.(c®qg.b~p).(a®prq).b.(ceg.b—p).d=3 A.(BOASE):E 4
6:{p.d=3}(p.a:=q){p.a.b.(c®qg.b~p).a.b.(ceq.bp).d=3} =5
7:p.a.b.(c®qg.b~p).a.b.(ceg.b—p).d=3-p.a.b.(c®g.bPp).a.b.(c®q.bPp).d=3  {>-,hyp}
8:{p.a.b.(ceq.bp).a.b.(c®q.b~p).d=3}(qg.b.c:=p){p.a.b.c.a.b.c.d=3} =7
9:{p.d=3}(p.a:=q;q.b.c:=p){p.a.b.c.a.b.c.d=3} sequence 6,8

Fig. 4. A multi-step cycle (version 2)

First asingle-step cycle established by a single assignment.
{pb=3 pa:=p{paaab=3
The proof (fig. 2) consists of a use of the assignment rule (line 5) followed by three

applications of component-indexing simplification on lines 4, 3 and 2.

Next, a multi-step cycle established by a sequence of two assignments.

{pd=3 qbc:=p; pa:=g¢f pabcabcd =3
The proof (fig. 3) consists of an application of the sequence rule (line 9), two
applications of the assignment rule (lines 8 and 5) and various uses of component-
indexing simplification. Note that we can’t simplify q.b.c.(a Op— q) on line 6, but
the mapping can be eliminated on line 3, once g.b.c has been simplified to p.

If we make the same cycle with the same instructions, but executed in the reverse
order (fig. 4), neither of the mappings generated by the assignment rule on line 8 can
be eliminated immediately, but they are dealt with eventually, on lines 4 and 2.
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6 Substitution and Auxiliary Definitions

When we make proofs of programs which manipulate heap objects using pointers, our
assertions will usually call upon auxiliary definitions of data structures. Auxiliary
definitions are useful for al kinds of reasons:. they alow us to parameterise important
assertions in user-defined predicates, they let us define inductive calculations, they
shorten descriptions. But the Floyd/Hoare mechanism, even in the absence of pointer
aliasing, has difficulty with assertions which contain arbitrary auxiliary defined
formulee (henceforth adfs).
If, for example, we define a predicate

F(z)=(x=2)
then F(y) both asserts that y has the same value as x and contains an implicit

occurrence of x. Substitution deals only with explicit occurrences, so the variable
assignment rule would seem to allow us to conclude mistakenly

{F(y)} x::x+1{F(y)}

The difficulty would disappear if we were to insist that adfs are expanded from
their definitions before we use substitution. That would not merely be inconvenient
but impossible in general, because inductive definitions can expand indefinitely. If we
insist, however, that definitions are program-variable closed — that is, that they have
no free occurrences of variable names which can be the target of substitution — then
we can deal with them in unexpanded form.

For example, we might define

F(uv)Zu=v
and the assignment rule would correctly calculate
{F(x+1y} x:=x+1 F(x,y}
The problem of auxiliary definitions of heap data structures is not quite so easy to

solve. Reynolds [23] deals with assertion procedures, but his intentions and his
approach are quite distinct from that developed below.

6.1 Inductive Auxiliary Definitions of Data Structures

Pointer-linked data-structure definitions are usually inductively defined. Indeed it is
difficult to see how we could do without induction when specifying programs which
manipulate data structures via pointers. Making them program-variable closed doesn’t
deal with object component assignment, but the component-as-array trick alows usto
make them component-array closed as well.

Following Burstall, Morris and Reynolds, an example data structure which uses a
component array parameter is the sequence of objects' A ; B generated by starting

Lits hel pful to think of this formula as generating a sequence of objects, but of course it
actually generates a sequence of pointer values.
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AD (B if & Bthen()edse(A)@AT | B)fi
Fig. 5. Aninductive definition of f-linked sequencesin the heap

p

Y 4 f f f

e HE N Y

pd, nil

Fig. 6. The sequence p O y nil

p q
Y d tI tI |
I 13
PO, q

Fig. 7. Thesequence pO 4 q

at the object pointed to by A and following links in f components until a pointer equal
to B is encountered.

For various reasons (not least the fact that nil doesn’t point to an object), B isn’'t
included in the sequence. The definition is both program-variable and component-
array closed: it mentions nothing but constants and its parameters A, B and f. The
sequence it generates isn’t necessarily a list — that is, a finite sequence with no
repetitions — because cycles in the heap may mean that we never reach B. It will not
be defined if we attempt to traverse anil pointer before reaching B.

If we consider objects with hd and tl components, as in the list reversal and list
merge examples below, then pO , nil can represent what we normally think of as
‘the list p’ (fig. 6). If p and q point to distinct objects, then p O ; q describes a list
fragment, the sequence of objects linked by tl components starting with the one
pointed to by p up to but not including the one pointed to by q (fig. 7). In each of
these examples | have assumed that the data structure is acyclic.
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p q

EINEINE;

pO,q T

Fig. 8. Effect of the assignment p.tl:=q onthesequence pOy q

7 Spatial Separation, Global Reasoning and I nductive Definitions

What imperative graph, tree and list algorithms all seem to do isto work with disjoint
bits of data structures, nibbling away at the edges, moving a node from here to there,
swinging pointers, atering values in exposed components. The locality of assignment
means that changes made in one area of the heap don't affect objects elsewhere. But
because pointer aliasing is always a possibility, our reasoning must continually take
into account the possibility that the location we are altering is referred to under
another name. In practice we take that possibility into account most often in order to
dismissit. Our logic must make this easy to do, and we must choose our assertions to
exploit this capability.

Substitution into xO ; y, as a result of the assignment A.f:=E, generates
XU tgase Y- That expands to give a formula which contains indefinitely many
occurrences of the mapping fOAHE, in  x(fOA-E),
x(f O A E)(f O A E), and so on. This explosion of effects, produced by an
assignment which affects only a single location, must either be avoided or effectively
dealt with. It arises with any inductive auxiliary definition which has a component-
array parameter.

By contrast, assignment is operationally local. Consider, for examplethe pO ; q
data structure of fig. 7. Executing p.tl:=q will swing the pointer in the first box to
point at the last, changing the data structure to that in fig. 8.

Only one component of the heap changes because of the assignment. The challenge
is to imitate this simplicity in our reasoning, to avoid an explosion of mappings and
combat what Hoare and Jifeng [12] call ‘the complexity of pointer-swing’.

In this particular case the result of substitution is easy to unravel:

|
(pE| tl q)IIDp}—)q = pDHDPHq a
=if p=qthen () ese(p)@p(tl O pr>a) 0 ygpq Afi
=if p=qthen()else(p)@q 0 yqpq afi
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=if p=qthen()dse(p) @ )fi
=if p=qthen( ) else(p)fi

Not every example is so straightforward. Consider the effect of the assignment
xtl:=y on the postcondition x # nil Olist(xJ 4 nil), where the list predicate*
asserts that a sequence is finite and non-repetitive. We may proceed with substitution,
expansion and simplification as before:

(x# nil Dlist>@  nil))! ,=x#nil Olist(X0 yoix,y nil)

tHOx—

= x #nil Dlist(if x= nil then () else(x) @x(0 x> y) O o,y nil fi)
= x #nil Olist(if x= nil then () else(x) @y 5. il fi)

= x #nil Dlist((x) @YD 55,y il

Without further information we can go no further, but we can be sure that this is the
weakest precondition, because all we've done is to use component-as-array
substitution, expand a definition and evaluate a conditional.

We've by no means achieved local reasoning yet, because there is a mapping
t1d x>y in the argument to an inductively defined auxiliary formula. Observe,
however, that when x doesn’t point to any of the components of yO , nil,
assignment to x.tl can’t affect the meaning of that formula. In those circumstances,
therefore, yO 4 nE ¥ ,4oxe Nl for any formula E. (This is easily shown
formally by induction on the length of finite sequences.) We might, that is, be content
to assume separation of objects in the heap, and to prove the simpler precondition

xznil Ox Oy @l list((x) @y 4 nil)

Note that the assumption ought to hold, because if x does point into y O ; nil —
that is, if yO,nl yO, x@K 4 nil —then we don't have a non-repeating
sequence and the precondition is false:

x# nil Dlist{(X) @y yryxesy Nl
= x#nil Dlist((X) @YD 4oy X@X g 5y Nl

= x#nil Dlist((x) @YD 4 x@X)@Y  yoxesy i)

What’s being appealed to by adding x Oy1 4 nil to the precondition, thereby
eliminating a mapping, is the principle of spatial separation. There is a set of objects
whose components help define the meaning of y O , nil, and if the object x points to
isn't one of that set, then the assignment x.tl:=E can’t have any effect on y O ; nil.

In practice spatial-separation assertions like x Y1  nil aren’t plucked out of the
air —they are found in invariants, as shown in the list reversal, list merge and graph
marking examples below.

1 Defined by heap-independent axioms: see section 9.1.
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affected by assignment
totl component

q
Gl
\/ hd

S~

/ / Y Y affected by assignment
to hd component

S~

thesequence p O ,, q

Fig. 9. Offset sequence with different support sets for different components

What's surprising is that lists and sequences aren’'t a special case. Spatial
separation is exactly what we need to deal in general with inductively defined heap
data structures. Any data structure in a finite heap depends on the component values
of afinite set of objects. If we assign to a component of an object outside that set, the
data structure can’t be affected. Faced with an adf whose arguments include a
mapping BO A E, therefore, we can either expand it until all the affected objects
are exposed — as, for example, we expanded X [J ., Nil above —or we can show
that because of spatial separation the mapping is never used, no matter how far we
expand the formula — as in the case of y [ ., nil above —or we can do both
steps, one after the other — or we are stuck for the moment, and we have to leave the
mapping aone.

7.1 Spatial Separation Examples
Spatial separation of a data structure and an object A can always be expressed as
A0S, where Sis a set of objects whose component values define the data structure.

In straightforward cases, like the O ; definition of fig. 5, the set of objectsis just the
data structure itself.

Offset Sequences. Consider the definition
Al fg BT If A Bthen () dse(Af.f)@AG " f.g Bfi
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The formula p 0 nay O describes a sequence of objects not necessarily linked
together, and offset by two steps from pO g (fig. 9). Assignment to A.hd or Al
may alter the sequence, but the sets of objects which support the description differ
between cases, and neither of them is the sequence itself.

Ordered Seguences. The predicate olist; assertsthat a particular sequence of objects
isordered by (<) inits f component:

olist; () olist; (A)
olist; (R@ A, B) @9) 2 olist; (R@(A)) DA f< B.f0 olist;((B) @9)

The sequence of objects S which olist; (S) asserts is ordered don’'t have to be
linked together in the heap. An assignment A.f:=E doesn’t affect the assertion just
when AOS.

If we combine definitions then we have to be careful. The assertion
olistyg(x O 4 nil) uses both the olist; and the O ; definitions to state that a
particular linked sequence in the heap is ordered: the assertion is unaffected by
Atl:=E when AIIXQ 4 nil —because that is the condition which makes sure that
the sequence x [0 ; nil remains the same — and unaffected by Ahd:=E in exactly
the same circumstances, even though that assignment doesn’'t alter the object-
sequence itself.

Cyclic Graphs. The set of nodes in a directed binary graph reachable through a
pointer Ais

A*  2if A=nil then{} else{A OAI* O Ar* fi

The assignment p.l:=q, given the postcondition p # nil DG(p*L,), where G is
some predicate, will generate the precondition

p nil DG({F} 0a*i0psqH Prip qu,r)

We can expect our graphs to be cyclic, so the occurrences of the mapping | 0 p+— q
in thisformulawill give us problems.

Inthis caseit is helpful to rewrite the definition to make spatial separation easier to
establish. It's simple to calculate reachable nodes using a directed acyclic graph
(DAG), breaking cycles by including an exclusion set Sin the definition:

A% s =if A=nil DAD Sthen{} else{A DAI* o400 Ar* on fi

This automatically gives spatial separation between the root node A and the
subgraphs generated from the child nodes A.l and A.r. Now the assignment p.l:=q.
given the postcondition p # nil O] G(p*“,s),will generate

p# nil O pJ G({F} O q*IDpn—>q,r, {QD p'r*IDqu,r, {p})

When AOS the graph B*, , s won't include A — that is, we have spatial separation.
Formally we have the equivalence (provable by induction on the height of finite
DAGS)
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AOS- (B*IDAHE,r,S: B*l,r,s)
Since p belongsto SO{ g , the precondition can be simplified to

p# nil Opd G({;} 0a* sogg” p.r*lvr’su{p}).

8 Heap Reasoning and Structural Reasoning

We can make assertions about a value represented by a heap data structure which are
about the value itself and which don’t involve knowledge of the heap. If it's a
seguence we may remark about its length, its non-cyclic nature, the non-occurrence of
0 elementsin its hd components, and so on. If it's atree we may want to talk about its
height, the balance between its subtrees, the ordering of itstips, and so on. If it'sa
graph we may remark about its spanning tree, its connectedness, its colouring, and so
on. If we are careful, ‘pure’ structural reasoning can carry much of the weight of a
specification and proof. On the other hand, spatial separation concerns require our
heap data structure definitions to be written to expose information about the objects
that support particular data structures.

It seems, therefore, that specifications ought to be written at three separate levels:

1. Remarks about the contents of particular variables and objects.

2. Inductive definitions of data structures, including rules which interpret non-

hiding assertions.

3. The specification of the problem, in terms of (1) and (2).

We have to make our definitions carefully, both to fit our problem and to permit
the easiest and most local forms of reasoning. The O ; definition of fig. 5is good for
acyclic sequences, and makes it easy to reason about assignments near the head of a
sequence. It’sless good (see the list merge example below) when we assign to the tail
of asequence. It’s not very good at al if the sequence can be cyclic, and in that case it
seems reasonable to devise a specia adf which deals easily with cycles.

It isinteresting that remarks about individual heap cells — * pictures of memory’ —
seem relatively unimportant in this treatment, in contrast to Reynolds [24]. On the
other hand, spatial separation of data structures, a clear echo of Burstall’s DNRLS [6]
and Reynolds’ spatial conjunction, isan essential part of every proof.

9 A Worked Example: In-Place List-Rever sal

The in-place list-reversal algorithm (fig. 10) is the lowest hurdle that a pointer-
aliasing formalism ought to be able to jump. Burstall deals with it in [6] with
essentially the same specification as that below.
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{Q r:=p; pr=nil;
{P whiler #nildoq:=r;r:=rtl;qtl:=p; p:=qod{R

Fig. 10. Thein-place list-reversal agorithm

9.1 Definitions

I have not written inductive definitions of functions for the most part. Instead | give
useful facts as axioms.

In the invariant | need append (@) and rev, and | need to be able to say that a
particular cell-sequence Sis alist: that is, it is finite length and has no repetitions. |
can only reverse finite sequences. | need disjointness ( 7 ) of sequences.

(y@s=s s@)=s rev()=()  rev(A)=(A)

S@T @U) 2 (S@T) @U list AQlist B~ rev(A@B) =rev B@rev A
(YnS (Ah(B)=A#B list()  list(A)

SAT=TdHS list(S@T) = list SOlist TO Sh T

(S@T) A U 2 (S U)O(T th U)

For proof of termination of any list algorithm, it’s necessary to do arithmetic on
lengths of lists. | haven't attempted a mechanical treatment: instead |’ ve appealed to
some obvious facts.

list S - length ((A) @S) >length S length ((A) @S) >0
list S - O(n= 00 length S n)

| use the O ; definition (fig. 5) to describe sequences in the heap. It's possible to
prove by induction on the length of finite sequences that

(is(BOy C)O(A) # BO 4 C) = (B ygae € B 4 C)
—afact that is appealed to several timesin the proof.

9.2 Specification

The agorithmisgiven in variable p a pointer to atl-linked list S

Qzlist(p Oy nil)Opd il S
The invariant of the loop is that there is a tl-linked list from p to nil, a similar but
distinct list from r to nil, and the reverse of ther list, followed by the p list, is the
reverse of the original input.

PiElist(pD“ nil) Olist(r0 4 nil) Opd g nil dr 0 il O
_%ev(r Oy niI)@pDtI nE revS
The loop measure is the length of ther list.
t 2 length(r O nil)
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On termination the p list isthe reverse of the original input.

R&pOy, nk revS
This specification doesn’'t say that on termination the hd components of S are what
they originally were, though it is obvious from the program that thisis so. It would be
easy to change the specification to make this point by adding hd =HD to

precondition, invariant and postcondition, but it would be just a drop in the ocean of
the frame problem.

9.3 Semi-Formal Proofs

These proofs are written backwards: postcondition first, working towards
precondition and several substitution steps are compressed into one. The machine-
checked proofs available from the web site [4], calculated with the aid of Jape [5], are
less compressed.

Initialisation.
{7
r:=p; p:=nil

[substitution]
Aist(p O 4 nil) Olist(nil0 4 nil) Dpd o nil dnil O 4 nill B
%’e\/(pm " nil)@nil Oynil=rev S %

[replace nil O  nil by ( ); then straightforward sequence calculation]
{lis(pOy ni)Opd 4wl §

L oop Body Preserves | nvariant

{7
g:=r;r:=rtl;qtl:=p; p: =q
[substitution]
(r1 O o p Nl OHS(rD gy i) OV 8D o il A Dy p D

(r.tl Uboresp nil)@r Up rop il =revSS

Hist
0
gev

M O

[Use r 2 nil and list(r O nil) from invariant to obtain list((r) @r.tl O  nil);
thence list(r.tl Oy nil) and (r)a r.tl O 4 nil, and therefore r.tl O dorsp Nl =
rtd,nil. Use r#nl and pOynildrdynl to obtain
pO g nil & ((r)@r.tl O nil); thence (r) 4 pO y nil and since list(p Oy nil),
r' 0 yorsp NIl = (r)@p Oy nil. Once al the assignment-induced mappings are
eliminated, it' s a straightforward sequence calculation. ]

Aist(p Oy nil) Olist(r0 y nil) Opd g nil dr 0y nill G
%ev(r Oy niI)@pDtI nE rev8 # il %
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{q

if q=nil@ (g nll pad qhd)thenr:=p; p:=ptl elser:=q; q: =qdl fi; s: =r

{”

while p # nil Ogz nil do
if q=nil I (g nill p&d qhd)thenst:=p; p:=ptl elsestl:=q; q: =qdl fi;
s:=stl

od

{R

Fig. 11. Thein-place list merge algorithm

L oop Body Reduces M easure

{Iength(r Oy nil)<vt}

g:=r;r:=rtl;qtl:=p; p: =q
[substitution]

{Iength(r.tl O 4res p Nil) <vr}

[use r#nil and list(r O nil) from precondition to obtain (r)d rtl O y nil;
thence r.tl O 4, Nil = r.tl Oy nil; then straightforward sequence cal culation]

Aist(p O 4 nil) Olist(r0 4 nil) Opd  nil ¢t r O nil g
%ev(r Oy niI)@pDtI nE revS # il Iengtlﬁ(r " nil):vtg

TheWhile L oop
{P whiler #nildoq:=r;r:=rtl;qtl:=p; p=qod{R

Not shown: it appeals to the invariant and measure proofs above, and is otherwise
straightforward sequence cal cul ation.

TheWhole Algorithm
{q r:=p; p:=nil; whiler #nil doq:=r;r:=rtl;qtl: =p; p: =qod {R
Trivia, given the previous proofs.

10 An Illustration: In-Place List Merge

The proof of in-place list reversal above is no advance on Burstall’s version [6]. In-
place list merge (fig. 11) is a more challenging problem, because it works at the tail
end of alist. The tests in the program are designed to avoid traversal of nil pointers:
A B is equivalent to (if Athentrueelse Bfi); AMI B is equivalent to
(if Athen Belsefalsefi).

© Springer-Verlag; to appear in Proceedings of MPC 2000



Proving pointer programs in Hoare logic Page 20

The program is given two digjoint ordered tl-linked nil-terminated lists via pointers
p and g, at least one of which is not empty.

0z (pOyn#E S Ig il BQ olistty(p  nil)Dolistyy(dd 4 nil) OO

“Hoo, nil 4 g0 niD @ il zq nil)

Writing A0 B for A0 ; B@(B), the invariant states that we can put the list
fragment r O ;| s before either the p list or the q list to produce an ordered result; that
fragment joined with the two listsis a permutation of the original input; and the p and
g lists remain disjoint. In order to prove that the result on termination is what we
wish, it also has to assert the non-occurrence of nil in the fragment r 0 j s and a
linkage between the s object and the one or other of the lists.

Dlistyy(r 0§ s@p  nil) Dolistyy(r0 7 s@g  nil) 00
0 |
PEEperm(rD:ls@ﬂ nil@q niI,SP@SQ)D 0
%)D nil dq0 nll MIOr Ogs=(sl p st q) %

The measure is the sum of the lengths of the p and q lists.

t=length(p O 4 nil@g 4 nil)

On termination r points to an ordered tl-linked nil-terminated list which is a
permutation of the original input.

R olistyg(r Oy nil) Operm(r0  nil, SP@SQ)

Problems arise during the proof in showing and exploiting spatial separation
between theinput lists pO  nil and g O  nil on the one hand, and the list fragment
r 04 s on the other. For example, moving the invariant backward through the
sequence stl:=p; p:=pdtl; s: =stl — the course of the loop, given that the guard in
the if-then-else-fi is true — produces several instances of the fearsome formula
rJdossp P. Given

Iist(r Df,s), pznil, pdmd ;s
— each of which isimplied by the invariant plus the if guard — then a bit of finite
expansion, plus the fact that

AOfgeseB A (B
makes it possible to show that

rDtTDS»—)p p= rDtTS@<p>
Therest of the proof is straightforward manipulation.

11 An Illustration: Graph Marking

The Schorr-Waite algorithm is the first mountain that any formalism for pointer
aliasing should climb. It’'s dealt with semi-formally by Morris [21] and mechanically
by Suzuki [27]; Kowaltowski [17] gives a wonderful informal proof in pictures of a
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{q

t:=root; p:=nil

{7
while p# nil O(t nill=  t.m)do
if t=nil I t.mthen

if p.cthen
q:=t;t:=p; p:=pr;tr:=q/* POP */
else
g:=t;t:=pr; pr:=pl; pl:=q; p.c: =true/* SWING */
fi
ese
g:=p; p:=t;t:=tl; pl:=q; p.m: =true; p.c: =false/* PUSH */
fi
od
{R

Fig. 12. The Schorr-Waite graph-marking agorithm

tree-marking variant. Morris's version of the algorithm, modified to permit nil
pointers, is shownin fig. 12.

Definitions. The stack starting at A:
Ay, o2 if A= il then () else (A) @(if Acthen Ar else Al fit |, ) fi
The binary DAG reachable from A but containing none of the objectsin set S
A% s =if A=nil DA Sthen () else(A A% g0 Ar% gy )

The binary DAG reachable from A which contains only unmarked nodes and none
of the objectsin set S

. _Of A=nilDADS Amthen() O
A "”“’S:%lse(A,Al**,’r'mYSD{A},A.r**lvrym’SD{A})fi%
Two sequences zipped together:

Ollls=0) RI[[{)=()

(mer[l(zes=(as)er||s)
Converting sequences and DAGsto sets:

set( ) ={} st ) ={}
set(A) 2{A set(ATLT2) 2{A Oset TD set T2
set(R@S) 2set ROset S
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Specification. The graph reachable from the root is iG. The whole of the heap is
unmarked. Initial values of the control-bit mapping, the left and right subnode
mappings, areiC, iL andiR.

Qirootl*‘r’{} =iGMx xM=c =1 0Ol=r iR

Throughout the marking process the stack p isalist, and every node on the stack is
marked. Every node in the original graph is reachable from the tip t and/or the stack.
Unmarked nodes in the graph are reachable from the tip and/or the right sub-nodes of
elements of the stack. If a node is marked then it’s in the graph; if it’s not marked
then its control bit is unchanged; if it's not on the stack then its left and right
components are as they were originally. If a node is on the stack then we can
reconstruct its left and right components by considering its predecessor node and its
control bit.

gist(pnm)DD x:(m set(p I,r,c) - x.m) O g
et ) | O sty )= stiG M x(xm ® sic)D O
AEI X OsetiGh x.m 0 E
p2 é]x@< Dgset(t**|,r,m,{} ) 0 U{Set(y'r**l,r,m’{})‘ et p Im)} %DE
B]x(é XM XE x.iC)D(xmp e XE xild x# x.iR))DE
E]Xy-g plrc”l( @plrc))_’ gg

f x.cthen x| = xiL Oy= xiResey= xiLO xF xiRfill

The measure of the loop is atriple of the number of unmarked nodes in the graph,
the number of nodes on the stack with control bit set to true, and the length of the
stack.

On termination all and only the original graph is marked. Unmarked nodes have an
unchanged control bit, and the left and right components are as they were on input.

R2 Ox((xm- 0 setiG)0f xm- x& xiC)Oxl= xild x& xiR)

Proof. DAGs based on the definitions above are finite height, given a finite heap
(provable by induction on the difference between the restriction set S and the heap).
That permits inductive proof of all kinds of interesting equivalences, including, for
example

BUS- (A**H]BHE,I',I’T],S: A**I,r,m,s)

TOS (A*I,r,m,éj B*l,r,m,'_l' Aﬁ,f,m,SD{Q B*I,r,m,T)
E- (A**I,r,mEIBHE,S =A™ mso{s )

The marvellous character of the algorithm is not that it reaches every node — a
simple recursion would do that — but that it does so without using a stack, modifying
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nodes it has passed through and — most marvellously of all — restoring them
afterwards. Corresponding parts of the proof are large. We have to prove in the
SWING arm, for example, that

p#nil, -pc, Dx:(ﬂ set(p ,’r'c) - x.m), Iist(p.lﬁyryc), (pydh pIt ;o
E{—'x.m—) X.c = xiC) D(x Dset(p ”YC) - (xI =xiLOxr = x.iR)) Dg

DxD y: gxyy) Dset(p |,r,c|”(<t>@p I,r,c)) - g O
%] f x.cthen x| =xiLOy=xiResey=x.il xr =xiRfi(l %
g;(x.m—. x(cO pr> true) = xiC) O
Wset(p I,r,c) - SD
x(10p>t)=xiLOx(r0 pe pl)=xiR)]

a
O SX Y)DSGt(p Irc”l(<pr>@p Irc))H
[Dy [0f x(cO pr> true) then x.(I O p->t) = xiL Oy =xiR
H Heisey = xiL Ox(i0 pr> pl) = xiRfi
It's for the most part straightforward, but it’s tedious manipulation. In Burstall’s

phrase, agreat deal of work for such a simple matter.
From the DAG definition it’s possible to prove that

t*|'r]su{de*l,r,S_' t*I,r,;l p*l,r,'_S t*I,r,@ p*l,r,SD{t}

That gives enough spatial separation to make it easy to prove that the nodes of the
original graph are always reachable. It’s a little harder to show that the unmarked
nodes are always directly reachable: we have to show when dealing with the PUSH
arm, for example, that
t#nil,~tmlist(pr )
X OsetiGF x.m

Dx:@(D%et(t**l’r’m’{})DU{Set(y.r**I’r'm{} )| xOp mc}%

FOX:

OoOoOoo d

X OsetiGh x(m t>true) - O
0
k[|x[| %Et(ﬂ |10t p,r, i thrue{})D

H @J{ ( |Dn—>p,r,rm u—>true,{})| xp IDt»—)p,r,c}

The proof that the stack is invariantly a list sometimes has to deal with some
superficialy frightening formulae The SWING arm, for example, generates

pTIDth,D p—plit  ptrue

but, with a single step of expansion, plus p.c from the guard and p# nil and
IisI(pT I,r,c) from the invariant, thissimplifiesto pr, ; ..
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12 Conclusion

Burstall showed away towards practical proofs of pointer programs which relatively
few have followed. This paper shows that it is possible to reason in Hoare logic about
small but moderately complicated pointer programs, using the principle of spatial
separation and whatever data structure and other auxiliary definitions suit the
problem.

Burstall’s DNLRS mechanism achieved local reasoning by restricting itself to
particular data structures and particular problems. The treatment of general data
structuresin this paper doesn’t yet approach the elegance of his solution: it substitutes
first, tidies up second, and remains rather low-level. To make it more elegant and
more practically useful, it will be necessary to make the substitution mechanism
mimic the locality of assignment, dealing only with genuine potential aliases and
ignoring those which can be dealt with by spatial separation assumptions. If we can
do this for awide range of problems, building on a relatively small collection of data
structure inductions, this goal may perhaps be reached.
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