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Abstract

This paper describes a work in progress device that
allows for ethical monitoring of children online,
fostering discussion in families about internet use and
enabling children to become more resilient to potential
online predators.
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Introduction

“Ghosty” is a network-enabled monitoring device aimed
at encouraging discussion in families about children’s
internet use. It allows household members to know
what types of websites or networks are being visited or
used, rather than specifics of particular websites or
conversation details. The device shows internet access
according to type delineation (such as “*homework”,
“social”, “email”) by varying the colour shown by LEDs



within a lamp. This is a work in progress at the very
early stages, with a basic prototype of the lamp and
network monitoring complete. The contribution of this
paper is its argument and illustration of a novel
approach to helping families negotiate the “dangers” of
the internet. Instead of policing, restricting or
reporting, the prototype aims to support awareness,
reflection and conversation, respecting and drawing on
the social, collaborative and complex nature of family
life.

Background

Online child protection approaches can be split into two
groups: the first being prevention of crimes occurring
and the second being the finding, arresting, and
prosecuting of offenders. The former has traditionally
relied on deterrence (from prosecutions), education of
children as to their safety online, and monitoring and/or
filtering devices for home and school networks. The
latter relies on sophisticated software used by law
enforcement for tracking paedophile behavior, such as
Peer Precision or the Isis Project [6], as well as
traditional policing methods to identify potential
abusers and distributors of child sexual abuse material
online.

Although the latter approach is useful in apprehending
paedophiles, ideally child sexual abuse crimes would be
avoided altogether. Thus there is a need for methods
and mechanisms for prevention of offences, most of
which centre on supervision of children on the internet,
such as parental education which suggests that
computers should be kept in a public part of the house,
or that parents should supervise their children on the
internet. Monitoring and filtering tools such as Net

Nanny! have also appeared, allowing parents to set
limits on internet use, email them on keywords used
during a child’s internet session, or block certain pages.

The problems with traditional monitoring and filtering
devices are numerous, particularly from an ethical
perspective:

= They can cause rebellion in a child which comes up
against such filtering or monitoring systems, fostering
subversion or other work-arounds of the system;

= They can trigger false positives and block innocent
content;

= They can impinge on the privacy of the child, by
emailing a parent when a child uses a key word, for
example, or simply allowing a parent to view all chat
text; and,

= They can cause a child to become more secretive
about their behavior online, to name a few.

Social networking has also come into the spotlight in
recent times, to the degree that the UK child protection
agency CEOP produced a Facebook “emergency
button” application for children worried about others’
behavior online. The “ClickCEOP” application? allows
children to report suspicious activity toward them on
Facebook as well as learn about safe internet practices.

Recent research has come to light showing that many
children are not at all vulnerable to online predators:
these young people who are approached are, in this
way, “resilient”, telling potential offenders to go away.

! http://www.netnanny.com/

2 http://apps.facebook.com/clickceop/



However, there is a smaller group of young people, the
“disinhibited”, who are often willing to interact with
offenders and engage with them due to various
reasons, such as negative self-esteem, parental
problems, difficulties at school, loneliness, tendency to
self-harm, or familial sexual abuse. They can, in some
cases, use sexual names or actively seek sexual
encounters with people online. These are ideal targets
for paedophiles seeking relationships with children with
the possibility for future contact offences [1].

In this project, we wish to enable more families to
engender a sense of resilience in their children,
particularly those who have the potential to slip either
way into the disinhibited or the resilient group. Our
project also aims to reinforce resilience amongst
children who are already resilient, allowing for parents
to loosely monitor their internet activity without
knowing details, but using this knowledge to spur
positive conversation and discussion amongst family
members.

In this way the device aims to be an ethical monitoring
tool used in a very specific way to enable resilience
amongst children and allow for greater family bonds
that could help prevent disinhibition.

Our work is further informed by three sets of
technology and interaction research and practice.
Firstly, there have been a number of devices that
attempt to represent internet traffic in ambient and
intriguing ways. The first display of this sort was
LiveWire, a dangling piece of string that twitched as
data packets passed through the server it was
connected to [4]. More recently, commercial devices

such as the Nabaztag Rabbit® have been successfully
marketed. The Rabbit is an electronic Wi-Fi device that
was designed to use many interaction techniques. It
speaks, listens, moves, whistles, reports and shows
hundred of colours and special patterns of light.

The second area of inspiration concerns the approaches
to used to nudge energy consumption behaviour within
homes. To increase awareness there are many devices
that have been developed and studied to provide users
with feedback of their energy consumption. Some of
these devices provide users immediate and continuous
feedback using mobile phones, online visualisation or
minimal ambient displays [7]. The PowerAware cord
presents energy use as a pulsating flowing, light stream
along a powercord to the device being operated. Its
developers argue for home devices that promote
conversations and provide pleasure over ones that
judge or preach beaviour change [2].

Thirdly, we are drawing on previous socio-technical
work concerned with building and sustaining cohesive,
healthy family living (e.g. [3] [5]).

® http://www.nabaztag.com



Figure 1: "Ghosty", the colour-based internet
monitoring device. The device changes colour
dynamically to reflect internet use patterns at home.

“"Ghosty”, the ethical internet monitoring
device

The device we have developed is a series of coloured
Light Emitting Diodes (LEDs) implanted in a child’s
ghost-shaped lamp, which, when connected to a
computer, change colour depending on the type of
network activity on the computer, particularly the types
of websites being visited (Figure 1).

There are two parts to the device: the hardware and
the software. The hardware is an Arduino chipset into
which the LEDs and USB cable are connected. At the
moment, power is derived from the USB connection.
The LEDs are individual red, green, and blue LEDs, but
in the future will be replaced by all-in-one RGB LEDs
which will cut down cost and improve the ease of
development.

The software is comprised of two parts: the code
running on the Arduino, and the software running on
the PC being monitored.

The former is a set of simple drivers that run the
Arduino chip, allowing a control program on the
computer to change the LED colours to specific RGB
values.

The latter is a Python program that listens on network
sockets and makes decisions based on where the
network traffic is coming and going. If, for example, a
child is visiting educational, “homework” websites, the
lamp may change to green. However, if the child visits
a social networking site such as Facebook or Twitter the
lamp changes to yellow. Use of email or instant
messenger may change the lamp’s colour again, and so
on. There is also the potential to tailor the lamp’s



colour changing to particular sorts of use, for example,
instant messenger conversations could be singled out
and colour coded depending on the topics of
conversation, etc.

The lamp is designed to be placed in a central, social
part of the home such as the kitchen or sitting room
where a parent could maintain a simple supervision of
their children without obtaining too much information
other than the sorts of activities any one child is
engaging in.

In some ways this would be a little like knowing a child
is playing inside (low risk), or in the back yard (low
risk), or at a friend’s house (low risk), or at the park
(higher risk), or at school (low risk), or is running about
in the city (high risk) and thus allowing the parent to
judge the relative risks and requirements for
supervision on that basis. Even if supervision is not
required, the knowledge of the general activities of the
child on the internet could be used as conversation
starters to build family relationships or to discuss online
safety measures.

As this is a work in progress, we have not yet
progressed past a functional prototype, and have not
yet formally engaged any stakeholders. Initial
responses from parents of children of internet use age
have, though, been extremely positive.

Next Steps and Future Goals
The planned additional work as it progresses includes
the following activities:

= further engaging with stakeholders and users,
particularly families with young children who use the
internet, to elicit their response to the concept;

= exploration of how to usefully categorize and
visualize internet activity with stakeholders and family
users;

= explore the relative values of dynamic, real-time
visualizations over aggregated, longer-term
presentations (showing for example internet use over a
day or the weekend);

= enabling the device to listen to and visualise a
household’s activity rather than being tied to one
specific computer in the home;

= establishing guidelines for parents to use the
device to enable effective discussion and resilience-
building; and,

= conduct an ethical analysis of the device, so that it
is developed with ethical values at the forefront of the
technology.

Conclusions

This work aims to introduce an ethical internet
monitoring solution that enables and fosters resilience
in children by allowing parents to monitor children in
terms of the types of internet activity they participate
in yet allows the children to retain their independence
and privacy as to the specifics of that activity. It uses
colour as an easy way for parents and children to



identify risk and then to determine appropriate levels of
supervision for their child.
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